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Steganographic CapacityCapacity of the steganographic channel:number of bits that can be transmitted in n-element coverwithout possible detection by the passive warden.Perfectly secure stegosystem:cover and stego distributions are identical � no statisticaltest can detect the presence of the message.Assuming full knowledge of the cover source, it is known thatthe capacity of perfectly secure stegosystems is linear in n.Communication rate of perfectly securestegosystems is non-vanishing.[Wang, Moulin - 2004]Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 2 of 12



Imperfect StegosystemsImperfect stegosystem:cover and stego distributions are di�erent � statisticaldetectors exist.perfectly secure stegosystems exist for arti�cial coversourcesall known stegosystems for digital media are imperfectdigital media cover sources will hardly ever be perfectlyunderstoodWhat is the capacity of ε-secure imperfect stegosystems?Many hints suggest that the capacity is sublinear.Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 3 of 12



Capacity of Imperfect StegosystemsCapacity of imperfect stegosystems is sublinear.Anderson (1996) 1st International Hiding Workshop�Thanks to the Central Limit Theorem, the more covertext we give theWarden, the better he will be able to estimate its statistics, and so thesmaller the rate at which [the Steganographer] will be able to tweak bitssafely. The rate might even tend to zero...�Ker (2007 & 2008)analysis of batch steganography and pooled steganalysisFiller, Ker, Fridrich The Square Root Law of Steganographic Capacity... 4 of 12



Capacity of Imperfect StegosystemsCapacity of imperfect stegosystems is sublinear.Anderson (1996) 1st International Hiding WorkshopKer (2007 & 2008)analysis of batch steganography and pooled steganalysisSteganographic capacity of imperfect stegosystems onlygrows as the square root of the number of communicated coversProblem investigated in this paper:Square Root Law of imperfect steganographyfor covers that allow dependencies (Markov chains)Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 4 of 12



Square Root Law of Markov CoversStegosystem is imperfect due to the lack of the fullknowledge of the cover source.Kerckho�s' principle:Warden knows the embedding algorithm and cover sourceBasic assumptions:1 cover source = �rst order Markov chain2 embedding operation = indep. substitutions of states3 stegosystem is NOT perfectly secureMarkov cover source:use suitable representation of the cover�rst-order stat., higher order stat. (Markov chain)Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 5 of 12



Mutually Independent Embedding OperationEmbedding operation can be modeled as independentsubstitution of one state for another - MI embedding.Pr(Yk = j |Xk = i) = bij(β )
Xk ... k-th cover elementYk ... k-th stego element
β ... change rate (rel. payload)can be found in majority ofpractical methodsexamples: ±1, LSB, F5, nsF5analytically tractable - stegoobjects form Hidden Markov Chain

LSB embedding:

B =

= 1 − β = βFiller, Ker, Fridrich The Square Root Law of Steganographic Capacity... 6 of 12



Square Root Law of Markov CoversUnder the assumptions of Markov covers, MI embedding,and imperfect stegosystem, we prove the following theorem.Theorem (SRL for Markov Covers):1 embedding payload that grows slower than √n leads toeventual ε-security for arbitrarily small ε > 02 embedding payload that grows exactly as A√n leads to
ε-secure stegosystem with �xed ε > 03 embedding payload that grows faster than √n leads toeventual detection with arbitrary PFA and PMDThis implies that the steganographic capacity of imperfectstegosystems with Markov covers and MIembedding scales as A√n.Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 7 of 12



SRL Proof 1&2/3 - Undetectability & ε-securityembedding payload that grows slower than √n leads toeventual ε-security for arbitrarily small ε > 0
β ... change per pixel ⇒ βn ... total number of changesAssume cover is i.i.d. P ⇒ stego is i.i.d. Qβ (Q0 = P)KL divergence between n-pixel cover and stego:DKL(P(n)||Q(n)

β

)

= nDKL(P ||Qβ

)

=
12nβ 2I (0)+O(β 3)I (0) ... Fisher Information at β = 0 (0 < I (0) < C)if limn→∞

βn√n = 0 then DKL(P(n)||Q(n)
β

)

→ 0Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 8 of 12



SRL Proof 3/3 - Existence of The DetectorCover is i.i.d. P ⇒ stego is i.i.d. Qβ and Qβ [i ] = P [i ]+ βciembedding payload that grows faster than √n leads todetection with arbitrarily small errorsProblem: decide H0 : cover (β = 0) or H1 : stego (β > 0).Tβ (Y ) =
√n( 1n I{Y=i}−P [i ]) β ... change rateY ... data vector of length n

I{Y=i} ... # of k, where Yk = idi�erence of means under both hypothesesE[Tβ −T0] =
√n(Qβ [i ]−P [i ]) =

√nβciif limn→∞
βn√n = ∞ then E[Tβ −T0] → ∞Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 9 of 12



SRL - Experimental Veri�cation - F5Largest payload m(n) embedded using F5 that produces a �xedsteganalyzer error, PE , for images with n non-zero DCTcoe�cients.
10 10.5 11 11.5 12 12.5

7

7.5

8

8.5

9

log(n)

lo
g

m
(n

)
a
t

fi
x
ed

P
E

m(n) = n
0.532

PE = 0.1

m(n) = n
0.535

PE = 0.25

[Ker et al., The Square Root Law of Steganographic Capacity, ACM, 2008]Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 10 of 12



ConclusionThere is a wide range of situations in which securecapacity grows as square root of the cover size.Square Root Law:secure capacity ≈ A√n � rate is vanishingholds for imperfect stegosystems�rst formal proof alowing dependency between pixelsapplies to number of changesMatrix Embedding ⇒ secure capacity ≈ A√n lognFiller, Ker, Fridrich The Square Root Law of Steganographic Capacity... 11 of 12



Consequences and Future DirectionsConsequences:same relative payload is easier to detect in larger coversdistribution of image sizes in database in steganalysisCover model mismatch ⇒ sub-linear capacity.Future directions:if secure capacity scales as A√n thenhow to use constant A to compare stegosystems
Filler, Ker, Fridrich The Square Root Law of Steganographic Capacity... 12 of 12
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