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PROBLEM

• Real world steganalysis is difficult:      
testing on images from unknown “source”

• source = camera + pre-/postprocessing + ?  
and influences image statistics 

• Different sources form separate clusters in 
the feature space

• This results in reduced detection rates

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?
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POSSIBLE CAUSE

a) Our classifiers are undertrained: a limited 
training set does not allow for a model that 
generalises well to unknown data

b) Our models are too complex and overfit 
the image source

c) ??? 

(domain adaptation is hard)

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?
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OUR  APPROACH:

‣ Train on more data

‣ Use CC-C300 features from [1]

‣ Use simple (near-)linear classifiers

[1] Jan Kodovsky,  “Steganalysis in high dimensions: fusing classifiers built on random subspaces”, 2011

1.  Online Ensemble Average Perceptron
2.  Ensemble FLD
both will be compared to Kernel SVM (3.)

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

up to 1,000,000 training examples

48,600 features, one of the best for JPEG domain
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AVERAGE PERCEPTRON

For each training example x:

compute prediction:

if y(x) ≠ t, update weights w:

regularise via averaging:

 

(with closer examination around the best values), and 6 values of � from
�

2j | j 2 {�13,�15, . . . ,�23}
 

.

Whilst very simple to use because of the availability of ready tools such as libsvm,23 kSVM is impractical
for real-world problems such as the near-online problem described in our experiments. Using the large modern
feature vector, CC-C300, it was only possible to process a maximum training set size of 20000 and only using a
very limited grid search. Anything larger simply takes too long for any useful purposes. It has other disadvantages
too: unlike online methods it is iterative and hence requires many passes through the data and also requires
parameter tuning via the expensive grid search.

We used the libsvm23 with its extensive toolkit for our kSVM tests.

4.4.2 Ensemble FLD

For the ensemble algorithm we will follow the example in Ref. 11. In this configuration, L Fisher Linear
Discriminant base learners were trained on L di↵erent subsets of k dimensions drawn at random from the
original CC-C300 feature set. Here, as in Ref. 11, L = 99 and k = 2000. The base learners’ outputs were then
combined for classification using the majority vote:

y(x) =
n

t | t 2
�

�1; +1
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w is the Fisher’s discriminant, c is the parameter that guides the position of the hyperplane and can be found
analytically and t is the label of training example x.

This method has shown11 very promising results using the new CC-C300 feature set and its derivative
feature sets. A major advantage was shown to be the speed of training and the reduced complexity of parameter
optimisation. No direct comparison was drawn with kSVM using the same features.

4.4.3 Average perceptron

We will use an online version of the Average Perceptron,24 which is a self-regularising version of the Perceptron
algorithm. The Averaged Perceptron is capable of training on one example at a time, which allows for processing
unlimited data with no memory overhead.

This is made possible through the simple update rule it shares with the Perceptron, which only requires the
weight vector and the feature vector of the current image. The Perceptron aims to minimise the number of
incorrectly classified examples, i.e. the training error:

min(Ep) = argmin
w

�
X

n2M

wT xntn

where w is the weight vector, t 2 {�1; +1} is the label of training example x and where M is the set of all mis-
classified training examples. The minimisation is realised via stochastic updates, which allow for approximating
w one example i at a time:

wi = wi�1 + xiti

The update happens when a new input example is assigned the wrong label. In the Average Perceptron the
update includes the regularisation step, where the average weight vector is updated:

wavg = wavg + wi

The vector wavg is used in the final decision function to predict the label of test example x:

y(x) = sign(wT
avgx)

(with closer examination around the best values), and 6 values of � from
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.

Whilst very simple to use because of the availability of ready tools such as libsvm,23 kSVM is impractical
for real-world problems such as the near-online problem described in our experiments. Using the large modern
feature vector, CC-C300, it was only possible to process a maximum training set size of 20000 and only using a
very limited grid search. Anything larger simply takes too long for any useful purposes. It has other disadvantages
too: unlike online methods it is iterative and hence requires many passes through the data and also requires
parameter tuning via the expensive grid search.

We used the libsvm23 with its extensive toolkit for our kSVM tests.

4.4.2 Ensemble FLD

For the ensemble algorithm we will follow the example in Ref. 11. In this configuration, L Fisher Linear
Discriminant base learners were trained on L di↵erent subsets of k dimensions drawn at random from the
original CC-C300 feature set. Here, as in Ref. 11, L = 99 and k = 2000. The base learners’ outputs were then
combined for classification using the majority vote:

y(x) =
n

t | t 2
�

�1; +1
 

^ argmax
t

L
X

l=1

�

wT
l (x� cl) = t

�

o

w is the Fisher’s discriminant, c is the parameter that guides the position of the hyperplane and can be found
analytically and t is the label of training example x.

This method has shown11 very promising results using the new CC-C300 feature set and its derivative
feature sets. A major advantage was shown to be the speed of training and the reduced complexity of parameter
optimisation. No direct comparison was drawn with kSVM using the same features.

4.4.3 Average perceptron

We will use an online version of the Average Perceptron,24 which is a self-regularising version of the Perceptron
algorithm. The Averaged Perceptron is capable of training on one example at a time, which allows for processing
unlimited data with no memory overhead.

This is made possible through the simple update rule it shares with the Perceptron, which only requires the
weight vector and the feature vector of the current image. The Perceptron aims to minimise the number of
incorrectly classified examples, i.e. the training error:

min(Ep) = argmin
w

�
X

n2M

wT xntn

where w is the weight vector, t 2 {�1; +1} is the label of training example x and where M is the set of all mis-
classified training examples. The minimisation is realised via stochastic updates, which allow for approximating
w one example i at a time:

wi = wi�1 + xiti

The update happens when a new input example is assigned the wrong label. In the Average Perceptron the
update includes the regularisation step, where the average weight vector is updated:

wavg = wavg + wi

The vector wavg is used in the final decision function to predict the label of test example x:

y(x) = sign(wT
avgx)

(with closer examination around the best values), and 6 values of γ from
{
2j | j ∈ {−13,−15, . . . ,−23}

}
.

Whilst very simple to use because of the availability of ready tools such as libsvm,23 kSVM is impractical
for real-world problems such as the near-online problem described in our experiments. Using the large modern
feature vector, CC-C300, it was only possible to process a maximum training set size of 20000 and only using a
very limited grid search. Anything larger simply takes too long for any useful purposes. It has other disadvantages
too: unlike online methods it is iterative and hence requires many passes through the data and also requires
parameter tuning via the expensive grid search.

We used the libsvm23 with its extensive toolkit for our kSVM tests.

4.4.2 Ensemble FLD

For the ensemble algorithm we will follow the example in Ref. 11. In this configuration, L Fisher Linear
Discriminant base learners were trained on L different subsets of k dimensions drawn at random from the
original CC-C300 feature set. Here, as in Ref. 11, L = 99 and k = 2000. The base learners’ outputs were then
combined for classification using the majority vote:

y(x) =
{

t | t ∈
{
−1;+1

}
∧ argmax
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(
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)}

w is the Fisher’s discriminant, c is the parameter that guides the position of the hyperplane and can be found
analytically and t is the label of training example x.

This method has shown11 very promising results using the new CC-C300 feature set and its derivative
feature sets. A major advantage was shown to be the speed of training and the reduced complexity of parameter
optimisation. No direct comparison was drawn with kSVM using the same features.

4.4.3 Average perceptron

We will use an online version of the Average Perceptron,24 which is a self-regularising version of the Perceptron
algorithm. The Averaged Perceptron is capable of training on one example at a time, which allows for processing
unlimited data with no memory overhead.

This is made possible through the simple update rule it shares with the Perceptron, which only requires the
weight vector and the feature vector of the current image. The Perceptron aims to minimise the number of
incorrectly classified examples, i.e. the training error:

min(Ep) = argmin
w

−
∑

n∈M

wT xntn

where w is the weight vector, t ∈ {−1;+1} is the label of training example x and where M is the set of all mis-
classified training examples. The minimisation is realised via stochastic updates, which allow for approximating
w one example i at a time:

wi = wi−1 + xiti

The update happens when a new input example is assigned the wrong label. In the Average Perceptron the
update includes the regularisation step, where the average weight vector is updated:

wavg = wavg + wi

The vector wavg is used in the final decision function to predict the label of test example x:

y(x) = sign(wT
avgx)

true label of xi

average 
weight vector

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

     * This will actually be used in ensemble setting.

decision function
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EXPERIMENTS:

Aim: to measure the performance drop between 
controlled data and real-world data

1. Matched training data

2. Mismatched training data

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

Evaluate on a sample steganalysis problem in JPEG domain:   
cover vs nsF5 (0.05 bpnc)
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EXPERIMENTS:

Aim: to measure the performance drop between 
controlled data and real-world data

1. Matched training data

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

26 sources x 

6000 training / 2000 test images

KSVM EFLD OEAP

µ = 0.876
σ = 0.024   

µ = 0.892
σ = 0.026 X*

     *Requires min. 400,000 training examples to converge in the online setting.
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EXPERIMENTS:

Aim: to measure the performance drop between 
controlled data and real-world data

2. Mismatched training data

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

a) Less diverse training data

b) More diverse training data
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EXPERIMENTS:

Aim: to measure the performance drop between 
controlled data and real-world data

2. Mismatched training data

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

a) Less diverse training data:

KSVM:   6 random sources 

EFLD:  20 random sources     

OEAP:     
}x 1000 images

Fixed test data:
100 sources x 500 images

all 1,000 sources
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EXPERIMENTS:

Aim: to measure the performance drop between 
controlled data and real-world data

2. Mismatched training data

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

b) More diverse training data:

KSVM:   6,000 random images

EFLD:  20,000 random images

OEAP:   

Fixed test data:
100 sources x 500 images

x 1000 imagesall 1,000 sources
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EXPERIMENTS:

Aim: to measure the performance drop between 
controlled data and real-world data

2. Mismatched training data

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

less diverse µ = 0.804
σ = 0.071   

µ = 0.838
σ = 0.058

more diverse µ = 0.809
σ = 0.039   

µ = 0.836
σ = 0.039

µ = 0.851
σ = 0.056

KSVM EFLD OEAP 
(6000 samples) (20 000 samples) (1000 000 samples)
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EXPERIMENTS:

Aim: to measure the performance drop between 
controlled data and real-world data

‣ Matched vs mismatched

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

matched µ = 0.876
σ = 0.026   

µ = 0.892
σ = 0.024

mismatched µ = 0.809
σ = 0.039   

µ = 0.836
σ = 0.039

p
erfo

rm
a

n
ce 

d
ro

p

KSVM EFLD 
(6000 samples) (20 000 samples)
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EXPERIMENTS:

Aim: to measure the performance drop between 
controlled data and real-world data

‣ Matched vs mismatched

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

matched µ = 0.876
σ = 0.026   

µ = 0.892
σ = 0.024

mismatched µ = 0.809
σ = 0.039   

µ = 0.836
σ = 0.039

µ = 0.851
σ = 0.056

p
erfo

rm
a

n
ce 

d
ro

p

�statistically
significant

KSVM EFLD OEAP 
(6000 samples) (20 000 samples) (1000 000 samples)
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Mismatched data:

0.809

0.838
0.851

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

KSVM 
EFLD 

OEAP 
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STILL POSSIBLE CAUSES:

a) Our classifiers are undertrained 

b) Our models are too complex and overfit 
the image source

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?

training on more images allows for more 
variety of training data and improves 
accuracy but requires simpler classifiers

using simpler models allows for more 
robust decision boundaries (e.g. EFLD     
in matched scenario) and hence also 
improves accuracy
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• FUTURE DIRECTIONS:

• Generalise the conclusions by studying 
more features/embedding schemes/?

• Understand how much data is actually 
required for the classifier to converge.

• Other non-linear online classifiers?

Steganalysis with Mismatched Covers: 
Do Simple Classi!ers Help?
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