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ABSTRACT
Satellite communications are increasingly crucial for telecommuni-

cations, navigation, and Earth observation. However, many widely

used satellites do not cryptographically secure the downlink, open-

ing the door for radio spoofing attacks. Recent developments in

software-defined radio hardware have enabled attacks on wireless

systems including GNSS, which can be effectively spoofed using

only cheap hardware available off the shelf. However, these conclu-

sions do not generalize well to other satellite systems such as high

data rate backhauls or satellite-to-customer connections, where the

spoofing requirements are currently unknown.

In this paper, we present a systematic review of spoofing attacks

against satellite downlink communications systems. We establish

a threat model linking attack feasibility and impact to required

budget through real-world experiments and channel simulations.

Our results show that nearly all evaluated satellite systems were

overshadowable at a distance of 1km in the worst case, for a budget

of ~2000 USD or less.

We evaluate how the key challenges of antenna directionality, le-

gitimate satellite signal presence, modulation schemes, and receiver

saturation can be overcome in practice through antenna sidelobe

targeting, overshadowing, and automatic gain control takeover.

We also show that, surprisingly, protocols designed to be more

robust against channel noise are significantly less robust against an

overshadowing attacker. We conclude with a discussion of physical-

layer countermeasures specifically applicable to satellite systems

which can not be cryptographically upgraded.

1 MOTIVATION
Spoofing attacks against wireless channels – where the public na-

ture of the channel allows an adversary to transmit a fictitious signal

to impersonate a legitimate party – have been extensively studied,

and the risks they pose are well established. These attacks have been

significantly aided by recent developments in software-defined ra-

dio (SDR) hardware, which can capture signals for analysis, and

transmit arbitrary waveforms at very low cost. This presents a

particular threat to insecure wireless systems which do not yet use

cryptographic authenticity to protect communication integrity.

Whilst satellite communications are becoming increasingly vi-

tal in areas such as telecommunications, global navigation, and

Earth observation, many existing satellite operators do not crypto-

graphically secure the downlink. Security features were historically

considered unnecessary in both cost and complexity, owing to the

high equipment budget required to attack these systems. However,

even certain recent satellite deployments fail to encrypt the down-

link, with governments only recently beginning to recommend

encryption on satellite communications [1]. This is a particular

issue because, unlike in a terrestrial context, satellites cannot be

retroactively upgraded or cheaply replaced.

Recent work has shown that SDR-equipped attackers can mount

a credible threat against not just terrestrial wireless systems such

as mobile internet [2, 3] and avionics [4], but also GNSS satellite

systems [5]. In particular, it has has been shown that nearly any

device using civilian GPS can be spoofed using only a cheap SDR

and open source software [6, 7].

Concerns have also been raised about the security of Earth ob-

servation and telecommunications satellite data links, but remain

largely theoretical. For instance, it has been recently shown that a

spoofing attacker can arbitrarily manipulate forest fires detected

from NASA’s real time satellite image service, to disrupt crisis

analysis. Furthermore, the software processing this data has not

been designed to be secure against arbitrary, unstructured input

data, leading to denial of service vulnerabilities [8]. It was also

demonstrated in 2020 that confidential maritime communications

are regularly transmitted by DVB-S satellite broadband in the clear,

raising concerns about TCP session hijacking [9, 10].

Spoofing attacks affect not only unauthenticated satellite com-

munications; there is an increasing proliferation of satellites with

either leaked keys, or which employ cryptography that is no longer

considered secure. For example, two Korean satellites have had

their master keys leaked through key mismanagement [11, 12] and

one of them uses weak single DES [11].

Despite these concerns, no current academic work has consid-

ered the feasibility of performing spoofing attacks on real world

satellite downlink systems other than GNSS. Results from these

attacks, which target cheap omnidirectional antennas in end-user

devices designed to distinguish satellites on a shared channel, do

not apply to other systems such as dedicated space-to-ground data

links. Rather, attacking these systems requires overshadowing a

legitimate signal using a protocol not designed for multiple access,

at a frequency not readily accessible with off-the-shelf hardware,

and received by a large and highly directional antenna, potentially

within a security perimeter. The wide variety of receiver systems

have previously made presenting a detailed threat model difficult,
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as the attacker’s constraints are “strongly tied with the goals and

security requirements of the target mission" [13].

In this paper, we seek to establish such a threat model, linking

attack feasibility and impact to the required budget for a modern

adversary. This threat model is derived from a systematic analysis

of each component in the satellite communications stack, including

both real-world experiments and simulation.

In Section 2 we draw together work in wireless spoofing at-

tacks with specific attacks on satellite systems, identifying current

knowledge gaps in these areas. In Section 3 we provide key back-

ground information required to understand our attack description

and analysis. In Section 4 we set out the goals of an attacker seek-

ing to disrupt satellite ground systems. In Section 5 we provide an

overview of the requirements of downlink satellite signal spoofing

in the general case, drawing attention to the key factors affect-

ing the required attacker received power. In Section 6 we derive

through real world experiments and simulation how satellite re-

ceived power, antenna characteristics, and modulation and coding

properties affect the required power budget of the attacker. In Sec-

tion 7 we relate the analysis in the previous section to real-world

satellite systems and attacker hardware, presenting an analysis of

the threat presented by overshadowing attacks. Finally, in Section 8,

we discuss the applicability of new and existing countermeasures in

defending against this form of attack, especially for systems which

can not be cryptographically upgraded.

2 RELATEDWORK
Spoofing attacks against wireless systems have been well explored

in academic literature in a wide range of areas, such as avionics [14],

wireless telephony [2, 15], and short-range communication such as

Zigbee [16]. Many of these systems use the wireless channel as a

shared medium between multiple devices, with attackers spoofing

when no other device is transmitting, reducing the overall power re-

quired. Unlike these attacks, satellite spoofing attacks in the general

case require signal overshadowing, in which the attacker’s signal

must surpass the legitimate signal on the channel.

The majority of existing work in satellite signal spoofing focuses

on GNSS systems such as GPS – these are particularly vulnerable

to spoofing due to their unencrypted nature, and are received at a

very low power by omnidirectional antennas [5, 17]. GPS spoofing

has been demonstrated at a low budget, using only a cheap SDR

and open source software [6, 7], and even encrypted GPS has been

shown to be vulnerable to replay attacks [18]. However, these at-

tacks target systemswith omnidirectional antennas designed to pick

up very weak signals at a low data rate, so the results do not gen-

eralize to all space systems – many of these use highly directional

antennas and high data rate protocols, impacting requirements for

a successful spoofing attack.

There are also a number of well-documented attacks on satel-

lite uplinks – most notably, the Captain Midnight broadcast signal
intrusion, in which a pirate satellite television signal successfully

overshadowed a legitimate broadcast [19]. Attacks have also been

executed onUS government satellites Landsat-7 and Terra, hijacking
the telecommand to gain control of the satellite [20]. This demon-

strates the vulnerability of satellite systems (and their attractiveness

as a target) but does not provide a frame of reference for the power

and hardware requirements to carry out similar attacks on ground

systems.

There are some known attacks on terrestrial systems which more

closely match the satellite spoofing scenario, particularly in cel-

lular networks. The AdaptOver attack system demonstrates the

use of overshadowing on LTE to achieve arbitrary message injec-

tion, persistent denial of service, and leaking sensitive information

for the LTE and 5G-NSA protocols [3]. Additionally, the SigOver
and SigUnder attacks demonstrate overshadowing attacks on LTE

with a significantly reduced power budget [2, 21]. This is achieved

by synchronizing with the carrier signal and taking advantage of

error correcting codes present in the protocol, and by exploiting

knowledge of the underlying data to flip individual bits in the signal

rather than overshadowing the entire message. We build upon this

work in Section 5, assessing these techniques in a zero-knowledge

context (i.e. the message is not known and cannot be exploited to

flip individual bits), with the added difficulty of overshadowing

signals on a highly directional dish.

It is clear from the existing work that spoofing attacks on satellite

ground systems are a concern, and we can see that they are certainly

possible due to the similarities to other wireless systems. However,

the focus on GNSS systems in satellite research has created a gap

in knowledge – the majority of space systems are sufficiently dif-

ferent from GNSS that the attacks do not generalize. The extent to

which these systems are vulnerable, and the power and hardware

requirements for attacks, is currently unclear.

3 BACKGROUND
When sending information over radio, the data must first be mod-

ulated onto a carrier wave. This can be achieved in a number of

ways; most commonly Phase Shift Keying (PSK) is used to encode

symbols (i.e. bits, or sequences of bits) by varying the phase relative

to the carrier signal. The amplitude can also be varied in Quadrature

Amplitude Modulation (QAM), which achieves a greater symbol

density for higher data rates.

For easier analysis, these signals can be decomposed into In-

phase (I) and Quadrature (Q) components, that are in phase with

the carrier and 90
◦
out of phase respectively. This decomposition

can be easily done in hardware, and is the basis of operation for all

SDRs.

IQ constellation diagrams are commonly used to visualize digi-

tally modulated signals, since carrier information is removed but

the symbols remain as distinct points on the diagram. The symbol’s

angle represents its phase difference to the carrier, and distance

from the center represents amplitude of the signal. An example of

an IQ diagram for the 16-QAM constellation is shown in Figure 1a.

When multiple RF signals on the same carrier are superimposed

(added), their IQ representations are also added. If the signals have

the same frequency but are not synchronized in phase, the IQ

representation of one signal will be rotated. Gaussian noise shows

up as additive Gaussian noise on both the I and Q components. An

example of this can be seen in Figure 1b, in which an attacker adds

a constant offset to a QPSK modulated signal.

If a signal has not been properly phase matched, or if there is

a frequency offset, then the phase is unknown. This causes the

constellation to appear as a ring instead of distinct points. This can
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Figure 1: Left: IQ diagram of the 16-QAM constellation, showing the amplitude and angle. Center: The more powerful attacker
QPSK constellation offsets the phase aligned victim constellation. Right: The more powerful attacker QPSK constellation
offsets the non-phase aligned victim. Shading shows the effect of Gaussian noise, with the region decoded as the attacker’s
symbol in green.

be seen in Figure 1c, in which the same constant offset is added to

a QPSK signal that is not phase aligned.

4 THREAT MODEL
The goal of the adversary is to cause disruption to downlink pro-

cessing systems by emitting counterfeit signals in the vicinity of

the receiver. The adversary must achieve this by overshadowing the

pre-existing victim satellite signal. The adversary seeks to transmit

close to the minimum viable power level, to remain stealthy and

avoid saturating the receiver.

We assume that the attacker has no prior knowledge of the vic-

tim message, and so must overshadow by transmitting an entire

message, rather than through preempting and flipping individual

bits. We also assume that the attacker has access to suitable equip-

ment to transmit a signal at the correct frequency at sufficiently

high power. This includes an off-the-shelf Software Defined Radio

(SDR), which can typically cover all frequencies up to 6GHz [22],

alongside suitable upconverting and amplifying hardware as neces-

sary. Furthermore, the attacker is able to maintain a presence either

in the vicinity of the receiver, or has a suitably directional antenna

to conduct the attack from a long distance.

Crucially, since the receiving satellite dish is highly directional

and the attacker is likely ground-based, we do not assume that the

attacker can emit signals within the beam of the receiver.

A more detailed discussion of the budget and constraints of the

attacker is presented in Section 7.

5 ATTACK DESCRIPTION
Achieving a wireless spoofing attack fundamentally requires that

the attacker’s signal is transmitted at sufficiently high power to be

decoded at the receiver. The properties required to achieve over-

shadowing at the satellite downlink are outlined in Figure 2.

Specifically, the attack proceeds as follows: the victim satellite

signal is received at the victim antenna at power 𝑃𝑣 , and the attacker

at power 𝑃𝑎 . The relative power of each signal as it reaches the

demodulator and decoder depends upon the antenna and receiver

characteristics. The attacker’s received power is attenuated relative

EIR
Pv [

dB]

Ds [
m]

λ [
m]

EIRPa [dB]

Da [m]

ΔG [dB]

Pa [dB]

Pv [
dB]

β(N0) [dB]

Figure 2: An illustration of the overshadowing attack de-
scribed in this paper. The attacker is indicated in red. The
variables relevant to the attacker in calculating transmit gain
are labeled. Key parameters are in bold, and are derived from
the non-bold parameters as described in Section 5.

to the victim by Δ𝐺 , the out of beam loss, due to the antenna. For
example, highly directional dishes are designed to amplify signals

within a specific beam, and attenuate signals outside of it.

Additionally, the electronics in the receiver add noise to the

signal, 𝑁0, affecting the overall signal-to-noise ratio.

The overshadow factor, 𝛽 (𝑁0), is the required relative power of

the attacker to the victim signal, as received at the demodulator,

to achieve attack success. Specifically, this factor expresses 𝐸𝑎/𝐸𝑣 ,
3
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the ratio of attacker energy per bit to victim energy per bit, at a

given 𝐸𝑣/𝑁0, the energy per victim bit to noise power spectral

density. This value depends upon the signal-to-noise level of the

system; intuitively, attackers have to achieve a higher gain in noisier

systems.

The attack is successful if the attacker’s signal as attenuated by

the out-of-beam loss is greater than the victim signal added to the

overshadow factor. Specifically:

𝑃𝑎 > 𝑃𝑣 + 𝛽 (𝑁0) + Δ𝐺

We go on to explore each of these parameters, 𝑃𝑣 , Δ𝐺 , and 𝛽 (𝑁0)
in Section 6. Through real world experiments and simulation we

determine the required attacker power, 𝑃𝑎 , for a representative

sample of real world satellite systems.

6 ATTACKER POWER BUDGET ESTIMATION
In this section, we derive through real world experiments and sim-

ulations how the feasibility of the attack varies with respect to

the key parameters outlined in Section 5. We relate these factors

to a representative selection of satellites, subdivided into GNSS,

telecommunication (both to customer and ground station via back-

haul), Earth observation, and CubeSat. The key parameters of these

satellites are summarized in Table 3.

We first consider modulation and coding, deriving a lower bound
for 𝛽 (𝑁0) under commonly-used modulation schemes through

closed-form mathematical analysis. We validate this analysis us-

ing Monte Carlo simulation, and provide an upper bound in the

maximal noise case. Our results quantify how modulation schemes

differ in robustness to overshadowing. Furthermore, we show that

overshadowing adversaries can abuse error correcting codes to

decrease the required transmission gain.

We then consider antenna gain, where we demonstrate the large

effect of antenna directionality on attack success through deriving

Δ𝐺 from real-world experiments. We draw attention to the ease of

overshadowing omnidirectional antennas and the relative difficulty

of directional dishes, which ultimately require more specialized at-

tacker transmitter hardware. Our experiments show that attackers

against static dishes can realistically mitigate out-of-beam attenu-

ation through targeting sidelobes, but that this presents difficulty

against tracking dishes.

We finally demonstrate how the attacker can use OSINT to esti-

mate an upper bound on the satellite received power, 𝑃𝑣 . We derive

this bound for a representative sample of satellites, including those

at GEO and LEO orbits, across different frequencies, and downlink-

ing at different data rates. Our findings show that most satellite

systems are received at the same power, even across vastly different

classes.

All real world experiments on antenna transmission capabilities

were conducted in amateur radio bands, by licensed amateur radio

operators. The experiments complied with the conditions of the

amateur license, including the band plan and station identification

requirements, and used the minimum possible power at all times.

6.1 Modulation and Coding
To understand the impact of different modulation schemes on the

attacker’s success, we seek to determine 𝛽 (𝑁0) for the most com-

mon satellite modulations, phase shift keying (PSK) and quadrature

amplitude modulation (QAM). Intuitively, we expect that higher

density constellation structures (those with more symbols in the

IQ plot) are more resilient to overshadowing; the attacker’s sym-

bol needs to be resilient to any victim symbol, so the attacker’s

constellation must be larger.

We formalize this by defining a new metric called constellation

density 𝜌 , and use it to analyze the two extreme limits of sparse

and dense constellations.

The 𝜌 is given by the ratio of two distances on an IQ plot: the

largest distance between the origin and a constellation point 𝑑𝑅 ,

and the smallest distance between two constellation points 𝑑𝐶 :

𝜌 = 𝑑𝑅/𝑑𝐶 . BPSK is the ideal sparse constellation, with symbols

located at (1, 0) and (−1, 0), giving a density of 1/2. QAM-256 is

an example of a dense constellation, consisting of a 16x16 grid of

symbol points centered on the origin, giving a density of 7.5
√
2.

If no noise is present, and the attacker is not phase aligned,

the attacker can achieve perfect overshadowing if and only if the

constellation is larger than the victim constellation (v) by a factor

of 2𝜌 . To prove this, consider the closest two points of the attacker

constellation (a). The distance between them is given by:

𝑑𝐶,𝑎 ≥ 2𝜌𝑑𝐶,𝑣 = 2

𝑑𝑅,𝑣

𝑑𝐶,𝑣
𝑑𝐶,𝑣 = 2𝑑𝑅,𝑣

Since the IQ diagrams are made in voltage space, the power of the

attacker must be 4𝜌2 times larger than the victim to achieve perfect

attacker symbol decoding, in the noiseless scenario. This is because

each victim symbol can offset the attacker’s symbol by no more

than 𝑑𝑅,𝑣 , which is less than half of the distance between the closest

two attacker points.

As noise increases, so the power of the attacker must increase

to compensate. Therefore, we derive the following lower bound:

𝛽 (𝑁0) ≥ 4𝜌2

6.1.1 Monte Carlo simulation. To understand how the required

attacker-to-victim ratio (𝐸𝑎/𝐸𝑣 ) varies across these systems with

respect to constellation structure and receiver noise (represented in

overall signal-to-noise ratio, 𝐸𝑏/𝑁0), we build a fine-grained Monte

Carlo simulation.

The simulation is set up as follows: the attacker and victim both

generate a random message, which is encoded into the chosen

modulation scheme. We derive 𝛽 (𝑁0) by varying 𝐸𝑎/𝐸𝑣 and 𝐸𝑣/𝑁0

across different constellation types. At the end, the resulting sym-

bols are demodulated to form a bit stream, which is compared with

the attacker’s bit stream to give a bit error rate.We consider both the

case of a phase aligned vs a maximally non phase aligned attacker

by randomly offsetting the phase of the victim’s symbols. During

the simulation we assume that the receiver is locked onto the at-

tacker’s synchronization header, and hence is expecting symbols

in the attacker’s constellation.

We pay particular attention to the limiting cases of receiver

noise: the zero noise case where 𝐸𝑣/𝑁0 = ∞, and the maximum

noise for which the victim can be decoded, where 𝐸𝑣/𝑁0 = ln(2)
(derived from the Shannon limit) [23]. The results of this analysis
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Figure 3: Attacker bit error rate against received attacker-to-
victim ratio, in the minimum and maximum receiver noise
cases. More complex modulation schemes require signifi-
cantly increased gain, especially in the noisy setting. The
dotted line represents the coding-correctable bit error rate of
5%. This assumes a worst-case, non phase-aligned attacker.

at these limiting cases can be seen in Figure 3, as compared to the

mathematically derived lower bound. We also consider this across

varying noise levels for a given protocol in Figure 4.

6.1.2 Effect of modulation. As seen in Figure 3, for all the noise free
lines there is a sharp cutoff at a certain 𝐸𝑎/𝐸𝑣 where the attacker’s
bit error rate suddenly drops to zero. This value agrees with the

mathematical bound. For example, for BPSK it is at 4(1/2)2 = 1 or

0 dB, and for 256QAM it is at 4(7.5
√
2)2 = 450 or 26.53 dB.

As the noise increases to the maximum bound, so the received

symbol can end up even further from the original attacker symbol.

The attacker has to counter this by increasing their received gain,

thereby increasing the constellation size. Figure 3 shows that for the

noisy channels, the bit error rate also goes to zero as the attacker

overpowers the victim, however this happens at a much higher

value compared to the noise free case. In theory, the infinitely long

tail of the Gaussian noise distribution means that the error rate

never truly drops to zero, but the likelihood is negligible and so is

not represented in the numerical simulation.

The relationship between 𝐸𝑎/𝐸𝑣 and bit error rate across varying
𝐸𝑣/𝑁0 values is explored in Figure 4. The plot shows that for a

victim who is stronger than the noise, the attacker’s case reduces

to the noise free one, with a sharp transition. In the limit when the

victim power is less than that of noise, the plot shows a diagonal

tendency corresponding to lines of constant attacker-noise ratio.

This illustrates the extreme case of an attacker on a noisy channel,

with no victim present.

The attacker can calculate the precise 𝐸𝑣/𝑁0 for a given receiver

by considering that most of the noise 𝑁0 is from the thermal noise

of the electronics, which can be derived from the temperature 𝑇
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Figure 4: Heatmap of 64-QAM overshadowing attack suc-
cess, against both the attacker-to-victim and overall signal-
to-noise ratios. Successful region is lightly colored. This as-
sumes a worst-case, non phase-aligned attacker.

(assumed to be 300 K) and Boltzmann constant 𝑘𝐵 .

𝑁0 = 10 log
10
(𝑇 ) + 10 log

10
(𝑘𝐵)

= 24.77 − 228.60

= −203.83 dBW/Hz

𝐸𝑣/𝑁0 then depends upon the satellite’s bit rate and received

power as follows:

𝐸𝑣/𝑁0 = 𝑃𝑣 − 10 log
10
(𝑅) − 𝑁0

We provide a table summarizing the values of 𝛽 (𝑁0), with 𝐸𝑏/𝑁0

at the limiting values, in Table 1.

6.1.3 Realizing the coding potential. To increase the protocol’s re-

silience to noise, satellite protocols often contain error correcting

codes to reduce the effective bit error rate. However, in an over-

shadowing scenario, these codes serve to correct bit errors in the

attacker’s received signal. This reduces the 𝛽 (𝑁0), since the attacker
can afford to achieve a higher bit error rate.

As a case study, we take the Reed-Solomon error correcting code

as used in Terra/Aqua X-band transmissions, which can correct

up to a 5% bit error rate, marked as a horizontal dashed line [24].

The maximum coding potential the attacker can realize for a given

modulation scheme is the difference between the 𝐸𝑎/𝐸𝑣 at the 5%
and 0% bit error rates.

As can be seen, constellations approach the cutoff point more

gradually as constellation density 𝜌 increases, and as 𝐸𝑏/𝑁0 in-

creases. Comparing modulations, the coding potential of BPSK is

negligible, but the attacker can realize a gain of up to ~8 dB in the

256-QAM limiting case.

6.2 Antenna gain
We next consider the impact of the receiver antenna gain pattern

on the attack by determining Δ𝐺 , the out-of-beam loss. This is the

5
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Table 1: Base overshadow factor 𝛽 (𝑁0) [dB] needed to achieve BER = 10
−6, broken down by modulation scheme and receiver

noise level. Results derived from Monte Carlo simulations shown on Figure 3, assuming unaligned phase between attacker and
victim symbols.

BPSK QPSK 8-PSK 16-QAM 64-QAM 256-QAM

No noise -0.1 3.0 8.3 12.5 19.9 26.5

Maximal noise 13.0 13.6 18.3 19.3 25.6 30.8

Table 2: Table of attacker antenna attenuation from out of beam transmission, varying antenna types and environments.
Missing values from the large dish are due to restricted access from roof geometry. Min relative gain represents the approximate
minimum gain an attacker can expect within an angle of 60°of the main beam. Starlink phased array antenna simulated using

single slit diffraction, Δ𝐺 = 10 log
10

(
sin

2 ( 𝜋𝑎 sin\
_

)
( 𝜋𝑎 sin\

_
)2

)
Antenna type Approx. main lobe size Sidelobe relative loss Largest realistic relative loss

[degrees] [dB] [dB]

Large dish, rooftop – 14.1 30 (estimated)

Mesh dish, rooftop 40 0.9 30 (estimated)

VHF Yagi, field 120 28.9 36.0

VHF Yagi, rooftop 120 5.5 30.2

UHF Yagi, field 90 16.7 26.2

UHF Yagi, rooftop 90 9.9 54.8

Starlink dish, simulated 10.31 13.25 31.15

Omnidirectional, theoretical 0 0 0

ratio of how attenuated the attacker’s signal is relative to the victim,

and depends on the choice of ground station antenna, the attacker’s

angle relative to the dish, and the effects of multipath propagation.

Most satellite systems fall into two key categories depending

on the choice of ground station antenna. Some systems are in-

tended for reception by low cost user terminals (Iridium) or even

handheld devices (GPS), and are in non-geostationary orbits. These

systems require small, omnidirectional antennas. However, systems

intended for reception by a large ground station (Aqua, Terra) or

systems in geostationary orbits (Satellite TV) can minimize the

transmission power of the satellite, and instead choose to require a

highly directional, high gain antenna, such as a satellite dish.
1

A directional antenna will have a high gain in one direction,

but will necessarily have a smaller gain in other directions, often

well below that of an isotropic antenna. It is likely not feasible

for an attacker to get into the directional beam, since they would

need to place an antenna in the sky, potentially above a secure

facility. Instead, the attacker must choose an accessible spot on

the ground – this will be out of beam of the satellite dish, and

experience a much lower gain. We call this the out of beam loss,

defined as Δ𝐺 = 𝐺Victim −𝐺
Attacker

. In Section 6.1, we show that

the received power of the attacker must be higher than the received

power of the victim signal by a certain amount, depending on the

modulation. However, since the antenna gain for the victim system

is much higher than the antenna gain for the attacker’s direction,

the attacker signal strength at the dish must be higher than the

1
Despite its appearance, the Starlink user terminal is a highly directional antenna,

using phased array technology.

victim signal by both the overshadow factor 𝐸𝑎/𝐸𝑣 and out of beam
loss Δ𝐺 .

The attacker intends to transmit at the minimal possible power,

so they can take measures to optimize the attack. The attacker can

choose a position on the ground where the antenna has the highest

possible gain, and hence the lowest possible out of beam loss. By

knowing the value of out of beam loss they will experience, they can

calculate the minimal amount of power needed to overcome both

this loss, and the modulation. The attacker is aided by the existence

of side lobes, which are directions away from the main lobe (beam)

of the antenna, where the gain is higher than in generic other

directions, while still being smaller than the main beam. Generally,

for higher gain antennas, the main lobe is thinner, but side lobes

also become thinner and increasingly frequent. If the attacker is

able to determine the radiation pattern of an antenna, they can

select an advantageous side lobe and know the exact out of beam

loss they will be experiencing, thus allowing them to use the lowest

possible power.

The extent to which an attacker can determine the radiation

pattern depends on their budget. A well equipped attacker can get

access to an identical copy of the dish, in a comparable environ-

ment, and perform measurements. In the case of shared ground

stations, the attacker may also be able to rent time on the same dish

as used by the victim, and perform measurements. If these are not

feasible, the attacker can conduct detailed site surveillance, mea-

suring the properties of the dish, and its surroundings, in order to

construct an RF simulation. These methods will allow the attacker

to accurately consider both the radiation pattern of the dish, and

the effect of multi-path propagation of the out of beam signals due

6



Satellite Spoofing from A to Z: On the Requirements of Satellite Downlink Overshadowing Attacks Conference’17, July 2017, Washington, DC, USA

(a) Large fixed Meteosat dish on rooftop. (b) X-band mesh dish on rooftop. (c) Directional Yagi antenna in open field.

Figure 5: A selection of the tested antennas in varying environments.
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Figure 6: The received power of an out-of-beam attacking
signal relative to an in-beam victim signal, across different
antenna types and environments. The VHF antenna is a 3
element Yagi, and the UHF has 7 elements.

to the environment surrounding the dish. If these are not an option,

the attacker can try identifying the manufacturer of the dish and

obtaining a data sheet, or measure its key geometric properties and

look up the theoretical radiation pattern. Theoretical patterns are

well known and available for a variety of dishes, such as parabolas,

yagis and monopoles.

Figure 6 showsmeasurements of the radiation pattern of multiple

antennas, in an open field and an urban environment as depicted

in Figure 5. Due to the presence of nearby walls in the urban envi-

ronment, significant multi-pathing occurs, increasing the gain. A

summary of these experiments against various realistic antennas

can be found in Table 2.

The attacker faces further difficulties if the satellite is non geo-

stationary, and hence the dish is rotating to track it. A rotating dish

will mean that it is not possible for a stationary attacker to remain

in an optimal spot, and they must choose whether to overshadow

only a small portion of the transmission when the dish presents an

appropriate side lobe, or increase power to attack the dish during

the entire overpass.

6.3 Satellite received power
The received victim power 𝑃𝑣 affects the attacker’s required power

𝑃𝑎 , since the attacker’s signal must overcome both out of beam

attenuation Δ𝐺 and the overshadow factor 𝛽 (𝑁0). Although 𝑃𝑣
varies based on the specific satellite system being targeted and

factors such as the weather, the attacker can determine an upper

bound through OSINT. This is calculated by applying free space

path loss to the satellite’s EIRP (effective isotropic radiated power),

over the distance of the satellite’s altitude, as follows:

𝑃𝑣 = 𝐸𝐼𝑅𝑃𝑣 − 20 log
10
(𝑑) − 20 log

10
(𝑓 ) − 92.45

Where 𝐸𝐼𝑅𝑃𝑣 is the victim EIRP, 𝑑 is the distance in kilometers, and

𝑓 is the frequency in GHz.

We estimate the 𝑃𝑣 value for each of the satellites as an additional

column in Table 3. Interestingly, the 𝑃𝑣 is similar between most

7
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satellites, tending to range between −150 dBW and −130 dBW,

even between CubeSats and high data rate backhauls. We conclude

that this is a conscious design decision: each satellite is designed to

use the minimum power budget, and so high data rates are achieved

primarily through more directional receivers rather than increased

satellite power.

7 EVALUATION
In Section 6 we demonstrated how the overshadow factor 𝛽 (𝑁0),
out-of-beam loss Δ𝐺 , and victim satellite received power 𝑃𝑣 can

be derived for a given satellite. Here we relate this analysis to real-

world satellites against a fully budgeted overshadowing attacker,

analyzing the threat that overshadowing attackers present to exist-

ing satellites.

We begin by calculating 𝑃𝑎 , the attacker received power required

to overshadow a given system, for the satellites in Table 3. We dis-

cuss the transmitter hardware available to buy or build at different

frequency bands and power levels, analyzing the budget and skill

level required to obtain. Using the techniques established in Sec-

tion 6.3, we calculate the received power these can achieve across

varying distances. We conclude our analysis by relating the attacker

received power achievable through the budgeted transmitter hard-

ware to the satellite systems, establishing that nearly all analyzed

satellites are overshadowable at a range of 1km at a budget of $2000

or less.

7.1 Calculating required attacker receiver
power

As discussed in Section 6, the attack succeeds for any 𝑃𝑎 >

𝑃𝑎,𝑚𝑖𝑛 , where:

𝑃𝑎,𝑚𝑖𝑛 = 𝑃𝑣 + 𝛽 (𝑁0) + Δ𝐺

We calculate these values for a set of realistic satellites in Table 4.

7.2 Attacker hardware
Although cheap SDR hardware and amplifiers are available, and

have been successfully used to attack other wireless systems below

6GHz, a significant number of satellites downlink at frequencies

higher than this [22, 48]. The hardware required to overshadow

higher frequency bands therefore also requires an upconverter and

dedicated amplifier.

Although the component costs of high frequency upconverters

and amplifiers are low (circa $200 each), assembling a custom up-

converter and amplifier setup requires a skilled attacker capable of

RF engineering. This is not completely infeasible, as demonstrated

by the amateur radio community; dedicated members often create

upconverters for the 10GHz [49] and 24GHz [50] amateur bands,

at prices available to hobbyists.

However, less skilled attackers will need to instead buy plug-and-

play hardware for upconverting. Whilst the internal components

are the same, there are few legitimate reasons for transmitting in

these frequency bands aside from amateur radio and laboratory

testing. As a result, ready-to-use hardware is significantly more

expensive than the component costs alone. Although the cost of

new hardware of this form is $9,000 or more, these costs can be

reduced to $100 – $2000 by instead buying surplus lab equipment.

Table 5 shows, for multiple frequencies used in real world satel-

lite, the cost of purchasing a new COTS up-converter, the estimated

cost of buying used components on the second hand market, and

the cost of creating it from a mixer IC and auxiliary components.

7.3 Vulnerable satellite analysis
The equipment budgeted in Table 5 transmits at a given power

level, 𝐸𝐼𝑅𝑃𝑣 . Using the path loss formulae established in Section 6.3,

we calculate the received power these can achieve across varying

distances. In Figure 7 we compare these values to the received

power level required to overshadow each satellite, as calculated in

Section 7.1. We plot both the minimum and maximum bounds of

𝑃𝑎,𝑚𝑖𝑛 for each system; Δ𝐺 is either maximum attenuation within

60° of the main lobe or instead the sidelobe, and 𝛽 (𝑁0) is either
under zero or maximum receiver noise.

Our results show that all satellites are vulnerable to overshad-

owing over very short distances of 100m, and all but the Ku band

are overshadowable in the worst case over distances of 1 km.

Satellites in the L band are trivially overshadowable; these use

omnidirectional antennas and are subject to the least path loss.

Therefore, the weakest equipment is capable of overshadowing

the strongest signal with 40 dB to spare. Attackers can achieve

overshadowing at a distance of over 8 km using only an SDR and

very cheap amplifier. The X band satellites are overshadowable with

a headroom of 20 dB in the worst case at 8 km using the strongest

equipment. Starlink in the Ku band demonstrates the large effect

of modulation; BPSK is guaranteed overshadowable within 1 km,

but 64-QAM only at very close range. The Ka band is similar, being

overshadowable from 8 km in the best case, but within 1 km in the

worst case.

8 COUNTERMEASURES
The simplest solution to counter overshadowing attacks is cryp-

tographic authentication on both the up and downlink. However,

upgrading existing satellite hardware in place is infeasible. In new

designs, operators may choose to omit cryptography, because in

case of an error (e.g., a corrupted or lost key, or even a single bit flip)

it can make the received data unusable, and thus potentially render

the satellite inoperable. Cryptosystems also need to be regularly

replaced, as the mathematical insight and computational power

needed to break them becomes increasingly available; due to the

long lifetime of satellites, it is likely that their cryptography will be-

come obsolete and require replacement. In multiple previous cases,

satellite keys have been leaked [11, 12], so an effective scheme must

contain a key update protocol. In the event of a leak, this same key

update system could also easily be used to hold the satellite for

ransom, if the attacker is able to change keys.

For the downlink, it may be possible to implement protection on

the ground station instead. Additional signal processing and sanity

checking measures can be applied to determine if a signal is coming

from the legitimate satellite, or a nearby attacker. A few potential

measures are listed below.

8.1 Signal strength analysis
Satellite operators perform detailed calculations on the expected

power levels when designing the satellite, in order to ensure that

8
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Table 3: Table of satellites with their maximum estimated received power on Earth, attenuated according to free space path
loss. Cited numbers represent a mixture of measured results and best estimations. Cryptographically protected systems are
marked with a dagger†. Results are best estimates only based on publicly available information.

Satellite Class Satellite Receiver Type Max bitrate Modulation Frequency EIRP Altitude Path loss 𝑃𝑣 – Received

[Mbps] [GHz] [dBW] [km] [dB] power [dBW]

GNSS (Navigation) GPS L1 Omnidirectional 0.000050 [25] BPSK 1.575 [26] 27.1 21,000 [26] 182.8 -155.8

Galileo E1 Omnidirectional 0.000125 [25] MBOC 1.575 [25] 37 [27] 23,000 [28] 182.7 -145.7

Telecommunication Iridium-NEXT Omnidirectional/OpenPort terminal 1.5 [29] QPSK 1.621 [30] 9.5 780 154.5 -145 [30]

(Customer) Inmarsat 3 Fixed small dish 10 [31] BPSK/FSK 1.518 – 1.559 [32] 49 [33] 35,000 [34] 187.1 -138.1

Alphasat Fixed small dish 300 [35] BPSK/FSK 19.7 [32] 70 [33] 35,000 [34] 187.1 -117.1

Starlink
†

Phased array antenna 250 [36] BPSK up to 64QAM [37] 10.7 – 12.7 [38] 36.71 [39] 550 168.6 -131.9

OneWeb
†

Phased array antenna - 16APSK [39] 11.7 [40] 34.6 [39] 1200 [40] 175.4 -140.8

Telecommunication Starlink Large tracking dish 21360 [41] 256-APSK (uplink) [39] 17.800 – 19.300 [39] 39.44 [39] 550 172.6 -133.2

(Backhaul)
†

OneWeb Large tracking dish 9970 [41] 256-APSK (uplink) [39] 17.8–20.2 [39] 38 [39] 1200 179.6 -141.6

Telesat Large tracking dish 36680 [41] 64-APSK (uplink) [39] 17.8–20.2 [39] 30.6–39 [39] 1000–1248 [39] 179.0 -144.2

Iridium Large tracking dish - – 19.1 – 19.6 [30] 30 [42] 780 176.0 -146.0

Earth Observation Terra/Aqua (Direct Broadcast) Large tracking dish 13.125 [43] QPSK 8.1 [43] 15.81 [43] 710 167.6 -151.8

Planet Labs Dove
†

Large tracking dish 120 [44] QPSK – 32-APSK [44] 8.15 [45] 8.2 [46] 500 [46] 164.7 -156.5

CubeSat FUNcube Tracking dish 0.0012 [47] BPSK 0.145935 -4 600 131.3 -135.3

Table 4: The minimum attacker power required at the re-
ceiver (𝑃𝑎,𝑚𝑖𝑛), to successfully overshadow a representative
sample of satellite systems. 𝑃𝑣 derived from Section 6.3, Ta-
ble 3. 𝛽 (𝑁0) derived from Section 6.1, Table 1. Δ𝐺 derived
from Section 6.2, Table 2. 𝑃𝑎,𝑚𝑖𝑛 = 𝑃𝑣 + 𝛽 (𝑁0) + Δ𝐺

Satellite Class Satellite 𝑃𝑣 [dBW] 𝛽 (𝑁0) [dB] Δ𝐺 [dB] Required 𝑃𝑎 [dBW]

GNSS (Navigation) GPS L1 -155.8 3.0 – 13.60 0 -152.8 – -142.2

Telecommunication Iridium-NEXT -145 3.0 – 13.60 0 -142 – -131.4

(Customer) Inmarsat 3 -138.1 -0.1 – 13.00 8.7 – 30 -129.5 – -95.1

Alphasat -117.1 -0.1 – 13.00 8.7 – 30 -108.5 – 74.1

Starlink (64-QAM) -131.9 19.90 – 25.60 13.25 – 31.15 -98.75 – -75.15

Starlink (BPSK) -131.9 -0.1 – 13.00 13.25 – 31.15 -118.75 – -87.75

Earth Observation Terra/Aqua (Direct Broadcast) -151.8 3.0 – 13.60 14.1 – 30 -134.7 – -108.2

Planet Labs Dove (QPSK) -156.5 3.0 – 13.60 14.1 – 30 -139.4 – -112.9

CubeSat FUNcube -135.3 -0.1 – 13.00 14.1 – 30 -121.1 – -92.3

only theminimumpower needed for reliable transmission is used on

board the satellite. Since a successful attack depends upon achieving

a received power of at least 𝛽 (𝑁0) over the victim, jumps in received

power of this or greater can be compared to the known reasonable

values. Applying an amplitude based protection means that the

attacker can only transmit when the satellite received power is well

below the maximum that the ground station expects at the given

time, for example when just over the horizon or in adverse weather

conditions.

8.2 Multi-receiver data comparison
Many satellite operators, particularly large organizations, will have

multiple ground stations. This is done in order to increase their

coverage, and hence the fraction of time when they can commu-

nicate with satellites. This allows two methods to detect forged

signals: if the satellite downlinks the same data to multiple ground

stations separately, or if the satellite transmits the data in view

of multiple ground stations, then the stations can compare the re-

ceived data, and ensure that they are identical. In the case of NASA’s

EOS fleet, such a system could be achieved by working alongside

organizations currently operating their own EOS ground stations

to compare data in an automated fashion, providing a significant

boost to security at a fairly minor engineering cost. There are a

large number of organizations capable of receiving downlinked

EOS signals (168 at the time of writing [51]) spanning the entire
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Figure 7: Attacker received power achieved as distance from
the receiver varies, using the equipment budgeted in Ta-
ble 5. Dashed lines represent 𝑃𝑎,𝑚𝑖𝑛 at upper (max attenu-
ation within 60°of the main lobe, max receiver noise) and
lower bound (sidelobe, no receiver noise).

globe, so it should be possible to compare signals received by a

number of these ground stations to provide improved security for

everyone involved. An attacker can overcome this by setting up

near all the ground stations, however this greatly increases their

logistics complexity and cost.

8.3 Multi-receiver timing analysis
Ground station operators who can rely on multiple dishes simulta-

neously receiving the same downlink can perform Time Difference

9
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Table 5: Table of budget estimates for multiple satellite systems, in different frequencies. The attacker can choose between
pricey COTS hardware, and connectorized amplifiers, or designing a custom system using RF Integrated Circuits (ICs) at a
lower cost. *: ETL Systems BUCX5-860-7212, BUCK1-107-7208, BUCK1-117-7209, BUCKX-192-7210 †: Qorvo QPA2237, QPA2598,
TGA2752-SM, QPA2598, TGA4548 ‡: Mini Circuits ZHL-5W-2GX+, ZHL-10W-2G+, ZVE-3W-183+ §: Any GPS patch antenna,
Chelton FPA21-16L/1258, RF HAMDESIGN dish feed, RF HAMDESIGN 1mmesh dish, Fairview Microwave FM9854B/NF-20,
Excel Wireless ZDAA03U018D-V34

Target Upconverter Amplifier Antenna

Freq Systems New COTS Used COTS Custom hardware Module RF IC Stealthy High gain

[GHz] +$100 PCB

1.6, L band GNSS, Iridium Not needed $1086, 7dBW
‡

$134, 10dBW
†

~$20, 0dBi
§

21dBi
§

$1604, 10dBW
‡

8.1, X band Aqua/Terra, Planet Labs $9000, -10dBW
*

~$100 [49] $1638, 4dBW
‡

$80, 3dBW
†

$106, 0dBi
§

$106 + $325, 38dBi
§

$144, 10dBW
†

11.7, X/Ku band Starlink, OneWeb $9000, -3dBW
*

~$100 [49] $1638, 4dBW
‡

$80, 3dBm
†

$106, 0dBi
§

$106 + $325, 38dBi
§

$1700, 20dBi
§

19.7, Ka band Inmarsat, Alphasat $19300, -5dBW
*

$500-2000 $200, 10dBW
†

$750, 34dBi
§

of Arrival (TDOA) analysis – measuring the small (approximately

1 µs to 10ms) differences between the arrival of the signal to deter-

mine the direction of the source, and ensure it is consistent with the

direction of the satellite. This has previously been demonstrated to

be a viable method of authenticating satellites [52]. To attack such

a system, the attacker must set up next next to all base stations,

compute the expected time differences, and emit the attacking sig-

nals at exactly the right time. Due to the buffered nature of many

SDR software pipelines, this poses additional technical difficulties.

8.4 Dummy receiver
The attacker’s signal must overcome the large gain of the satellite

dish, and hence will be significantly louder at the position of the

dish than the legitimate signal. A second, omnidirectional antenna

can be placed next to the dish, and connected to a monitoring re-

ceiver. The legitimate signal will be too weak to be picked up by

the omnidirectional antenna with 0 gain, but it will be able to pick

up and detect the attacker signals easily. This is akin to counter-

measures employed to defend sensor systems against intentional

analog interference attacks through the use of secondary sensors

that detect only the out-of-band attack signal but not the legitimate

measurement [53]. This countermeasure is not possible for systems

using omnidirectional antennas, such as Iridium or GPS, but is

feasible for any system using high gain directional basestations.

8.5 Physical-layer analysis
The radio signal itself can also be inspected to detect or prevent

spoofing attacks. When a victim signal is overshadowed by an

attacker, a number of factors will be affected, including the am-

plitude, SNR, phase, and doppler shift of the signal. These can be

measured to provide real-time alerts of spoofing attacks. Existing

research demonstrates the feasibility of this technique in aviation

– Miralles et al. show that spoofing and jamming attacks can be

consistently detected by measuring both the level of the Automatic

Gain Control (AGC) on the receiver, and the carrier-to-noise power

density (𝐶/𝑁0) [54]. Manesh et al. also demonstrate success in de-

tecting GPS spoofing attacks by using neural networks on features

extracted from the signal [55].

It is also possible to identify the transmitter itself by looking

at impairments on the signal created by small differences in the

transmitter hardware. Such fingerprinting techniques provide a

method of authenticating the transmitter, potentially preventing

spoofing attacks. There is a large body of research in this area, fo-

cusing on terrestrial networks [56]. Fingerprinting satellite systems

is more difficult due to increased atmospheric noise and multipath

distortion, but recent work is showing promise even in these more

difficult conditions [57, 58].

9 CONCLUSION
We have demonstrated that signal overshadowing attacks against

real world satellite systems are feasible over long distances against

nearly all tested satellite systems, for a budget of ~2000 USD or less.

This represents a significant shift to the traditional threat model of

attacks on satellite systems, enabled by increasing availability of

software-defined radios and suitable upconverting and amplifying

hardware.

Through simulations and real-world experiments, we analyze

the contribution of modulation characteristics, victim signal power,

and out-of-beam attenuation to attack success. In particular, we

identify that despite their increased resilience to random noise,

sparser constellations with more error correcting potential are

actually more vulnerable to overshadowing attacks. We also note

that attackers whose signals would otherwise be highly attenuated

by transmitting out-of-beam can take advantage of sidelobes to

achieve increased gain.

These results draw attention to yet another danger of satellite

downlinks remaining largely unauthenticated, underlining the im-

portance of new space systems implementing cryptography. Since

upgrading existing satellites is infeasible, we have also discussed

the extent to which overshadowing attacks can be mitigated with-

out the use of cryptography, instead relying on physical-layer and

timing analysis, or the use of dummy receivers.

With the cost of executing overshadowing attacks only set to de-

crease, satellite operators must move quickly to implement suitable

countermeasures.
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