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ABSTRACT

Device authentication in ad hoc networks is a challenge as no PKI infrastructure can
cover all mobile devices as they daily become pervasive in our lives. Neither is a
centralized server solution workable in these environments. As a result, the viable
solution that researchers are looking into is to use a human mediated medium through
which these devices may be authenticated. This is based on the fact that human users can
easily identify objects by seeing, touching or hearing. Human users also establish some
kind of trust to those they want to communicate to. Based on this trust, human users can
ensure that their device is communicating to the device of the person they want to
communicate with. However, this approach has come with challenges of usability. The
major challenge is minimizing human effort involved to make these systems highly
usable and at the same time maximizing achievable security. In this project, the focus is

on assessing the usability of the proposed methods in relation to the HCBK protocol.
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CHAPTER 1

Introduction

1.1 Bootstrapping security in ad hoc networks

Bootstrapping security, from first principles, without the existence of a Public Key
Infrastructure (PKI) or pre-shared information between pairing devices is a difficult, if
not an impossible, task. This is because, under the Dolev-Yao attack model*, an intruder
is able to modify, spoof, and intercept messages. Ad hoc or ubiquitous computing
environments need such bootstrapping because in most cases the devices authenticating
each other have no pre-shared information. The use of PKI or centralised servers does not
seem to be the solution to these environments as no server or PKI infrastructure can hold
up-to-date information about all pervasive devices as these devices frequently change
their identities. Goodrich et al [5] have shown why PKI or centralised server

infrastructure is not suitable in this environment.

Given the above scenario, how then do we bootstrap security in ad hoc networks? Many
researchers have proposed the use of an extra channel with characteristics that are
different from the normal Dolev-Yao channel. On this channel, an intruder cannot
intercept, modify, or fake messages.

! The Dolev-Yao threat model represents an attacker that can overhear, intercept and synthesise

any message and is only limited by the constraints of the cryptographic methods used. [29]



This channel should not be vulnerable to Man-In-the-Middle attacks. Bill Roscoe named
this channel the Empirical channel [11, 26]. On this channel, exchange of information

between authenticating devices is secure.

A question remains on how we implement the empirical channel so that the channel
remains secure and not vulnerable to attacks? Bill Roscoe and Long Nguyen proposed
creating this channel by shifting trust from authenticating devices to the humans using
these devices. This approach has been called human-centric computing, human centred
computer security, human assisted authentication, and human verifiable authentication [1,
5, 6, 12, 25, 26]. Humans interacting can physically see each other. They may also
physically see the devices that they need to have authenticated. They can also recognise
each other’s voice in a case where they are far apart. In these scenarios, it is impossible
for an intruder to convince a user that the person sitting across the table is someone else
and not who s/he thinks to be or the device s/he is looking at or touching is not the device
s/he thinks it is.

1.2 HCBK Protocol
The Hash Commitment Before Knowledge (HCBK) protocol [11] was discovered by Bill

Roscoe with the aim of bootstrapping security in ad hoc networks. As pointed out earlier,
it is common in these environments that these devices have no pre-shared information.
The HCBK protocol aims to achieve a high level of authenticity of the information that
these devices exchange. Unlike most of the protocols that have been proposed for ad hoc
networks, HCBK protocol covers a wide range of scenarios. The scenarios range from
two devices being paired by a single or two users to an arbitrary sized group of devices,
say a lecture theatre full of people.

The HCBK protocol achieves its authentication goal through the use of a combination of
the normal Dolev-Yao channel and Empirical channel or human mediated channel where
an intruder cannot spoof messages as opposed to the normal high bandwidth channel

which follows the Dolev-Yao attack model.



0.1 _pn VS 11
1. VA—»yn VA’ : (A, INFOp)

2a.1 —» n VS : longhash(N))

2b.vS— | . committed

3.1 —n VS N

4a. VA displays : digest (N, all messages 1), init (I, A)

4b. VA—» VA’ users compare and check presence of I.

HCBK protocol

The notations used in the above protocol are as follows:

— |l is the Initiator; s/he may be any member of the group who is trusted because of
his/her status or position or s/he may be someone who requires to authenticate the
other members of the group.

— Ais any group member. It may be I or any other member.

— Longhash is a strongly collision-resistant and inversion-resistant hash function.

— digest is a digest function producing as many bits as we expect the humans to
compare.

_ —» n is the Normal Dolev-Yao channel where messages can be overhead, modified
or deleted.

_ —» e is the empirical channel where messages cannot be spoofed.

The meanings of these messages are as follows:

— Message 1 publishes the information that all the nodes want to have attached to
them, via the insecure channel.

— Message 2a has | devise a nonce N, with sufficient entropy that longhash(N; ),
which it publishes here, has no more than an infinitesimal likelihood of any
combinatorial attack on it succeeding.

— Message 2b has all the slaves communicate to | that they have received Message
2a and are therefore committed to their final digest value (though none of them

know it yet).



— Message 3 has | publish the nonce N; after it has received commitments from all
members of the group over the empirical channels. All slaves now have the duty
to check if the values of Messages 2a and 3 are consistent.

— Message 4a has all the nodes compute what should be the same digest value.

— Message 4b has them compare these values.

In the above protocol, we see that messages 1, 2a and 3 are transmitted on the normal
Dolev-Yao channel (—> n) where messages can be faked, modified and intercepted.
Messages 2b and 4b use the secure empirical channel ( — g). Figure 1 below shows a
2-party or pair-wise graphical representation of the HCBK protocol. N is the normal

Dolev-Yao channel and E is the Empirical channel that bypasses an intruder.

N B -

Figure 1. Graphical representation of HCBK

In message 2b, users have to confirm to | that their devices have received message 2a
while in message 4b they have to exchange/compare the output of the digest function

using the empirical channel.

The goal of the HCBK protocol is to ensure that devices authenticate each other securely.
Since an intruder has control over the high bandwidth channel, information exchanged

over this channel is difficult to authenticate without the use of a trusted or an empirical



channel. The HCBK achieves its goal by using a combination of the normal high
bandwidth channel and the human mediated channel. Human users use the human
mediated channel to verify the integrity of the messages exchanged over the normal

channel.

To carry out a successful attack on the HCBK protocol, an intruder has 1/H chance,
where H is equal to 2° and b is the number of bits of the digest value compared by human
users. The value of b is a trade off between human effort and required security. Users
cannot compare large strings of data and very short strings are vulnerable to attacks. As a
result, we assume b is never less than 16 bits but it can be as large as is required to attain
the desired level of security but also the protocol should remain highly usable and

acceptable to human users.

1.3 SHCBK Protocol

A variant of the original HCBK protocol was discovered by Bill Roscoe and Long
Nguyen and was presented also in [11]. The protocol named SHCBK (Symmetrised
HCBK) was discovered with a view of avoiding the requirement of the HCBK protocol
that there must be a trusted participant (I in the above representation) among the group

running the protocol. The SHCBK protocol does not require a trusted participant.

1. VA _yn VA’ : A, INFO’4 longhash(hka)

2. VA —» VA’ : hkp

3. VA — g VA’ : users compare digest (hk*, {INFO’s | A € G})
Where hk* is the XOR of all the hka’s for A € G

SHCBK protocol

The details of the protocol are presented in [11]. From a usability point of view, message
4b of the HCBK protocol is the same as message 3 of the SHCBK protocol, since in both
messages human users have to compare the output of a digest function. As a result, we

need to mention that most of the discussion concerning the HCBK protocol also apply to



SHCBK and, hence, we will be using the notation (S)HCBK to refer to both the HCBK
and SHCBK protocol where applicable.

1.4  Project overview

Shifting trust to human users creates a burden on the users. It is extra work for them.
They have to make sure that the devices they think they are connecting to are the ones
they are connecting to only. This may not be easy to implement, taking into account
human weaknesses. People may need to understand the importance of security as well as
the importance of playing their roles correctly if we have to achieve the desired level of

security.

In this research our focus is on accessing what approaches are workable and efficient for
real human users. We focus on implementing this channel without the use of extra
devices, or demanding any standardised ports on the devices as this will limit the
application of the protocol. We focus on assessing what types of values human users
work well with, and the effects of varying the lengths of such values. We make these
assessments in light of other work related to usability. We also analyse and recommend
ways in which the protocol can handle the various situations that may occur. In particular,

we discuss how to react to a failed attack.

1.5 Project outline

Chapter 2 gives an overview of previous work done on security protocols that involve
human user action to accomplish secure exchange of cryptographic information. It
describes specific methods that have been proposed to implement the empirical channel

together with their advantages and disadvantages.

Chapter 3 discusses the various scenarios that may occur in ad hoc networks. It also
discusses the various modes of comparison of digest values. The modes of comparison
include both manual and non-manual. Manual methods are those that directly involve the

human users in comparing strings or images, while non-manual methods are those that do



not. Different kinds of material compared using each of the modes of comparison are
discussed as well.

Chapter 4 discusses the main factors that contribute to the security of a protocol and how
we can maximise this. These factors are not only in relation to the (S)HCBK protocols
but to all security protocols that involve human users at large. The chapter discusses
mainly how technological and human factors affect the security of the protocol and how,
in most cases, these two factors contradict each other. In relation to the (S)HCBK
protocols, the chapter also discusses reliability of the different kinds of empirical
channels as they are also a major factor since a weak empirical channel compromises the
security of these protocols. A discussion on how the protocol technologically responds to

a perceived failed attack is also presented.

Chapter 5 presents the results of an experiment carried out on the different modes of
comparison that directly involve human users. These results shed more light on the
modes of comparison as to how usable and secure they are. The chapter analyses these

results and draws some conclusion on the usability and security of each method.

Chapter 6 discusses the implementation of the 1-bit empirical channel of message 2b in
the HCBK protocol. It proposes a secure method that counters possible attacks on the

channel.

Chapter 7 outlines recommendations and draws some conclusions on this project. It also

points out what this project has achieved and makes some suggestions on future work.



CHAPTER 2

Related Work on Empirical channels

In this chapter, we present some of the proposed methods of implementing the empirical
channel. Previous work mostly focuses on pairing two devices that are physically
adjacent to each other and very few of these methods can easily extend to other scenarios.
Some of the proposed methods attempt to authenticate exchanged information without
human involvement. This has an advantage on the human users but mostly offers less
assurance that the information a device received is from the expected device. Some
proposals employ expensive methods by either requiring extra hardware on the devices or
demanding that all devices have some kind of common interface. This chapter gives a
brief overview of these methods and also discusses the strengths and weaknesses of each

of these methods.

2.1 Seeing is Believing (SiB)

McCune et al [1] proposed “Seeing is Believing.” The authors present a human assisted
device authentication method that uses mobile camera-phones as a means of exchanging
secret information between the devices authenticating each other. Seeing is Believing
uses a 2D barcode that constitutes a total of 83 bits with 68 bits for data and 15 bits for
error correction. Each of the paired devices encodes its hash value into a 2D barcode and
then the device authenticating the other captures the barcode on the other device using the

camera on the mobile phone and decodes that information. If the information decoded



from the barcode matches the one received from the target device, then the device is
successfully authenticated. For mutual authentication, each device has to capture and

decode the barcode displayed on the other device.

Based on the assumption that the camera phones themselves are not compromised, there
are no attacks on SiB. With this method, the number of bits may easily be increased by
employing multiple 2D barcodes that can be read in sequence by a digital camera [1].
This means multiple barcodes may be used to get as many bits as are necessary to achieve

the desired level of security.

However, most devices do not have cameras as part of their default design. Apart from
mobile phones, Personal Digital Assistants (PDAs) do not have a camera embedded in
them by default and neither do laptops. Even for mobile phones, those with cameras may
have a higher financial cost compared to same models without a camera [5]. Camera
equipped devices are also not allowed in high security premises such as military bases
and nuclear plants [5]. SiB is also not appropriate when the two devices are not
physically adjacent. This is because the two devices need to be physically close to each
other in order for one or both devices to capture the other device’s barcode.

It is also clear that using this method, human effort is directly proportion to the number of
devices involved. For example if we have two devices, the amount of human effort is
doubled if each device has to authenticate the other as opposed to only one device being
authenticated. The authentication process becomes impractical when we consider more
than two devices. For example, if we have three devices and each device needs to
authenticate the other two devices, then we will need 6 barcode-capturing actions given
two from each device. This will definitely be unbearable to the users as the number of

devices increase.

2.2 Loud and Clear
Goodrich et al [5] present “Loud and Clear.” Loud and Clear (L&C) uses the audio

channel to attain human assisted device authentication. This method divides the hash



value into segments of ten bits and each segment is converted to an equivalent integer
value which will be matched to an index in a locally stored dictionary of words. The
retrieved words are processed to produce a Madlib-like sentence that is syntactically
correct but not necessarily sensible. Either one of the devices reads out the sentence while
the user checks on the other device or both devices read out the sentences and the user
has to detect if there is any difference.

This method relieves the user from the hard work of reading sentences that are
syntactically correct but usually not sensible. However, we do not want to assume that the
devices under consideration will have speakers that produce good sound quality and that
these devices have screens big enough to display complete sentences that have enough
entropy. We choose not to expect a lot from these devices in terms of display size or

quality of speakers.

The other challenge with this approach is that it is more likely that the user will play the
role of just clicking a YES or NO to a prompt like “Are the sentences/sounds the same?”
Users are prone to err in such situations because nothing binds them to make sure that
they listen attentively and make an informed choice on the presented prompt. It is also
possible that a user who does not take security seriously may pick the differences in these
sentences but will go on to click “YES” in response to the above question. We feel that,
as much as human effort has to be minimised, more human effort is required rather than

just selecting YES/NO to ensure no fatal errors [13] occur.

As these sentences are read by devices that cannot adjust automatically in response to the
environment, using Loud & Clear in a noisy environment may be challenging and, hence

human readable sentences are more desirable.

2.3  Human-Assisted Pure Audio Device Pairing (HAPADEP)
Soriente et al [12] proposed HAPADEP. They proposed a method that enables exchange

of keys between devices using the audio channel. The first device encodes its key into an

10



audio codec and plays the resulting audio sequence while the second device records this
audio sequence and decodes it to extract the key. The process is repeated so that the
second device can send its key to the first device as well. This key exchange is the
“transfer phase” [12] in the pairing process. In the “verification phase” [12], each device
computes a digest of the cryptographic material received and encodes it into an audio
codec. The user is expected to listen carefully to the sounds played on the devices and to

indicate a match or lack of it by pressing a button on both devices.

HAPADEP does not require any other channel or communication link apart from the
audio channel in order to exchange cryptographic data between two devices. All
cryptographic data exchange happens over the audio channel. The devices can exchange

this data even when they have no intention of communication immediately.

HAPADEP has two approaches; one where it deals away with the use of a stored
dictionary proposed by Goodrich [5] (hence the devices do not require additional
memory) and another where it uses a locally stored dictionary similar to Loud and Clear
[5]. In the event of an intruder attempting to play Man in The Middle (MiTM) attack, he
will not escape detection by serious legitimate users who pay attention to the sound
played and the source of it. If we assume that the users involved in the pairing of devices
do understand the importance and significance of security and they pay close attention to

the sound played on both devices then there is no attack on HAPADEP.

However, just like Loud and Clear [5], this method suffers from the fact that it does not
force the user to listen to the audio played. This means that the security of this method
entirely depends on the users’ security consciousness and their diligence to listening
carefully to the sounds played. This means that a user who does not understand the
importance of security or the value of it may not pay attention to the sound played by the
devices. Therefore, using this method, it is clear that the user can easily skip the
verification stage and merely confirm that there is a match when there is none. Having
the users not compelled to play their roles (and play them properly) poses a great danger
by which security may be compromised. In this regard, both HAPADEP [12] and Loud

11



and Clear [5] face similar challenges. It is also difficult to use this method in noisy or

crowded environments like airports.

The other difficulty (in fact pointed out by the authors of HAPADEP too) is that the
playing of melodies approach is neither fully secure nor very usable. This prompted them
to experiment with the alternative method of reading out sentences constructed from a
locally stored dictionary. This approach was found to be secure and very usable.
However, they also pointed out that not many devices are capable of handling text-to-

speech tasks.

2.4 Wireless direct Channels

Several methods [3, 4, 6, 16, 23] have been proposed that try to utilise wireless channels.
These include the use of Infrared [3, 4, 23], laser light [6] or a Light Emitting Diode
(LED) [24] and Near Field Channel [16]. These methods lack human verification which
is more critical in ensuring that the devices that are targeted are the only ones exchanging
the pairing information. Because users cannot verify the devices communicating, an
attack on these methods is possible for an intruder who is in line of sight especially in a
device crowded environment [5]. These methods also suffer from device proximity, i.e.
the devices authenticating each other can only be at most 20ft (6 metres) apart [12]. The
complexity of the pairing process also increases with increase in the number of devices
taking part.

2.5 Hash visualization

Perig et al [2] proposed a way of representing meaningless strings into abstract images.
The method converts bits into a randomly generated fixed-size image which human users
can easily compare. Humans are known to have great skill in remembering images [2].
The proposed variance of this method uses a locally stored fixed database of real
photographs instead of randomly generated images.

In the scenarios under our consideration, the hash visualization still poses a danger

because the user is not compelled to compare the images. The user can easily skip the

12



comparison stage. It will also have limited ways of exchanging these images between the
involved parties since it is difficult to pass images using the audio channel. This means
that the user should have this image provided in advance by the source if the source

device is not adjacent to the device trying to authentic it.

The other difficult with this method is producing images that are not “near similar” [2],
i.e. images that are different but too similar to be easily differentiated by human eye. This
will increase the rate of attacks on the protocol since it is possible for two non similar
images to appear similar to the human eye. Using a locally fixed database of images is
something we think not to be feasible considering the kind of devices we are looking at,

i.e. they have limited memory.

Hash visualization may also only be suitable for devices with high resolution displays
which we do not want to assume that all devices under consideration in our research

possess.

2.6 Wired channel

Other proposals include the use of the wired channel where two devices exchange data
through a cable attached to both devices authenticating each other. This method is secure
against all possible MITM attacks since data is exchanged only between the connected
devices. However, the wired channel can only work if manufacturers of mobile devices
agreed to standardise the ports to be used for such. However, even if that was done, we
still have problems of dealing with more than two devices. If the use of wired channels
was that easy, then we would better just communicate over the wires instead of the
insecure wireless channels. It also means that only devices that are close together can

authenticate each other.

2.7 Manual Method

Gehrmann et al [23] proposed “manual authentication.” In Manual Authentication, users
either compare short strings (between 16 and 20 bits) displayed on the devices or type the

short string displayed on one device onto the other device. There are available

13



applications making use of the 4-digit PIN where a user has to enter a 4-digit number into
a device. Applications include ATM cash machines, Mobile phone security codes, and
Bluetooth devices. While for cash machines and mobile phones the user has to memorise

the 4-digit number, we are more interested in the PIN used in pairing Bluetooth devices.

When pairing Bluetooth devices, both devices display a decimal number and the user(s)
confirm if the numbers are matching, one device displays the decimal number and the
user enters this number into the other device or the user(s) generates and enters the
decimal number into both devices. Although users do not encounter significant problems
with this approach, it is a well established fact that the Bluetooth protocol is subject to
offline guessing attacks [30]. Another weakness with the Bluetooth protocol is that the

PIN has to be kept secret.

2.8 Integrity Regions

Cagalj et al [26] proposed an authentication method that depends on integrity regions.
They propose that devices authenticating each other measure the average distance of the
other device and display the distance on the screen which human users can easily verify.
This is achieved by sending authentication information bit by bit and measuring the
distance each bit takes to travel from the sender to the receiver. After all information has

been sent, the average distance from the sender to the receiver is calculated.

For the exchanged information to be authentic, there is not supposed to be any other
devices (apart from those authenticating each other) within the integrity region. This
means that, for example, if the distance measure is 30cm then there is not supposed to be
any other device within a radius of 30cm from the sending device apart from the intended

device.
As long as it is not a device (or generally) crowded environment and the users are able to

easily verify that there are no other devices within the integrity region, the method is

secure provided the assumption that an intruder cannot pretend to be closer than he is, is

14



held true. In terms of usability, users only need to check the average distance displayed
on both devices.

With integrity regions, users are only sure that the information exchanged is authentic by
checking and making sure that there are no other devices within the integrity region other
than the authenticating devices. The closer the authenticating devices are the easier it is
for human users to verify authenticity of exchanged information. However, if the devices
are far apart or when there are other devices within the integrity region, users cannot
verify the authenticity of the exchanged information. This renders the integrity region
method inappropriate for crowded environments and when the devices authenticating

each other are far apart.

2.9 Integrity Codes

Cagalj et al [27] also proposed exchange of authentication information using integrity
check codes. The strength of this method is on the difficult that an intruder faces to
change the codes without being detected. The proposed codes have to be designed in way
such that should a single bit be changed, the receiver will reject that information and

thereby sensing the presence of an intruder.

The authors of [27] propose a way in which integrity codes can be designed to achieve
the property that guarantees that whenever an intruder modifies the code, the receiver will
reject it. If this property can be guaranteed, then integrity codes are secure. However,
human users cannot verify authenticity of the exchanged information as they have no
control on the high bandwidth channel.

2.10 Usability analysis

The only research that focused on the usability of proposed empirical-channel methods
was conducted by Uzun et al [13]. Their focus was on methods that require human users
to manually compare short strings. In their analysis, they carried out experiments to
analyse user experience with 4 digit strings. They tested various methods such compare

and confirm, select and confirm, copy and confirm, copy and choose and enter. Their

15



results show the average time it took participants to accomplish their actions for each
method. They also highlight a number of interface design issues that affect usability in
such scenarios. However, with a four digit key, an intruder has greater than 2** chance of
carrying out a successful attack on such methods. The search space for the digest value is

not wide enough to avoid combinatorial attacks.

2.11 Summary of weaknesses and strengths of above methods

The methods presented above can be grouped into two broad categories; those that
directly involve human users in the comparison of the digest value and those that do not.
The methods that directly involve human users in the comparison of the digest value have
an obvious disadvantage of requiring human effort in the process. As a result they require
proper analysis of how human users will be involved in order to minimise the occurrence
of fatal errors. However, these methods allow human users to verify the integrity of the
exchanged information between devices. Human users can also know if there is an

intruder interfering with the initial devices’ communication.

The methods that do not directly involve human users in the device authentication
process have an advantage of not putting any extra burden on the human users. This is a
welcome approach but it is at a cost of what we want to ultimately achieve in any security
protocol; security. Since human users are not directly involved, they cannot verify the
integrity of the exchanged information. It is difficult for human users to detect any
anomalies during the run of the protocol. Some of these methods also employ expensive
ways by which they want to achieve authentication without directly involving human
users. Using digital cameras, for example, will mean having a camera somehow
embedded into a laptop or PDA. Others are not suitable for devices with limited
capabilities. These include methods that require high processing power, high quality

displays, and high quality speakers.
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CHAPTER 3

CLASSIFICATION OF SCENARIOS

We discuss the different types of scenarios that may occur in ad hoc networks. We also
discuss what modes of comparison are applicable to each of the scenarios considered
here. We begin by discussing scenarios that may occur with devices that are adjacent to

each other and then with devices that are not adjacent to each other.

3.1 Devices adjacent to each other

3.1.1 Two devices single user
In this scenario, a single user is pairing two devices that are close to each other. The user
has to carry out the process of making sure that he compares the digest values

independently calculated by each of the devices.

3.1.2 Multiple devices with single user

In a single user with multiple devices (more than two) scenario, a user has to ensure that
the digest values independently computed by these devices are matching. For some
modes of comparison, the amount of human effort increases with the number of devices
involved. For example, if the human user has to copy a digest value displayed on one of
the devices to the other devices, the number of times the user has to copy is n-1 where n

is the total number of devices.
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3.1.3 Multiple devices with multiple users

With each device controlled by a separate user, some modes of comparison are as good as
having a single user controlling two devices while others are as bad as having a single
user controlling multiple devices. For example, using a digital camera requires that a
device captures the barcode displayed on each of the other devices. This means a single
user will be active capturing barcodes displayed on the other users’ devices while the
other users watch. For methods such as one employing the use of barcodes, the number of

comparisons required will be N-1 where N is the size of the group.

For method like compare and confirm, copy and enter, and compare and select, a user can
read out his value to the group while each member of the group enters that value into his

device (for copy and enter) or compares and selects (or confirms).

3.2 Devices not adjacent to each other

With devices not adjacent to each other, some scenarios do not apply just like some
modes of comparison do not apply. For example, we cannot have a single user scenario
when devices are far apart and we cannot use the direct connection as a mode of

comparison.

3.2.1 Two devices

With two devices not adjacent to each other, the modes of comparison applicable rely
much on the users controlling these devices. A more reliable mode is the audio/video
channel when one user can read the value displayed on his device while the other user(s)

listens and compares with, or enters, the value onto his device.

Using video, one user can see the screen of the remote user and copy or compare the
value displayed on that device. The user also needs to see the user controlling the device
to make sure that s/he is comparing or copying a value displayed on the intended device.
With the video channel, it is also possible to capture a barcode using a digital camera

from the image of the other device.
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3.2.2 Multiple devices

With multiple devices we assume a broadcast channel, say conference call, a direct

channel from each member to each of the other members or from each member to | only.

The audio and or video channels are more reliable modes of comparison in this scenario.
The audio channel limits the material compared mostly to readable strings where as the
video channel can also make barcodes usable. We can also transmit melodies generated
from the digest value over the audio channel. Implementation details may differ but the
most efficient one may be where one user reads or plays a sound to the other users either
to a single user at a time or to all users at the same time (if a broadcast channel is

available).

3.3 Level of security

The level of security required provides a different level of scenario classification. We
consider the following situation:

3.3.1 Little or no Security required

There are certain situations where little or no security at all is needed by the human user.
For example, wanting to print a BBC article from a PDA to a public printer at an airport
or pairing mobile phones to play a casual game. This security categorisation is mentioned
only to appreciate its existence but has no relevance to any security protocol as no
security is required at all.

3.3.2 Medium security

At this level of security, we can tolerate a certain probability of an intruder carrying out a
successful attack. These are mainly situations where the cost of carrying out an attack is
much higher than the value of information gained and the information gained causes no
damage to the human users or equipment involved. Essentially the risks involved in
leaking out information are minimal. If a lecturer, for example, has assignments on his

laptop or PDA that s/he wants only legitimate students to download through an ad hoc
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network between his device and students’ devices. If an intruder manages to carry out a
successful attack on this network, no harm will be done to either the lecturer or students

involved since the intruder will only get assignments.

3.3.3 Maximum security

With this level of security, leaking out any information may result in high risks on the
people involved, equipment, or a business enterprise. For example, a team of directors
discussing top secrets of their organisation are well aware of the implications of leaking
this information to outsiders. Outsiders may include people from within the organisation
who have no right to have access to this information. Most financial transactions also

require this level of security.

3.4  Modes of comparison

The mode of comparison limits the type of material that can be employed to compare

such material. The following are the main modes of comparison:

3.4.1 Audio channel

The audio channel mode uses sound as a medium of comparison. This means anything
that can be verbally read either by human beings or machines can be transmitted using
this mode. This includes melodies, digits, alphanumeric, hexadecimals, sentences, and

any strings which may be words, names of people, cities, countries etc.

However, usability puts more limits on the type of material to be transmitted over the
audio channel. If human beings are to read these strings so that others could listen and
compare with what they have on their devices, then we do not expect users to find it easy
reading strings that are difficult to read/pronounce or that have no meaning to them at all.

3.4.2 Digital cameras

If we are to use a digital camera attached to devices as a comparison mode, then we can

only compare barcodes. Barcodes have an advantage in that they can encode more data
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hence giving us a wide range of the size of the digest value that we can use. Digital
cameras make use of 2-D because they encode more data as compared to 1-D barcodes.
As 3 dimensional (3D) barcodes [31] are being developed, they will provide even more

opportunities for encoding more data in a small space.

3.4.3 Compare and Confirm
The compare and confirm mode of comparison involves a manual comparison of strings
each displayed on a separate device. It is a manual comparison because human users have

to compare these strings without the use of say digital cameras.

The manual comparison mode gives us a wider choice of materials that we can compare.
We can compare strings (digits, hexadecimal, alphanumeric, sentences, words, names)
and images. Careful selection of strings to be compared is required if we have to reduce
the burden on the human users carrying out the comparison. The length and format of the

compared string is an important consideration so that the method is usable.

This method eliminates the need for human users to copy any string from one device to
another but rather just requires them to visually check whether two strings, images or
sounds are matching and then either confirm or reject. Images have an advantage over
strings that are not associated to anything (have no meaning). Because the user is only
required to visually or auditorially compare two things and press one button for a

confirmation or rejection, human effort is highly minimised.

However, this mode suffers from the fact that it entirely puts trust on the users’ capability
to accurately compare the digest values and diligently press the right button for
confirmation or rejection of a match. As experimental results will show, this method is
prone to fatal errors meaning that if a intruder is present then his attack may be successful
not because of a flow in the protocol but in its use by the human users. Users become
accustomed to success and may just press OK on this assumption or absent mindedly.
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3.4.4 Copy and enter

This mode is similar to compare and confirm described above except that a string is
displayed on one device and then copied to the other device by the user. This method
increases the human effort required compared to the above method. However, it greatly
reduces the possibility of fatal errors as will be discussed later. The increased amount of
work required of the human users, however, is rewarded by the high security the method

offers.

While the method seems to be free of fatal errors, we show that it is possible for a fatal
error to occur but at a very low probability. Here is how a fatal error in the copy and enter

can occur.

If, for example, we have 123 456 789 displayed on one device and the user is required to
copy this string into the other device. Then, it happens that an intruder is present and has
modified the digest value on the second device giving an output of 123 446 789 as the
value of the digest. Taking the worst case scenario, the user copies the value 123 456 789
as 123 446 789 (accidentally) onto the second device, the device will compare this value
with what it has locally and will confirm that there is a match. In this way, an intruder

succeeds in fooling the device through a mistake committed by the user.

However, if the initial probability of success of an attack on the protocol is 2, wrongly
copying a digest value from one device to another does, by no means, increase the chance
of a successful attack. It still remains 2. Implementation details need to take care of the
need to have the user copy the string accurately. Experimental results, shown later,
revealed the strengths and weaknesses of this method as perceived by participants who

took part in the experiment.

3.4.5 Compare and select

This mode of data comparison is similar to compare and confirm. One device displays its
digest value (in a user friendly format) and the other device(s) display their digest values

together with other randomly generated values of the same format. The user has to select
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from the other device a value that is the same as the one shown on the device with one

value.

This method is different from compare and confirm in a sense that the user in compare
and select does not confirm or reject that the two digest values are matching but rather
just selects a value that is displayed on the other device and then the device confirms if

the two values are matching on not.

The compare and select mode of comparison requires less human effort than the copy and
enter and slightly more than the compare and confirm. In terms of the security offered, it

offers the same security level as the copy and enter method.

For an attack to be success on this method, the intruder will have to rely on the human
users’ weaknesses just shown in the two previous methods and also needs to gain some
idea on the value of the final digest value so that he can make his final digest value as
close to the one displayed by I as possible. However, the (S)HCBK protocols have been
designed such that it is impossible for an intruder to gain even a slightest idea of what the
final digest value will be. As a result, an intruder will only rely on the human users’

weakness. Here is how an attack can be successful on this method:

If a device has a different value other than that shown on I’s device (possibly a value
from an intruder), that device displays that value together with other randomly generated
values and request that the user selects the value shown on the other device. If the user
makes a random selection without even checking the value, the success of an attack has a

chance of N where N is the number of values displayed on the device.

However, the selection of the digest value is by no way random as the user has to match
one of the values with that shown on I’s device. If no value matches, the user rejects or
the device will reject if the user chooses a wrong value from the possible choices. As a

result, the probability of a fatal error is very minimal and will be pegged at 2°°, which is
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the same as the overall security of the protocol and hence it does not reduce the security
of the protocol.

To minimise human user errors in this method, the display of the digest value together
with the random values has to be random so that the human users have no other way of
determining the digest value apart from checking the values carefully. If the display of
the random values together with the digest values is not random, human users will find
other ways of determining the digest value, say it is always second on the displayed list.
The random values need to be generated on the basis of the digest value to help have
values that seem random even to the human user rather than having values that are very

similar or in a worst case scenario a random value that is the same as the digest value.

3.4.6 Direct connection
This mode uses direct connection channels that may not be suitable for transmission of
large amounts of data but suitable for the exchange of the digest value. Proposed methods

include the use of laser light, infrared, Near Field Channel (NFC), and wired channel.

This mode does not even require the digest to be in any other format (e.g. images, strings
etc). It removes the extra burden required to convert the digest value into another format
and the human users do not have to do anything except watching the screen of their
devices to see if the device confirms that the connection is successfully established or

not.

Because these methods are point to point, they can only work well with two devices that
are physically adjacent to each other. Attacks are also possible on infrared and laser
channels. The wired channel is an impractical method because if it was not, we would

then rather communicate over wires than on insecure wireless channels.
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3.5 Scenario-mode of comparison matrix
The modes of comparison discussed above only apply to a subset of the scenarios being
considered. Table 1 below shows a mapping of the scenarios to applicable modes of

comparison.

Scenario Mode of comparison

Two devices (single user) Digital cameras, Compare and confirm
Direct channels (wireless and wired)
Compare and select, Audio channel

Compare and enter

Multiple devices (single user) Digital cameras, Compare and confirm
Direct channels (wireless and wired)
Compare and select, Audio channel

Compare and enter

Multiple devices Digital cameras, Compare and confirm
Direct channels (wireless and wired)
Compare and select, Audio channel

Compare and enter

Two devices (not adjacent) Compare and confirm, Compare and select

Audio channel, Compare and enter

Multiple devices (not adjacent) Compare and confirm, Compare and select

Audio channel, Compare and enter

Medium security Digital cameras
Direct channels (wireless and wired)
Compare and select, Audio channel

Compare and enter

Maximum security Digital cameras
Direct channels (wired only)

Compare and select, Audio channel

Compare and enter

Table 1. Scenarios verses modes of comparison
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3.6 Material compared

Each of the above modes of comparison only handles certain types of material. This
means that for any of the above modes of comparison methods to work, the digest value
needs to be converted to an appropriate format whenever necessary. Table 2 below shows

a mapping of the methods to materials that they can handle

Mode of comparison Material compared

Compare and confirm Digits,  hexadecimals,  alphanumeric,

Compare and select random art, images, sentences

copy and enter Digits,  hexadecimals,  alphanumeric,
sentences

Digital camera Barcodes

Audio channel Sound

Direct connection Digest value transmitted in raw form

Table 2. Modes of comparison verses material compared

The visual channel (compare/confirm and compare/select) has the widest range of
materials that can be compared while direct channels do not need the digest value to be
converted to anything. Some conversions require more processing than others. For
example, converting a digest value to an audio sound may need more computation power

from the device compared to converting a digest value to a decimal value.
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CHAPTER 4

Maximising the security of the protocol

In many instances, a protocol is said to be secure if it is proved secure mathematically.
Proving the security of a protocol mathematically is not uncommon among security
experts and researchers since it is critical to ensure that the protocol is mathematically
secure. However, history has shown that protocols have failed not because they were
mathematically insecure but because of other factors that where not considered to play a
major role in the implementation and or use of the protocol. We consider those factors in
this chapter. We begin by discussing technological factors, followed by human factors
and finally, but not the least, reliability of various methods of the empirical channel. We
then discuss how each of these relates to one another and how we can find the best

comprise in order to maximise security.

4.1 Technological factors

Technological factors address the difficult of compromising the protocol given the
available technology. This can easily be addressed by using a digest function that
produces a large number of bits that makes an attack infeasible. For example, the chance
of a successful attack on the (S)HCBK protocols is 2°°, where b is the number of bits of
the digest value. The larger the value of b the stronger or more secure (technologically)
the protocol is. This means that to make a protocol technologically secure, we need to

make the value of b as large as possible.
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Another area that has to be addressed technologically is how the protocol responds to a
(perceived) failed attack? If an attack is detected, the protocol should rerun in a manner
that minimises the chance of a successful attack taking into account that the intruder may
have gained some information in the previous failed attack. The protocol then should run
in a retry or more secure mode compared to the previous run. In a retry mode, we want
the protocol to be more resilient to attacks. This can be achieved by increasing the

number of bits of the digest value.

For each aborted or failed session, the protocol can increase the number of bits of the
digest values or use other means by which it becomes harder for an intruder to go

unnoticed.

4.2 Human factors

Bruce Schneier (2000) wrote that “Security is only as good as the weakest link, and
people are the weakest link in the chain.” Security does not only involve mathematical
proofs but also other components such as human factors. As a result, the security of a
protocol depends on the mathematical proofs just as much as it depends on the human

users.

While mathematical proofs will remain reliable and certainly usually correct, human
users should not be trusted to handle large amounts of data with the level of accuracy that
is required to ensure the desired level of security. As the results of the experiment will
show in the next chapter, people are prone to making errors and because of this we want

to ensure that, in the protocol, we minimise the risk of such fatal errors by human users.

We also recognise that it is possible for human users to make non-fatal errors. This will
prompt the protocol to abort in the absence of an attack. For example, if a user wrongly
copies a digest value the protocol will abort when there is no attack at all. This may result
in loss of service. Forcing users to re-enter or reselect the value of the digest all the time
will result in too much work on the part of human users which may result in low

acceptance of any protocol employing such methods.

28



We suggest that whenever the value entered, selected, or confirmed by the user does not
match the one the device has, the user is prompted to reconfirm his/her action by re-
entering, reconfirming or reselecting. This should only be done in cases where the values
do not match the first time a user enters, selects or confirms. We base this suggestion on
the assumption that the users involved are honest. The implementation of the protocol
must ensure that no other messages, whatsoever, are shown to human users apart from a
mere prompt asking them to reconfirm their previous action. Once the user reconfirms
and, if still there is a mismatch, the protocol should abort and users should use a better,
and probably expensive or less convenient, background network for the required

communication.

When authentication fails, either the digest values are not matching or the long hash
values are not matching, there are a number of options that can be sort. We pointed out
earlier that the protocol may be rerun in retry mode but it also an option to completely
abandon the run or to find an alternative secure network to be used. We discuss these

options below.

4.2.1 Retry mode

In retry mode, the protocol should run as before. However, the human compared digest
value needs to be longer than one used in the previous run. This is in order to reduce the
attacker’s chance of carrying out a successful attack in the second run. The long hash

may also be increased and the devices carry out the normal comparison on the long hash.

This approach raises a number of questions; what if the device’s long hash value does not
match with the received information while the user compared digest values match? What
if the opposite happens? For cases where both fail or are successful, it is straight forward
since a failure for both will be taken as an attack otherwise authentication is successful.
These questions are not only for the retry mode as long hash comparison happens in the

normal run of the protocol as well.
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To address these questions, we need to address the question of which method is more
trustworthy under what circumstances between the two. Human users are trustworthy if
the value they enter, select or their confirmation matches with what the device has while
information exchanged over the insecure channel can easily be changed and cause the
comparison to fail or match. As a result, whenever device compared values (long hashes)
are matching we still need user compared values to match as well in order to have a

successful device authentication.

It is clear that information exchanged over the high bandwidth channel may not be
authentic and human users sometimes may make mistakes while copying, selecting or
just confirming digest values. This leaves us with a question of deciding whether to
accept device confirmed values when user confirmed values do not match or not. In a
situation like this, we will give the user a benefit of doubt and prompt them to reconfirm
their actions. If the values still do not match, then it is an attack on the protocol.

Table 3 below shows the scenarios that arise when the protocol is run with proposed
actions to be taken for each scenario when it occurs. There has to be a limit on the
number of retries that the protocol can go into since rerunning the protocol in retry mode
does not ensure that the intruder is not present. As a result, if the protocol has to be run in
retry mode, it should only run once. Rerunning the protocol several times only increases

the amount of human effort required to compare the digest values.

Long hash Digest value Authentication

Match Match Successful

Match No match Users reconfirm action
No match Match Failed

No match No match Failed

Table 3. Matching scenarios
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However, this may be an easy way for an intruder to carry out a Denial Of Service (DOS)
attack and successfully deny legitimate users a service. In situations where the devices
are adjacent to each other, it is highly probable that legitimate users may be able to spot
who is causing interference on their authentication process. However, in crowded
environments and devices that are not adjacent to each other, it is harder to physically
spot an intruder by legitimate users.

4.2.2 Aborting the protocol

The second option is to abort the protocol all together when the digest values do not
much the first time. This approach is based on the assumption that if an attacker is
present in the initial run of the protocol, chances are that he will still be present even in

the second run and cause a mismatch of the digest values.

4.2.3 Using background network

This involves using an alternative or background network through which communication
can take place. This may be removable memory media, a direct wired network, or any
other way in which information may be exchanged between the devices without using the
normal high bandwidth channel. This approach is likely to be expensive and probably

less convenient. As a result, this may be application dependent.

This has the advantage that it will bypass the intruder by avoiding the normal high
bandwidth channel and hence even if the attack is still present when the communication

takes place using this channel, he may not have control on the alternative network.

4.3 Reliability

We discuss reliability in terms of risks involved on the empirical channel. With two
devices adjacent to each other, we assume that an intruder has no control over this
channel while for devices that are far apart an intruder can easily eavesdrop and, in

certain channels, even modify messages.
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Over the empirical channel, we are not worried about secrecy but authenticity. As long as
a user at the other end is sure that a message m is from the user s/he is communicating to,
then the channel is secure. Because of the authenticity required we assume that phone
conversations are secure since both users at the end the phone line will be in a position to
verify that they are talking to someone whose voice they recognise. The same applies to
video communications; each user sees the other user(s) and hence they are sure that the

values they are receiving are from that particular user and none else.

As users can only participate in only one run of the protocol at a time, a replay attack is
not possible even if an intruder recorded a voice of a legitimate user reading his digest
value to the other members of the group. This is because for a replay attack to be
successful, an intruder will need to bring the other user(s) to a stage where they have to
compare the digest value and then play the recorded message. This also means that the
digest value has to be the same as when the message was recorded for this attack to be

successful.

4.4  Technological factors versus human factors

A trade off has to be found that will find the best mix of technological and human factors
that maximises security while the protocol remains highly usable. In the (S)HCBK
protocols, we focus on values that are between 16 and 32 bits. However, we would like to
maximise as much as we can on both technological security and human factors security.
This means that if the protocol remains highly usable when we use a digest value of 160

bits, then we will use a digest of that many bits.

Usability plays a major role in deciding how many bits we have to use for our digest
value. For methods that do not require human users to manually compare the values, the
limit on the number of bits used depends on the mode of comparison. For example, due to
a limitation of mobile phone screens, an 83-bit sized barcode is the maximum we can use
for our digest value. It is also possible, however, to use digest values of more than 83-bits

by using multiple barcodes that can be captured in sequence. We discuss how we can
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maximise technological security and at the same time minimising human effort when we

discuss the results of an experiment in the next chapter.
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CHAPTER 5

Experimental results

5.1 Details of the experiment

In order to get the views of prospective users of the protocol, an experiment was carried
out on the various modes of digest value comparison to determine their usability. In the
experiment, we had one independent variable and two dependent variables. The
independent variable is the representation of the digest value. This may be numeric,
alphanumeric, words, sentences, images etc. We restricted ourselves to only textual
representations which include all the above except images for an obvious reason that to
have enough images that can cover a wide space of the digest, we need a lot of memory
which we do not expect in many of pervasive devices. Other reasons for avoiding images
is that we need high resolution displays if images have to be displayed in clear and
distinguishable manner to the users while randomly generated images suffer from the

problem of near-similarity.

The dependent variables are time and user errors. The time taken to compare two strings
and user errors depend on the representation and in some cases on the length of the digest
value. We needed to capture the time it can take a user to finish comparing strings for
variable representations and methods. User errors are a critical dependent variable in this
experiment as this gave us an idea of how secure or insure a particular representation is.

Two types of errors were captured; fatal errors and non-fatal errors. Capturing the time
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taken to accomplish a task and the number of fatal and non-fatal errors provided us the

much needed quantitative data.

We carried out the experiment using two devices simulated by software on the screen of a
computer. The simulated devices are much similar to a conventional mobile phone than
anything else in terms of the screen size and type of keypad. The only method of input to
these devices was through the mouse. Figure 2 below shows a screen short of the

simulated device.

746 543

Yes ‘ Canfirm Mo ‘
1 2 abi def 3
4 ghi 5kl o &

¥ por= 3ty wEnz 9

Back 0

zpace Sp e

Figure 2. Simulated device

Twenty participants took part in this experiment and they came from a wide range of
backgrounds from Diploma students to DPhil students. However, we admit that there was
no greater variation in terms of age of these participants as all of them were in the range
of 18 to 35 years old.
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Each participant was presented with a set of tests which s/he can do at his/her own
normal pace. Participants were asked to accomplish the tasks at their own normal
working pace and level of concentration. No mention was made that we were capturing
the time they were taking to accomplish the tasks. This was a deliberate decision to
prevent participants from working at accelerated speeds so as not to be seen as ‘slow’.
There was no emphasis also on the accuracy that was to be attained. Participants had to
work at their normal rates and accuracy to get a true reflection of what may happen when

they know they are not monitored or no one will ever review their actions later.

The first ten participants had twenty tasks to accomplish for each type of material
compared for each of the three modes of comparison. For the compare/confirm method,
we had on average 4 pairs (out of 20) of strings that were not matching and the rest were
matching. The order of these tasks was changed from participant to participant. This was
because some people start strong and towards the end they get tired and their inputs may
not reflect their normal working rate capacity while others start at a slow note and
gradually gain momentum and more concentration. These factors were also important to
be incorporated into the experiment. Owing to the material compared and mode of
comparison, some tasks were accomplished quite faster compared to others as results will

show.
Because of the length of the overall time it was taking for participants to accomplish the
tasks, the next ten participants were tested on ten tasks for each type of material for each

mode of comparison except copy and enter where they were tested on six tasks for each.

Figure 3 below shows a screenshot of a scenario where a user is matching hexadecimals

(48 bits) using the compare and select method.
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Select the matching String.

Fa13 4CEB 2009 3823 4CE3 3003
FS13 4CEB 3003

FE1F 4FEB FFD3
8813 44FB 3023

‘ ‘ Conifirm

‘ Conifirrn

1 2 abc def 3 1 2 abc def 3

4 ghi Bkl mho B 4 ghi Bkl mho B
NEXT>>

T pare 8 tuy wEpz 9 7 pars Bty wEpz 9

Back 0 Smeme Back 0

Space
space space

Figure 3. Compare and confirm of hexadecimals

In figure 3 above, the participant had to select one string from the four strings shown on
the right hand side which matches the one shown on the left hand side device and then
click ‘confirm’. The participant will then click the NEXT>> button to move to the next
task. At the end of each set, say comparing 48-bit hex numbers, a participant is presented
with the screen shown in 4 below to give their feedback. This provided us with
qualitative data. A participant had to rate whether the method was very usable, usable, or

unusable and whether it was very difficult, difficult, easy or very easy.

It is important to note that the numbers (both decimals and hexadecimals) are split into
groups of 3 and 4 for 6 digit-long and 12 digit-long numbers respectively. This helps a
user to deal with smaller bits of information rather than dealing with a full number at
once. This will be more difficult especially for the 12-digit-long numbers. A human brain
is said to process 7 items at once [21]. Splitting the numbers into smaller groups is,

hence, recommended.
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(" Easy

" Unuzable
" Wem eazy

Confirm your rating

Figure 4. Method rating

The two ratings sound like they are one and the same but they are not. It is also easy to
think that one implies the other. However, a method that is said to be very difficult does
not necessarily imply that it is unusable. For example, some participants felt some
methods are very difficult and at the same time felt that they are still usable.

Some modes of comparison did not cover all types of material that can be used for that
mode. For compare and confirm, a user was presented with decimals (6 and 12 digits
long), hexadecimals (6 and 12 characters long), sentences, words (three and six words),
and country names (three and six countries). Compare/confirm is the only mode of
comparison that made use of all the types of materials considered in this experiment for
reasons being that it is easier to use all the types of materials compared with other modes

of comparison.

For compare and select, a user was presented with decimals and hexadecimals both 12
characters only. We only utilised decimal and hex numbers for this mode of comparison
because we can easily make deductions for this method based on the 12 characters long
numbers without using the 6 character numbers. This also reduced the number of sets of

tasks a participant had to accomplish and subsequently reducing the overall time a
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participant took to finish the whole exercise. Because the screens of the devices were
quite small, we did not use sentences, words, or country names for this method as a single
sentence, set of words or country names normally covered more than a single line on the

device screen.

For copy and enter, a user was presented with decimals and hexadecimals (6 and 12
characters long for both) only. We did not use words, sentences, or country names for this
mode of comparison for an obvious reason that it is impractical to expect users to type
complete words or sentences on such devices with a limited keypad such as the one used

in this experiment.

5.2 Summary Results

Table 4 below shows a summary of the results of the experiment in terms of errors and
the average time a user took to accomplish each a single task for each method. As defined
earlier, fatal errors are errors that cause one or more devices to agree that the digest
values are matching when they are not while non-fatal errors are those that cause one or

more devices to abort the authentication process when the digest values are matching.

The errors shown are in percentages and are calculated as follows; the percentage rate of
fatal errors is the total number of fatal errors divided by the total number of non-matching
strings for that particular method. For example, in the compare and confirm method, if
we have a total of 10 strings to compare of which 3 are not matching and a user confirms
1 of the 3 that they are matching then the percentage error rate is 33.33%. For non-fatal
errors we take the total number of matching strings and divide by the number strings that
a user thinks are not matching converted to percentage.

Before discussing the results in detail, we can point out a few general points prominent in
table 4. We note that, generally, the compare/confirm method has the least completion
time and the copy/enter method has the longest time. Doubling the number of bits
doubles the time it takes a user to complete the comparison process. Because of the

limited keypad used in this experiment, it is expected that entering digits will require less
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time compared to entering the same length of a hexadecimal given that digits are defaults
on this keypad.

It is also notable that increasing the length of a string does not affect the user error rate, at
least within the limits of our experiment. This is true for all types of string that used
variable bit length.

Bits Method Average Time | Fatal Errors Non-fatal errors
20 bit digits C/Confirm | 4 20.4 0
C/Enter 11.8 N/A 0.5
40 bit digits Clconfirm |9 21 0
C/Enter 25.8 N/A 0
C/Select 9.1 N/A 1
24 bit hex C/Confirm | 3.8 8.5 0.6
C/Enter 22.6 N/A 0.5
48 bit hex C/Confirm |9 22.9 0.6
C/Enter 42.4 N/A 1.7
Cl/Select 7.3 N/A 1
33 bit words C/Confirm | 4 16.1 0
66 bit words C/Confirm | 6.7 25.4 0
24bit country | C/Confirm | 4 2.1 0
names
48 bit country | C/Confirm | 8.4 9.5 0.5
names
41 hit sentences | C/Confirm | 5.6 38.8 0

Table 4. Average time and error rates
Table 5 shows the user ratings for each method. The abbreviated columns correspond to,
from left to right, Very difficult, Difficult, Easy, Very Easy, Very Usable, Usable, and

Unusable correspond to user ratings.
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Bits Method vib (D |E |VIE |V/U |U |U/U
20 bit digits C/Confirm |0 14 9 11 (0
C/Enter 0 2 |11 |7 4 16 |0
40 bit digits Clconfirm |0 0 |11 ]9 6 14 |10
C/Enter 0 3 |10 |7 2 17 |1
C/Select 0 1 |11 |8 7 13 |10
24 bit hex C/Confirm |0 1 (9 |10 8 12 |0
C/Enter 0 8 |11 1 2 18 | 0
48 bit hex C/Confirm |0 3 |13 |4 7 13 |0
C/Enter 1 11 |16 |2 0 13 |7
C/Select 0 0 |9 |11 9 11 |0
33 bit words C/Confirm |0 0 |12 |8 8 12 |0
66 bit words C/Confirm |0 0 |12 |8 6 14 |0
24bit country | C/Confirm | 0 1 (119 6 14 |0
names
48bit country | C/Confirm | 0 0 |151|5 5 15 |0
names
41 hit sentences | C/Confirm | O 0 |12 |8 8 12 |0

5.3 Compare and confirm

This method was generally rated to be the easiest with least completion time for all the
different types of strings used in the experiment. However, the results also show that it
has the highest fatal error rate compared to the other two methods. This is mainly
attributed to the definiteness of the user’s input. Sometimes users would confirm that the

Table 5. User ratings

digest values are matching while they actually meant otherwise.
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Over the various types of material with varying lengths, fatal errors ranged from 2.1% to
38.8% while non-fatal errors ranged from 0% to 0.6%. In comparison with the
experiment carried out by Uzun et al [13] using this method on 4-digit numbers, their
fatal error rate was 20%. A fatal error rate of 2.1% is unacceptable in a security
application. As a result, this mode of comparison is not acceptable despite the ease of use
pointed out by the participants.

5.4 Copy and enter

Participants in the experiment preferred decimals to hexadecimal for an obvious reason
that digits were easy to enter from the kind of keypad provided as opposed to letters that
are part of hexadecimal numbers. Doubling the length of a digest value to be copied
doubled the time it took a participant to complete copying. For example, copying a 20 bit
decimal number has an average time of 11.8 seconds while copying a decimal number of

40 bits has an average time of 23 seconds.

This method has an advantage of not succumbing to fatal errors. As pointed out earlier, a
fatal error for this method has a chance of 2 to succeed. This is the same as the chance
for an intruder carrying out a successful attack on the protocol itself and hence this
method by no means reduces the security of the protocol. From the experiment, the

highest non-fatal error rate was 1.7% (for 48-bit hexadecimal numbers).

Going by the inputs of participants, this method is highly usable. Those spoken to
expressed that though entering long strings (especially hexadecimal digits) was
challenging, they still felt it was usable and if security was guaranteed by using such a
method they can use it.

Of the 20 participants only 3 indicated that entering 12-digit long decimal numbers was
difficult while 10 indicated it was easy and 7 indicated it was very easy. Nineteen
participants indicated the method was usable while only 1 felt it is unusable. Only 2
participants indicated that entering 6-digit decimal numbers was difficult while no one

indicated that the method was unusable.

42



For hexadecimals numbers, a total of 12 participants indicated that entering 12-characters
long hex numbers was difficult while 8 felt the same for 6-character long hex numbers.
Seven participants felt entering 12-characters long hex numbers was an unusable method

while no one felt the same for the 6-character long hex numbers.

From the above results, it is clear that with a limited keypad such as the one used in this
experiment, it is easier to enter decimal numbers compared to hexadecimal numbers since
each decimal digit has its own key and users do not have to press more than once to get
the required digit. This led to participants favouring decimals rather than hexadecimals.
The length of decimal numbers does not matter much as the results show that 2
participants felt entering 6 digits was difficult while 3 felt the same for 12 digits. Eleven
felt it was easy to enter 6 digits and 10 felt the same for 12 digits while 7 felt it was very
easy to enter 6 and 12 digits. Apart from the completion time that doubled, the length of

decimal numbers did not have much impact on the participants.

5,5 Compare and select
In general, users had no major complaints about this method either verbally or otherwise.
They felt it was easier than copy and enter and much more like compare/confirm. With

this method, only decimals and hexadecimals of length 12 were used in the experiment.

Of the 20 participants, only one indicated that this method is difficult for decimal
numbers while no one felt the same for hexadecimal numbers. There was also no one
who indicated that the method was unusable for either decimals or hexadecimals. There is
no major difference in terms of time taken to accomplish the task of comparing using this
method and using the compare/confirm method. The average time for accomplishing a

task using this method is 7.3 seconds for hexadecimals and 9.1 seconds for decimals.
It has a non-fatal error rate of 1% for both decimals and hexadecimals. Fatal errors have

the same chance of occurring on this method as the intruder’s chance of carrying out a

successful attack, 2. Both this method and the copy/enter do not reduce the security of
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the protocol in anyway. In terms of usability, participants favoured the compare/select
method rather than the copy/enter.
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CHAPTER 6

Implementing the 1-bit empirical channel

6.1 direct human interaction

In the formal presentation of the HCBK protocol in chapter 1, we see that message 2b is
transmitted over the empirical channel. This is a 1-bit message as human users may only
need to indicate whether they got message 2a from | or not. We present, in this chapter,

proposed implementation of the empirical channel on message 2a.

The easiest approach would have been to avoid message 2b so that the protocol may run
without requiring human effort until message 4b. This may be achieved using time limits
that may be enforced on the initiator device and slave devices. However, message 2b is
necessary for security and avoiding it allows attacks on the protocol to be successful. As
a result, the approach to be taken here is not too avoid message 2b and thereby
eliminating human effort but to minimise human effort and ensuring that human users are

enforced to carry it out.

Different scenarios may require different approaches of implementing the channel of
message 2b. For example, it seems easier to implement this channel in a pair-wise
authentication rather than in a big group. Below we propose a generalised

implementation that may cover most of the scenarios.
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Upon sending message 2a, I’s device prompts if all the other users received the message
and waits for response from I. Each device that receives message 2a indicates to the user
that it has received message 2a and the user communicates this to I. After everyone else
has confirmed, | confirms to his/her device that every device received the message and

the device proceeds to sending message 3.

A modified approach of the above may be that instead of devices indicating that they
have received message 2a, they only indicate when they have not. In this way, devices do
not display any messages on the screen except those that have not received the message.
This means that only I will have a message on the screen asking if the other members

received message 2a.

In small groups, say less than 10 members, it is easier to ask if everyone has received
message 2a than in a large group as the responses in a large group may overshadow those
who have not received and go unnoticed by I. Because of this consideration, it is better
for | to ask for those who have not received message 2a than asking for those who have.
This is because we are interested in knowing who has not received message 2a and not
those who have. In scenarios with devices adjacent to each other, this may be done by
raising hands or by talking to | to indicate that one has not received message 2a while
with devices not adjacent, this may only be achieved by users using any of the available

channels to communicate back to I.

Following the above argument that we are more interested in finding any member of the
group who has not received message 2a rather than those who have, the question is does |
get a prompt asking for those who have received or a prompt asking for those who have
not? In order to match I’s mind perception at such a time, the device should as well ask
something like “Has anyone NOT received the message?” This will allow | to answer the
prompt with the same answer s/he got from the group. Hammer et al [32] have shown
that people use positive constraints more intuitively although they fail to use them

perfectly and the use of negative constraints enables a less natural but potentially more
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accurate categorisation strategy. As a result, it is perfect in both instances to ask question
that are negating by the use of NOT as shown in the above question.

This method has a number of issues that need addressing. First, I’s device may wait
forever to receive a confirmation that all other devices received message 2a. This may be
solved by putting an upper bound on the time that I has to confirm to the device that the
other devices received message 2a. Once that time elapses, the protocol times out and

aborts.

The second issue is that it is possible that I may confirm that the other devices have
received message 2a when that is not the case. This is possible especially in large sized
groups where it is difficult to know who is attentive and who is not. This requires some
kind of enforcement that may put a demand on the users to check the devices and report
to | if they get the message that they have not received message 2a.

6.2 Summary

We see from the above section that human effort is a necessity on message 2b as this is
required for security. In this regard, the SHCBK (Symmetrised HCBK) is more
favourable than the HCBK as no extra human effort is required in addition to comparing

digest values.

The major challenge is enforcement. How do we make sure that users check their devices
and respond to | accordingly? How do we make sure that | takes the time to ask the
members of the group and gives his/her response to the device accordingly? These are
challenging questions that we have not answered in this research but which we wish to
answer in our future research. For now, what we have is sufficient for the protocol to

work in a robust way based on the assumption that users will not overlook message 2b.
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CHAPTER 7

Summary and Conclusion

Having discussed and analysed the various methods that are candidates for the
implementation of the empirical channel, it is clear that no method emerges to be the best
in terms of the security offered as well as its usability. It has been shown that different
methods have different strengths and weakness that are related to the scenario in which
they are applied. For example, it is impractical to choose the digital camera mode of
comparison on devices that are not adjacent to each other where as if applied to devices
that have inbuilt digital cameras and are adjacent to each other, it may be the best
method. The recommendations in this chapter are given based on the theoretical as well

as experimental analysis presented in the previous chapters.

7.1 Recommendations

The results of the experiment show that both the copy/enter and compare/select methods
are both secure and usable. They both offer 2° chance for an intruder to carry out a
successful attack. This means that they by no way reduce the overall security of the
protocol. The copy and enter method is generally more difficult than compare and select
method. With a limited keypad similar to one on mobile phones where two or more
letters share a single button, it is more difficult to enter hexadecimal numbers than

decimal numbers.
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As a result of the above, we recommend that the compare/select method is the best in
terms of usability and the security offered. We recommend the copy/enter method only in
devices where it is difficult to display four values on the screen. In these devices, the

copy/enter method will be the alternative.

With either of the above method in use, all device scenarios are covered. A single user
can easily copy/enter or compare/select the digest value on the devices that are being
paired. In a multi-user environment, one human user, say |, may read out the digest value
to the other members of the group who may then enter or select that value on their

devices.

It is also easy to transfer these values for long distance communication. This may be done
over the phone where users can recognise each other’s voice or using video
communication and users can see each other even the displays of the other users’ devices

and read the values displayed.

In situations where the human user entered or selected a value that does not match the
digest value on the device, the user should be given a benefit of doubt and asked to
reconfirm their action. Hoping it was a non-fatal error, this time the human user will be
more careful and enter or select the correct value. However, if it happens that the value is
still not matching with the digest value, the protocol should abort and the run abandoned.
This is because if the intruder was present in the previous run of the protocol, chances are
that he will still be present in the second run as well. Hence the protocol run can be

abandoned after the first perceived failed attack.

If at all the protocol is rerun after the perceived failed attack, it should run with a longer
digest value. This is to avoid increasing the chance of an intruder carrying out a
successful attack. The protocol should be implemented such that it is only rerun once. If

the rerun fails also, then it has to be abandoned at that stage.
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In certain applications, abandoning the run of the protocol may call for the need of an

alternative mode of communication. However this is application dependant.

7.2 Future work

We intend to pursue further a number of questions that this project has not answered,
specifically on the empirical channel of message 2b in the HCBK protocol. We have
shown how difficult it is to ensure that users check for message 2a and respond to | if
they have not got the message. We intend to explore this further by exploring way in
which it may be achieved. It may involve modifying the protocol in order to achieve the

desired goal.

7.3 Conclusion

In this project, we have assessed usability of a number of methods that were candidates
for the implementation of the empirical channel in the (S)HCBK protocols. We have
presented the weaknesses and strengths of these methods with a focus on their easy of use
and the amount of security offered. We have avoided employing more expensive methods
that may require extra devices or the less secure methods that lack human user

verification of the integrity of the exchanged information.

We have presented the various scenarios in which the (S)HCBK protocol may be applied
and the reliable channels that human users involved in the run of the protocol can use.
We have also proposed a an implementation of the empirical channel in message 2b of
the HCBK protocol may be implemented.

The project has achieved its goal of analysing human factors in the (S)HCBK protocols.
It has successfully identified human factors that may lead to compromising the overall
security of the protocol despite the protocol itself being robust. Many security protocols
have failed not because they were not technically robust, but because the designers did
not take into account human factors. As security is a chain of interconnected parts,

humans are part of that chain, and if they are not taken into consideration at the design or
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implementation stage of the protocol, they may just be that ‘weakest link’. We have
pointed out how the protect should respond in failed attack and presented the security of
the proposed empirical channels. The project has also identified new avenues of research
that will enhance the HCBK protocol specifically on the empirical channel of message

2b.
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