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Abstract. Using the pigeon-hole principle, we derive a new bound for the key length in a [-
wise almost universal hash function where the multicollision or [-collision probability is bounded
above by € € [0,1]. The important features of this bound are (1) it decreases very slowly as [
increases, and (2) the key length grows at least linearly with the logarithm of the message length.
To our knowledge, this is the first almost universal hash bound for any integer [ > 2. This work
arises from the use of [-wise almost universal hash functions in manual authentication protocols.

1 Introduction

An almost universal family of hash functions AU with parameters (K, M,b) was introduced
by Carter and Wegman [3]. A universal family consists of 2% hash functions, each of which
maps a M-bit message from {0,1}* into {0,1}® or a b-bit output. In this paper, we will
derive a AU;-bound whose [-collision probability is € € [0, 1] for any [ > 2.

Definition 1. A [-wise almost universal hash function e- AU; satisfies that for any [ distinct
and equal-length messages my,...,m; and as key k is selected randomly from {0, 1}%:

Probocpcorylhe(mi) = hi(ma) = - = hy(my)] <€

This specification arises from the use of AU; in a number of group protocols in the manual
authentication technology, including the schemes of Laur and Pasini [7], and the authors [8,
9]. In these protocols, parties have to manually compare a universal hash value of some key
and public data that they seek to agree on. An attacker therefore will attempt to fool multiple
parties into accepting more than two different versions of that piece of data. For this reason, it
is desirable that we constrain the chance of a multicollision attack as specified in Definition 1.
Moreover, to build such an e-AU;, we want to understand the theoretical constraints among
the values of different [-wise universal hash parameters, which is the bound we derive here.

We note that there have been bounds for a I-wise strongly universal hash function, which
is a stronger version of AU, due to Kurosawa et al. [6], sadly these are only proved for the
perfect case where e = 27°. What also relevant to our work is the equivalence between error-
correcting codes (ECC) and pairwise universal hash functions, and thus several ECC-bounds
have been transformed into bounds for universal hash functions [4, 11]. This strategy however
cannot be used to derive AU;-bound for [ > 2 because the minimum Hamming distance among
pairs of codewords corresponds to the pairwise-collision property in AUs. ECC-parameters
therefore do not give enough information to analyse I-collision in AU;.

Even though multicollision attacks in AU; and cryptographic hash functions are not the
same, it might be worth to mention that the idea of multicollision has been encountered
in cryptographic hash design such as the cascaded or Merkle-Damgard structure [5] and
NIST’s specification for SHA-3 candidates [1] (Section 2.B.1). Multicollision resistance in
cryptographic hash functions is also required in several identification and signature schemes [2,
5,10]. The intuitive reason is because constructing [ messages with the same hash value should
be much harder than constructing only two of these.



2 A new bound for almost universal hash functions

The following AUj;-bound tells us the lower bound for the key bitlength in terms of the
l-collision probability ¢ and the bitlengths of message and hash output. Although K, M,
and b are often integers, this bound applies to both integer and non-integer bitlengths. For
simplicity the subscript in log, is omitted as logarithms in all formulae are taken to base 2.

Theorem 1. For any integer [ > 2, if there exist a [-wise almost universal hash function
e-AU; with parameters (K, M,b), then the below conditions apply. In this bound, we define
an integer = such that 220 < [ < 2@+1b and M = bt 4+ b’ where ¢ is an integer and 0 < ¥’ < b.
(i) If &' <log(l — 1) — ab then K >log (e~ ! (| M/b] — z — 1))
(ii) If o' > log(l — 1) — xb then K > log (e~ (|[M/b] — z))

Proof. The pigeon-hole principle states that given two positive integers n and m, if n items
are put into m holes then at least one hole must contain more than or equal to [n/m] items.

For any key ki, there exists a hash value hy such that there are at least [QM *b] distinct
messages forming a set S7 all hashing to h; under the same key k1, thanks to the pigeon-hole
principle. For any choice of ko other than k1, there will also be a collection of at least {2M *wa
different messages from set S7 mapping to some hash value hy under k3. We note that the
value of hq can be either different from or equal to hs.

Since we defined 2*0 < [ < 2@+Db we can always repeat this process t — z — 1 times and
obtain at least v = {ZM_(t_x_l)b] = [2(+Db+"] distinct messages my, ..., m, where v > [,
and t — x — 1 different keys k1, ..., kt_z—1 such that

Vk € {kl, .. ~,kt_g3_1} : hk(ml) = hk(m2> = ... = hk(mv)
This leads to two possibilities:
(i) If o < log(l — 1) — xb then [ < [2@+DI+Y] < 90(] — 1), We cannot repeat the above

process further because at least [ distinct messages must be left to have a [-collision.
Thus to bound the [-collision probability above by €, we arrive at:

28 >t—z—1=|M/b)—x—1
K >log (e ([M/b] —z —1))

(ii) If b > log(l — 1) — zb then [2(=+Db+] > 26(] — 1) + 1. Repeating the above process for
one more random key k;_, will end up with at least [ distinct messages that map to the
same values under ¢ — x = | M/b] — x keys. We therefore have 2% > | M /b| — x, which
means that K > log(e (| M/b] — x)).

We cannot repeat the above process t — x + 1 times because the number of different messages
we would end up with is [2@=D0+H] < 920 < ] which is insufficient to form a [-collision. O

3 Interpretations of the new bound

We observe that the bound decreases very slowly as we increase [, which is not surprising
since the bigger [ the more unlikely a [-collision can be formed, and so fewer keys are required.
Moreover, if (¢,[,b) are fixed then as M increases K grows at least in proportion to log M.

For [ = 2, our AUs-bound is satisfied with equality by the well-studied polynomial hashing
scheme over finite field of Johansson et al. [4] where = @1 ---x; € {0,1}® for any integer
t€12,2%), k € {0,1}* and hg(z) = 1 + 22k + -+ + 2:k' !, because € = (t — 1)/2° € [27°,1),
and so K =log(¢"*(M/b— 1)). Theorem 1(i) is satisfied with equality.

For [ > 2, we give two constructions for AUs and AUs that meet the bound with equality.



(6 = 1/2)-AU3 M [TN2 | T3 |14 |15 [ TNe |17 |18 | 119
k1 0O(1(2(3(01|2|3]|0
k2 312101232 |1]0

Table 1. An AU having 2 =9, 2° = 4, and € = 1/2 requires 2% > ¢~ | M/b| = 2, due to Theorem 1(ii).

(6 = 1/3)-AU5 M T2 |TN3 |14 |15 [ TNe [ T107 |18 | 119
k1 0Oj(1(0(1j0f1(0|1|0
k2 1/0(1|11}1]0|10]0]1
ks oOj{1(0j0O|1|1]0|1]1

Table 2. An AU having 2 =9, 2° = 2, and € = 1/3 requires 2% > ¢~ (| M/b] —2) = 3, due to Theorem 1(ii).

4 Comparison against other AU-bound

To our knowledge, the only other AU-bound is due to Stinson [11] but it works with | = 2.
It is very different from our AUs-bound that can be rounded up to 2% > EMb for comparison.

Stinson’s AUs-bound: 2% > M@ - 1)
1nson - nda:
SRS ALamhou = OM(2b — 1) + 25(1 —¢)

For e = 2%, Stinson’s bound is stronger than ours for then it gives K > M — b, which means
that K grows at least linearly with M. We stress that although our AUs-bound can also be
met with equality when € = 27, it does so with a very limited range of values of (K, M,b),
i.e. M = 2K = 2b as in the polynomial hashing construction. In contrast, if € > 27° and
M > 2b, Stinson’s bound significantly underestimates K because it can never prove stronger
a bound than 25 > 2°/(¢2% — 1). In particular, when € > 27°M /(M — b) that is only slightly
greater than 27%, Stinson’s bound becomes weaker than our AUs-bound.

Our AUs-bound and Stinson’s bound therefore represent two spectrums of the asymptotic
behaviour of any AUs [4]: when € only slightly exceeds 27 the key length grows in proportion
to the logarithm of message length, but if € = 27 it will grow at least linearly.
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