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Abstract

Many security protocols are built as the composition of an application-
layer protocol and a secure transport protocol, such as TLS. There are
many approaches to proving the correctness of such protocols. One popu-
lar approach is verification by abstraction, in which the correctness of the
application-layer protocol is proven under the assumption that the trans-
port layer satisfies certain properties, such as confidentiality. Following
this approach, we adapt the strand spaces model in order to analyse
application-layer protocols that depend on an underlying secure trans-
port layer, including wunilaterally authenticating secure transport proto-
cols, such as unilateral TLS. Further, we develop proof rules that enable
us to prove the correctness of application-layer protocols that use either
unilateral or bilateral secure transport protocols. We then illustrate these
rules by proving the correctness of WebAuth, a single-sign-on protocol
that makes extensive use of unilateral TLS.

In this thesis we also present a full proof of the model’s soundness. In
particular, we prove that, subject to a suitable independence assumption,
if there is an attack against the application-layer protocol when layered
on top of a particular secure transport protocol, then there is an attack
against the abstracted model of the application-layer protocol. In con-
trast to existing work in this area, the independence assumption consists
of eight statically-checkable conditions, meaning that it can be checked
statically, rather than having to consider all possible runs of the protocol.

Lastly, we extend the model to allow protocols that consist of an arbitrary
number of layers to be proven correct. In this case, we prove the correct-
ness of the intermediate layers using the high-level strand spaces model,
by abstracting away from the underlying transport-layers. Further, we
extend the above soundness results in order to prove that the multi-layer
approach is sound. We illustrate the effectiveness of our technique by
proving the correctness of a couple of simple multi-layer protocols.
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Chapter 1

Introduction

A security protocol is a sequence of messages that are exchanged between a number
of agents in order to allow the agents to conclude that particular security goals have
been achieved. For example, a security protocol might allow a user to securely login
to a server, or to transfer money securely between accounts.

Modern security protocols tend to be constructed as two separate layers. The
bottom layer, known as the secure transport layer, is a generic secure transport
protocol, such as TLS [DROS|, that can send arbitrary messages protected in some
way. For example, the secure transport layer might guarantee confidentiality of the
messages (i.e. the messages can only be read by the intended recipient) or authenticity
(i.e. the recipient can be sure of the identity of the sender). The second layer,
known as the application layer, uses the guarantees provided by the transport layer
to provide some useful functionality. For example, WebAuth [SA(09] is an application-
layer protocol that uses the security guarantees provided by the transport layer to
provide a single-sign-on service, so that users can login to multiple websites with just
one account.

It is highly desirable to be able to prove the correctness of security protocols,
given that the correctness of even trivial protocols is often difficult to precisely rea-
son about. There are numerous examples in the literature (e.g. [Low95], JACCT08])
of protocols that have been assumed correct for lengthy periods of time before an
attack was found. There are two main tactics for verifying layered security protocols.
One option is to verify a combined protocol formed from the composition of the appli-
cation and the transport-layer protocols, using standard protocol analysis techniques.
Alternatively, verification by abstraction can be used to prove the application-layer
protocol correct in isolation, assuming only that the transport protocol satisfies cer-
tain abstract properties, rather than considering a particular implementation. For
example, WebAuth requires only that the transport layer ensures confidentiality of
messages and also authenticates the server to the client.

There are several advantages to verifying protocols by abstraction. Firstly, the
proofs are substantially simpler, as the combined protocols are often very large, and
transport-layer protocols (particularly TLS) are generally highly complex to model.
It also permits the proof of transport layer correctness to be reused for multiple
different application-layer protocols. Further, the application-layer proof no longer
depends on a particular transport layer being used, meaning that any protocol that
provides equivalent (or stronger) properties can be used instead. Lastly, such a



proof often reveals precisely why the transport layer has to satisfy some property to
guarantee the security of the application layer. This can be particularly informative
for the protocol designer, who may be able to alter the application-layer protocol to
weaken its requirements, or even change the transport-layer protocol required.

Proof by Abstraction The first contribution of this thesis is an extension to the
strand spaces model [TEHG99]|, the high-level strand spaces model, that can be used
to prove application-layer protocols correct by abstracting away from the transport-
layer protocol. Our model allows the guarantees of a wide variety of transport-layer
protocols, including TLS, to be modelled. In contrast to many other techniques, we
are also able to model the guarantees provided by so-called unilaterally authenticating
secure transport protocols, such as unilateral TLS. In these protocols, the server is
authenticated to the client, but the client is not authenticated to the server, although
the server can assume all messages come from the same source. We are also able
to model the guarantees provided by transport-layer protocols that provide session-
based properties and those protocols that, like TLS, prevent message reordering.
In addition, we provide a number of proof rules that can be used to prove the
correctness of application-layer protocols. We then illustrate the usefulness of the
model by proving the correctness of WebAuth [SA09].

The high-level strand spaces model defined in this thesis is an extension of that
developed by Kamil and Lowe [KL09, [Kam10]. The main difference between the
two versions is that in this thesis, as discussed above, we add support for modelling
the guarantees provided by unilaterally authenticating secure transport protocols.
Further, the way in which transport-layer protocols that group messages into sessions
and prevent message reordering has been improved. More detailed comparisons are
made after defining the high-level strand spaces model in Section [3.4]

The majority of existing approaches to verifying layered security protocols
[ACCOT7, [DLO8, MV09al, BF08, [KLL09| have focused, in contrast to the high-level
strand spaces model, on modelling the security guarantees provided by bilateral
transport-layer protocols, such as bilateral TLS, where each participant is authenti-
cated to the other. However, many application-layer protocols, in particular those
used on the web, are unable to make use of bilateral TLS, because each party must
possess a public-key certificate. Therefore, web-based protocols almost exclusively
make use of unilateral TLS, making it important that protocol analysis techniques
can model its guarantees. Further comparisons with related work are given in Sec-

tion [3.41

Soundness Proving a layered security protocol correct by abstraction introduces
a obligation to prove that the analysis captures all the attacks that verifying the
combined protocol would consider. Clearly, such a proof will require a number of
assumptions on the application and transport-layer protocols, as it is possible to
construct protocols that deliberately break the security guarantees of others by, for
example, deliberately leaking keys. Further, it is highly desirable for these assump-
tions to be statically checkable, in that, for a wide class of protocols, the condition
should be checkable by syntactic inspection of the protocol messages, or using pre-
existing protocol verification tools.

The second contribution of this thesis is a proof of the soundness of the high-level



strand spaces model, with respect to the Dolev-Yao model [DY83]. In particular, we
prove that, subject to statically-checkable conditions, whenever there is an attack
against the combined protocol, then there is an attack against the application-layer
protocol in the high-level model. Further, our condition is satisfied by a wide vari-
ety of application and transport-layer protocols, including TLS (although this does
require an attack-preserving transformation).

This is a particularly difficult problem for a number of reasons. The central
challenge was to ensure that the proof did not impose restrictions that prevented
real-world protocols from being modelled. For example, we could have proven the
result comparatively easily had we insisted that the messages of the the application
and transport layer were entirely disjoint. Clearly, this would have substantially
restricted the utility of the proof. Instead, we believe that our static assumptions are
satisfied by large classes of both application and transport-layer protocols, including
WebAuth and TLS. The other main complication was that the correctness proof
cannot assume a particular format for the transport-layer messages, as it requires
reasoning about arbitrary compositions of transport and application-layer protocols.

The statically-checkable conditions that we have developed take some inspiration
from [GTO00] in that the majority of the conditions are concerned with what encryp-
tions can be shared between the application and transport layers. For example, we
prohibit any encrypted term from being shared between the application layer and
certain parts of the transport layer. We also make several assumptions about what
the penetrator initially knows and how the regular agents behave. These assumptions
allow us to prove our main result as follows.

In the following, a bundle is an collection of runs of a protocol by various agents,
possibly involving the penetrator, that satisfies a number of well-formedness condi-
tions, including that every message received must have been sent and that there are
no cycles in the bundle.

1. We prove that there exists a class of low-level bundles, known as interference-
free bundles, that can be converted into high-level bundles that have corre-
sponding (in a formal sense) application-layer behaviour. This is what Chap-
ter [4 achieves by giving the translation between low and high-level bundles. A
small part of this proof is based on the work by Kamil and Lowe [KL10, Kam10].
In particular, the way in which values are related between the two strand spaces
is based in a large part on the work by Kamil and Lowe. This is clarified further

in Section (4.6l

2. Assuming that our statically-checkable condition holds, we prove that any low-
level bundle can be transformed to a corresponding (again, in a formal sense)
interference-free low-level bundle. This is done in Chapter [5| by specifying the
transformation steps required.

3. Lastly, we show that the above transformations preserve protocol failures. In
particular, we prove that the transformations from Chapter [5| ensure that if a
bundle does not satisfy a particular protocol-correctness property, then neither
does the resulting bundle. Further, we show that whenever a low-level bundle
does not satisfy a protocol-correctness property, then neither does the high-
level bundle created by the transformations of Chapter[d In order to prove this



result in Chapter [6] we define a logic in which protocol correctness properties
can be expressed.

Using the above, we can then observe that the high-level strand spaces model is
sound, in the sense that a proof of correctness at the high-level implies there can be
no bundle at the low-level that does not satisfy the property.

The soundness of general protocol composition has been widely considered before.
Most work [GT00, DDMROT, [CD08, IACGT08, [CCI0] considers when it is sound to
compose protocols in parallel (i.e. what [GM11] refers to as horizontal protocol com-
position). Generally, the results of these papers require various message disjointness
properties to hold, not unlike the properties we consider in this thesis. However, the
problem that they consider is subtly different in that we are attempting to prove the
correctness of the layers independently, even though messages are formed from those
of multiple layers.

There has been relatively little work done on the soundness of techniques that
prove protocol correctness by abstraction. The work closest to ours is [GM11], in
which the authors show that their analysis technique is sound, assuming a statically-
checkable condition. Compared to the assumptions developed in this thesis, the
conditions the authors specify are more restrictive and, in particular, TLS does not
satisfy their definition. Further comparisons are given in Section [7.4]

Multiple Layers Many application-layer protocols themselves actually consist of
more than one layer, or can be viewed as the composition of a number of layers
in order to ease analysis. For example, many web-based application-layer protocols
authenticate the user by using a username/password exchange on top of a unilateral
TLS connection. This can be viewed as the composition of a three-layer protocol,
where the bottom layer is unilateral TLS, the middle layer is the username/password
protocol and the top layer is the application-layer protocol. In the above, the real
application-layer protocol is using the combination of the unilateral TLS channel and
the username /password protocol as a bilateral TLS-like channel.

The third and final contribution of this thesis is an extension of the high-level
strand spaces model to allow protocols that consist of an arbitrary number of layers,
such as the above example, to be verified. In particular, it provides a way of modelling
transport-layer protocols, such as the aforementioned username/password protocol,
in the high-level strand spaces model.

In order to prove that the multi-layer model is sound, we firstly define what it
means for a single channel to be equivalent to the layering of two other channels.
Note that this essentially specifies how implementors of multi-layer protocols have to
implement the layering. Then, we prove that whenever the combined transport-layer
protocol can be attacked (i.e. does not satisfy the required security guarantees), then
providing the bottom transport-layer protocol (e.g. unilateral TLS) is correct, there
is an attack against the upper of the transport-layers (e.g. the username/password
protocol). Further, this attack will be present in the high-level model, thus showing
that the high-level analysis is sufficient.



1.1 Related Work

In this section we give a brief overview of relevant related techniques. We make
detailed comparisons with: related protocol verification models in Section (3.4} re-
lated soundness proofs in Section [7.4} and related multi-layer analysis techniques in

Section 8.6l

ProVerif ProVerif [Bla01] is an automated tool that can be used to verify the cor-
rectness of security protocols. By using an over-approximation, ProVerif is able to
verify systems that are of unbounded size, both in terms of the number of partici-
pants in the system, and in the number of runs of the protocol that each participant
executes. It is able to verify secrecy properties, and via some extensions [Bla09], also
authenticity properties. It does not have explicit support for verifying layered proto-
cols by abstraction, and therefore can only be used to analyse the application-layer
protocol in conjunction with a particular secure transport-layer protocol (although
there is no reason to suppose that adding support for such analyses would be par-
ticularly difficult).

In ProVerif, the protocol being modelled is represented by a set of Horn clauses.
Further, the penetrator is modelled by a set of Horn clauses that allow him to
manipulate messages that he has received. An efficient solving algorithm is then
used to determine if a certain fact can be deduced given the horn clauses. Thus,
secrecy of a term can be checked by determining if the term can be derived using
the horn clauses. The algorithm is highly effective and is normally able to terminate
quickly even on complex protocols. When ProVerif is unable to prove the security of
a protocol, it instead attempts to construct an attack on the protocol which it can
then report to the user.

Scyther Scyther [Cre08al, [Cre08b| is another automated tool that can automati-
cally verify both secrecy and authenticity properties of a wide class of single-layer
protocols. Like ProVerif, it does not have explicit support for verification of layered
protocols, and thus one has to analyse an explicit combination of the two layers. It
is also able to verify an unbounded number of sessions. In contrast to other tech-
niques that provide unbounded results, Scyther is guaranteed to terminate. Further,
even when Scyther cannot prove results for an unbounded number of sessions, it is
able to provide useful results. In particular, it gives guarantees that are essentially
equivalent to the guarantees given by bounded verification tools up to certain bound.

In order to analyse protocols, Scyther considers the traces obtained by running a
protocol, and then generates a characterisation of the protocol in the form of a finite
set of trace patterns. This set is guaranteed to cover the, possibly infinite, set of
all possible traces that the protocol could produce. In order to verify secrecy prop-
erties, Scyther considers the pattern that corresponds to a violation of the security
property. It then checks to see if any of these patterns are produced by the proto-
col. Interestingly, and unlike many other tools that support unbounded verification,
including ProVerif, Scyther does not apply any abstractions to the protocol. This
means that by construction, Scyther never produces a false counterexample.



Tamarin Tamarin [SMCB12] is an automated tool that is designed to verify prop-
erties of security protocols using a theorem-proving style approach. It has been de-
signed to analyse Authenticated Key Exchange protocols, and is distinguished from
other automated techniques in that it supports more powerful penetrators (such
as the eCK adversary [LLMO7|) who can, for example, compromise certain crypto-
graphic keys. Further, it is able to support equational theories such as Diffie-Hellman,
thus allowing many more protocols to be proven correct than using other techniques.
In contrast to other automated techniques, Tamarin also supports an interactive
mode in which the user can guide it in proving the correctness of a protocol.
Tamarin models the protocol and the penetrator using multiset rewriting rules,
thus allowing for the easy specification of many protocols. Correctness properties are
specified in a fragment of first-order logic that is sufficient to express all of the usual
secrecy and authenticity properties. Tamarin then uses constraint solving in order
to search (symbolically) for an execution of the protocol that falsifies the desired

property.

Strand Spaces The strand spaces model [TFHG99| allows non-layered security
protocols to be proven correct. In contrast to other approaches, it has been princi-
pally developed to prove protocols correct, rather than trying to find attacks against
a protocol. Since it is a proof technique, it is able to verify protocols that consist of
an arbitrary number of sessions. In the strand spaces model, each local session of an
honest agent is represented as a sequence of message transmissions and receptions.
The penetrator has complete control over all message transmissions and receptions,
and is provided with simple ways of manipulating messages. One particular strength
of the strand spaces model is its ability to track where a message came from and how
the penetrator constructs a term. The latter is particularly useful when proving the
soundness results of Chapter [5

The strand spaces model can also be used to automatically verify protocols by
using the tool CPSA [DGTO07|. This works by enumerating all of the essentially
different shapes that the protocol interactions might have, and then checks to see if
each shape satisfies the required guarantees. It is principally focused around trying
to prove the correctness of protocols that make use of various forms of authentication
checks, such as challenge-response exchanges.

The strand spaces model has also been extended to the high-level strand spaces
model [KL0O9, Kam10] by Kamil and Lowe to allow protocols that consist of precisely
two layers to be verified. This model allows the guarantees offered by bilaterally
authenticating secure transport protocols to be modelled. It also provides limited
support for protocols that group messages into sessions and protocols that prevent
message from being reordered.

We give more detailed comparisons between Kamil and Lowe’s version of the
high-level strand spaces model and the version presented in this thesis in Section [3:4]

CSP-Based Approaches In [DLO08, [DillI] Dilloway and Lowe use the process
algebra CSP [Hoa85, [Ros10] to verify, by abstraction, application-layer protocols
layered on a single secure transport protocol. Their model allows the guarantees
provided by bilateral TLS-like transport-layers to be modelled. They also define a
full hierarchy of secure transport protocols, giving examples of each.



In their approach, each honest participant is represented by a CSP process that
can send and receive messages from the network. The intruder is represented by a
process that is parameterised by the set of values that he knows. The system is then
constructed by connecting each of the honest participants to the intruder: thus, in
a sense, the intruder is the network. The different guarantees offered by the various
secure transport channels are modelled by only allowing the penetrator to overhear
certain values. Thus, for example, if a message m is sent over a confidential channel,
the intruder is not allowed to add m to his set of known values but can prevent m
from being received.

Dilloway and Lowe also extended Casper [Low98| to automatically generate the
CSP scripts required to model the protocol. Since the input format for Casper is
relatively easy to use, this makes their technique useable by a large number of people.
However, their technique can only verify systems that consist of a finite size, for
example a single client and server. This means that it cannot be used to formally
prove the correctness of protocols, although it can be used to gain a reasonable level
of confidence. Casper can also be used to verify non-layered protocols and has been
extended to verify systems that consist of an unbounded number of sessions [KR05|,
but only for single-layer protocols.

Pi-Calculus In [BF0S| the authors analyse layered security protocols using another
process algebra, the pi-calculus [Mil99]. They explain the motivation for their work
by observing that, traditionally, in the pi-Calculus most application-layer protocols
are implemented using private channels, which are extremely difficult to implement
in practice. In particular, a private channel ensures messages are always received
by the intended recipient, traffic analysis cannot be used to discover the contents of
message, and that making a private channel public does not compromise the messages
that were sent earlier in the session. These are very difficult guarantees to implement
in practice.

In order to analyse layered security protocols, they extend the asynchronous pi-
calculus to add support for communications that are sent over secure transport-layer
protocols. In this, they use a simple penetrator model that allows the penetrator to
intercept, forward or replicate messages that are sent over secure transport layers.
The intercept mode has two variants: if a message is sent to an honest agent, then
the penetrator can only obtain the transport-layer payload, whilst otherwise the
penetrator can obtain the application-layer message itself. Hence, in some sense,
this is not pure verification by abstraction, since the application-layer analysis has
to take into account the format of the transport-layer messages.

Inductive Approach The inductive approach [Pau98| allows protocols that con-
sist of a single layer to be proven correct using the theorem prover Isabelle [NWP02].
In contrast to many of the techniques above, the analysis is not automatic, and
instead the user has to guide the theorem prover in order to help it prove the re-
quired goals. However, it does support unbounded verification, meaning that it can
be used for actually proving the correctness of protocols. The inductive approach is
formalised using event lists, which are conceptually execution traces of the system.
Each event of the system either denotes an agent injecting a message into the net-
work, retrieving a message from the network, or changing internal state. The honest



agents and the intruder are then defined as predicates over event lists.

IBLP03| extends the inductive approach to verify application-layer protocols that
are layered on a simple type of secure transport protocol. This allows the guarantees
provided by confidential and authentic channels to be specified relatively easily. In
order to add support for this new events are added that correspond to messages
being sent over confidential and authentic channels. The penetrator is then given
more restricted rules for manipulating messages that are sent over such channels.

Pseudonymous Channels In [MV09a] the authors define a model-checking based
approach that allows application-layer protocols that are layered on either unilater-
ally or bilaterally authenticating secure transport protocols to be verified. The au-
thors formalise their model in the context of The Intermediate Format, or IF, that is
a transition system along with a set of rules that specify which states are considered
to be attack states. Each state corresponds to a set of facts that are true, whilst
the transition relation relates sets of facts. The penetrator model is constructed by
adding transitions that correspond to each of the ways the penetrator can manipu-
late values (e.g. concatenating, encryption etc.). A protocol is then considered to be
secure if none of the attack states are reachable from the initial state.

Protocols defined in this model can be verified using the symbolic model-checker,
OFMC [MV09b]. Originally, OFMC could only be used to verify systems of some
particular finite size. However, it has since been extended [BMI10] in order to allow
systems of an unbounded size to be verified. In order to do this, OFMC computes
progressively tighter abstractions of the protocol, until a fixpoint that contains no
false attacks is reached. This is then passed to a modified version of the Isabelle
theorem prover [NWPO02|, which uses this fixpoint in order to try and construct a
proof of the protocol correctness.

LTL In [ACCO07| the authors give an LTL-based model checking approach that
allows security protocols that consist of no more than two layers to be verified by
abstraction. The formalism supports some basic channel types that are confidential
and may or may not prevent replay attacks. It does not support the guarantees
provided by unilaterally authenticating secure transport protocols.

This LTL-based approach is formalised in a similar way to the above approach
using OFMC. Again, the protocol is represented as a transition system where each
state represents a set, of facts that are true. As with OFMC, transitions relate sets of
facts and the penetrator is modelled as a set of symbolic transitions between symbolic
states that allow him to deduce new facts, assuming that he knows other facts. Given
this model, it is easy to model the guarantees provided by different secure transport-
layers. For example, a confidential channel that ensures messages are only readable
by the intended recipient will only allow the penetrator to deduce m if the intended
recipient is the penetrator. As with other model checking based techniques, this does
not support verification of systems of unbounded size, but instead only checks to see
if there is an attack for which the trace length is bounded by a constant k. Thus,
this technique is not really able to formally verify protocols, but it can be used in
order to find attacks.



1.2 Outline

In Chapter ] we give an overview of the standard low-level strand spaces model
of [TFHG99|. In Chapter [3| we define the high-level strand spaces model, concen-
trating on modelling the guarantees provided by both unilaterally and bilaterally
authenticating secure transport protocols. We also give a number of proof rules that
can be used to prove application-layer protocols correct. We then demonstrate the
effectiveness of the rules by proving the correctness of WebAuth [SAQ09].

In Chapter [4] we formalise the relationship between the two different verification
techniques and then prove that, subject to a semantic assumption, the high-level
strand spaces model is sound. In Chapter [5| we develop our statically checkable
assumption and prove that, if a particular combination of application and transport-
layer protocols satisfies the condition, then it can be transformed to a bundle that
satisfies the semantic condition of the previous section. In Chapter [6] we define a
logic in which protocol-correctness properties can be expressed and then prove that
correctness property dissatisfaction is preserved by the transformations of the previ-
ous section and by abstraction. In Chapter [7] we prove that TLS can be transformed
to a form that satisfies our statically checkable assumptions whilst preserving any
attacks.

In Chapter [§] we extend the high-level strand spaces model to allow protocols
with an arbitrary number of layers to be proven correct. In particular, we define
a way of modelling and proving the correctness of transport-layer protocols in the
high-level strand spaces model. We also prove, using the results from the previous
chapters, that any such analysis is sound. Lastly, in order to illustrate the model’s
effectiveness, we prove the correctness of a couple of simple example protocols.

Lastly, in Chapter [J] we summarise the results of the thesis, give further com-
ments on related work and detail some future work. In Appendix [A] we give a
summary of the notation used throughout the thesis. In Appendix [B] we summarise
the assumptions that were made in the thesis.



Chapter 2

Introduction to Strand Spaces

The strand spaces model, first proposed in [TFHG99], is principally concerned with
providing a theory in which protocols can be proven correct under the Dolev-Yao
assumptions [DY83]. One major advantage of it is that it makes the conditions under
which protocols are secure explicitly clear. Its main strength as a proof technique is
that it allows the sources and ordering of the messages to be easily deduced.

In this chapter we review how the strand spaces model can be used to analyse
standard security protocols (i.e. protocols with no layering). Firstly, in Section
we describe how messages are represented in the model. Then, in Section we
describe how protocol interactions are represented before, in Section defining
how the penetrator can interact with messages. In Section [2.4] we describe how to
simplify proofs by reducing the number of possible penetrator interactions.

2.1 Term Algebra

In this section we define how protocol messages are represented in the strand spaces
model. The basic components of protocol messages are terms; a term could be an
atom, a concatenation of several terms, an encryption of a term or a cryptographic
key. In order to allow transport-layer protocols to be modelled, we extend the strand
spaces model to allow encryption keys to be generated from other terms.

Definition 2.1 (From [TFHG99]). The set of atoms 7 includes atomic messages
and two distinct subsets, firstly of names T,4mes and secondly of cryptographic keys
K with a distinct subset of symmetric keys Ksyy,. We assume that the set of names
is partitioned into two distinctE] subsets, Tnames and Trtames that represent the set of
names that honest (regular) agents and dishonest (penetrator) agents use, respec-
tively. We also assume that there exists a function giving the inverse of a key k € IC,
written k=7 and functions giving the public and secret key of a name, which we write
as PK(A) and SK(A) for A € Trames-

The set of terms A is freely generated from the closure of 7 under encryption
(written as {ml};) and concatenation (written ¢; "¢2). ° is defined as being right
associative, i.e. t; "to "tg is interpreted as t; "to " tg.

The set of key generation functions Kgf consists of functions that generate sym-
metric keys from terms; hence for all g € Kgf, g : A — K. We assume that each

"We relax this slightly in the next section.
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function g € Kgf is injective and that distinct key generation functions have disjoint
ranges. A key k € I is complex iff there exists g € Kgf and ¢ € A such that g(t) = k,
and is simple otherwise. If k is complex then k is symmetric, i.e. k = k=7.

We assume an ordering relation, the subterm relation, C, over A such that ¢; T
to iff ¢£; can be obtained from t» by a finite number of decryption and splitting
operations. The relation ingredient is defined as the least reflexive transitive relation
such that: k ingredient {{m[};, m ingredient {m[}x, t; ingredient t; “to, to ingredient
t; "tg, and t ingredient g(t).

The set Ap C A of public terms is the set of terms that the penetrator initially
knows. The sets T7p = Ap NT and Kp = Ap N K are the sets of atoms and keys
initially known to the penetrator, respectivelyﬂ

Note that the C relation is defined such that k Z {{m[}y; intuitively, k£ is not
contained within (and cannot be extracted from) {|ml} as it is used only to construct
the message. In contrast, k ingredient {|ml};, and indicates that & is required in order
to construct the message {m/}.

Whilst the term algebra does not include explicit support for hash functions, it
is possible to model protocols that use hash functions by making use of key gener-
ation functions. For example, hashing a term ¢ using a hash function h could be
modelled as encrypting 0 using h as a key-generation function; i.e. {|0[};;). Note
that this is equivalent to hashing since the algebra provides no way of inverting the
key generation function to reveal the the value of .

Since A is freely generated from 7T it follows, for example, that m;  mgs = ms " my
iff m; = mg and mp = my. Further, no concatenation can ever be mistaken for an
encryption, or vice-versa. This does preclude type-flaw attacks where the intruder
exploits the fact that a message can be interpreted in two different ways.

Note that the way we model key-generation functions differs from [Kam10} [KL11]
where the authors instead defined key-generation functions as taking an arbitrary
number of atoms as arguments, rather than terms. Further, they added explicit
support for hash functions in the algebra. We believe that the above model is more
general, in that it allows for keys to be generated from arbitrary terms. Further, by
not differentiating between hash functions and key-generation functions, we simplify

some of the formalisation. We discuss further differences between the approaches
after Definition 2.15

2.2 Strand Spaces

We now describe how to actually model the protocol interactions. A strand represents
one principal’s view of one run of the protocol; in particular it consists of a sequence
of message transmissions (written +t¢) and receptions (written —¢). For example,
the strand (—t,+t) represents a principal who received one message, t, and then
immediately echoed it out. A strand space is an arbitrary set of strands; however,
generally a strand space will be defined relative to a particular protocol and will
contain all strands that are possible in that protocol.

2Note that this differs from [TFHC99], which assumed a set of public atoms only. We use a set of
public terms instead in order to allow the penetrator to initially know values that are encrypted, but
for which he does not know the plaintext. This is useful when modelling protocols, such as WebAuth
(cf. Section , where participants are issued with tokens that only the issuer can decrypt.

11



StA {lnalprp) B
«— e

ﬂ {na"nsl}pr(a) M

o—— O

H {|”B|}PK(B) ﬂ

o ————m 0

Figure 2.1: A graphical representation of a bundle containing one complete run of
the Needham-Schroder protocol.

It is worth noting that the strand spaces model makes no assumption on how
messages are sent and received; it assumes only that when receiving a message there
is a unique sending strand and when sending a message that multiple strands may
simultaneously receive it.

Definition 2.2 (From [TFHG99]). A signed term is a pair (o, a) with a € A and
o € {+,—}. A signed term is written as either +¢ or —¢. The set of finite se-
quences of signed terms is denoted by (+£.A4)* and a typical element is of the form

(@1t s (T tn)).

Definition 2.3 (From [TFHG99]). A strand space over A is a set X together with
a trace mapping tr : X — (£.A)*. Fix a strand space X:

1. A node is a pair (s,i) with s € ¥ and i € {1..[tr(s)|}. We say that the node
(s, 1) belongs to the strand s. Note that every node belongs to a unique strand.
The set of nodes is denoted by N.

2. If n = (s,i) € N then index(n) = i and strand(n) = s. Furthermore, msg(n)
is defined to be tr(s);.

3. There is an edge n; — ny if and only if there exists a € A such that msg(n;) =
+a and msg(ng) = —a.

4. There is an edge n; = ng if and only if n; = (s,¢) and ng = (s,i+ 1). The
transitive closure of = is written =7.

5. An unsigned term ¢ originates at a positive node n € N iff ¢ C msg(n) and,
for all nodes n’ such that n’ =% n, t [Z msg(n').

6. An unsigned term ¢ is uniquely originating iff ¢t originates on a unique n € N.

A bundle, defined formally below, represents possible real-world runs of the pro-
tocol; in particular it is a set of strands such that every message that is received by
a strand is sent by another strand in the bundle. For example, given the Needham-
Schroeder public-key protocol [NS7§|, the set containing the following strands:

(Hnalt pr By, —{na”nel prc(a), HnB} Pr(B))
(—{lnalt P (B)s +Ina" nBl} pr(a), —{InB Pr (B))

is a bundle representing exactly one complete run of the protocol. A graphical
representation of this bundle can be seen in Figure 2.1]
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Observe that the above definition of a strand space allows us to view a strand
space as a connected graph G = (N, — U =). We can therefore define a bundle as
a sub-graph of G that satisfies certain well-formedness conditions, as follows.

Definition 2.4 (From [TFHG99|). Suppose -5 C —, =5 C = and B =
(NB, =B U=p) is a subgraph of (N,— U=). Then B is a bundle iff:

1. B is finite;

2. If ng € N and msg(ng) is negative then there exists a unique n; such that
n; € Ng and n; —g ns;

3. If ny € Ng and n; = ny then n; =5 ng;

4. B is acyclic.

The set of regular nodes in a bundle B is denoted by N5¥.

Note that it is possible to define a bundle such that certain values (e.g. certain
encryption keys, or nonces) are created only on one strand (or on no strands at all).
This is very important since most security protocols depend on certain values only
originating once for their security and integrity. Therefore, almost all strand spaces
proofs include an assumption that a certain value is only created on one strand in a
particular bundle.

Definition 2.5 (From [TEFHG99]). A node n is in a bundle B = (N, —p U =5),
written n € B, iff n € Ng. A strand s is in B iff a non-empty subset of its nodes are

in NVg.

It is sometimes useful to be able to express that a particular principal in a protocol
has got beyond a certain point. For example, in the case of the Needham-Schroeder
protocol one correctness property could be expressed as: if the responder has just
received the third message then there must exist an initiator strand of length 3 such
that they agree on n, and mn;,. Formally we define the notion of strand height, which
allows us to express such properties, as follows.

Definition 2.6 (From [TFHG99)]). If B is a bundle then the B-height of a strand s
is the largest ¢ such that (s,7) € B.

When considering where a term originated it is often necessary to reason about
the ordering of several nodes, possibly on different strands. Therefore, we define a
relation < that orders any pair of nodes where there is a path between them in the
bundle graph.

Definition 2.7 (From [TEFHG99)]). If S is a set of edges, i.e. S C— U =, then <s
is the transitive closure of S and =g is the reflexive, transitive closure of S.

Lemma 2.8 (From [TFHG99]). Let B be a bundle; then <p is a partial order (i.e.
a reflexive, antisymmetric, transitive relation). Every non-empty subset of the nodes
in B has <g-minimal members (this is abbreviated to < when the bundle is clear;
further minimal will always mean <p-minimal).
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2.3 The Penetrator

The capabilities of the penetrator are defined by the operations that he can perform.
In the case of the strand spaces model this means that we need to define strands that
allow the penetrator to manipulate messages in appropriate ways to expose attacks.
In particular we give the penetrator the ability to:

e Encrypt any message for which he knows the key and the message;
e Decrypt any message for which he knows the decryption key;

e Concatenate and split messages;

e Send any message he initially knows (i.e. any message from Ap).

Note that we do not allow the penetrator to perform any cryptanalysis as we assume
perfect encryption as in the Dolev-Yao model. We define the penetrator strands that
correspond to these abilities below.

Definition 2.9 (From [TFHG99| and [KL11]). A penetrator strand is one of the
following:

M Text message: (+t) where t € Ap;

C Concatenation: (—tg, —t7,+tp " t1);

S Separation into components: (—tg ts,+tg,+1t1);

E Encryption: (—k, —¢, +{t[lx);

D Decryption: (—k~1, —{|t[}x, +1);

KG Key generation: (—t,+g¢(t)) where g € Kgf.

On a D or E strand the incoming edge with &k on is known as the key edge.

It is possible to model a more powerful penetrator by defining extra penetrator
strands. For example, if it was desired to verify a protocol under the assumption that
the encryption being used was vulnerable to known-plaintext attacks the penetrator

strand (—m, —{m[}x, +k) for m € A, k € K, could be added.
Definition 2.10 (Adapted From [TFHG99)).

e An infiltrated strand space is a tuple (X, P, Ap) with X a strand space, P C X
and containing only penetrator traces, and Ap C A containing the penetrator’s
initial knowledge.

e A strand s is a penetrator strand iff s € P and a regular strand otherwise.

e A node n is a penetrator node iff the strand it lies on is a penetrator strand
and a regular node otherwise.

One useful concept is that of penetrator paths; these are sequences of penetrator
nodes where the first and last nodes are also allowed to be regular and that correspond
to transformations performed by the penetrator on a message.

14



Definition 2.11 (From [GT02|). A path p through a bundle B is a finite sequence of
nodes and edges such that for each consecutive pair of nodes m and n either m — n,
or m =T n with msg(m) negative and msg(n) positive. A penetrator path is a path
where every node, aside from possibly the first and the last, is a penetrator node.

Two bundles are defined to be equivalent if they have the same regular behaviour;
i.e. it does not matter how the penetrator achieves certain regular behaviour, only
that he has managed to cause it.

Definition 2.12 (From [GT02]). Bundles B, B’ of a strand space X are equivalent
iff they have the same regular nodes.

2.4 Penetrator Efficiency

Clearly, the number of interleavings of the penetrator strands defined above is ex-
tremely large since the penetrator may carry out arbitrarily many sessions in parallel
and may put the strands together in any order. This complicates proofs of proto-
col correctness and thus, in this section, we consider how to reduce the number of
possible combinations.

In [GT02] Guttman and Thayer develop the notion of normal bundles as well
as considering redundancies in bundles. They prove that for any bundle there is an
equivalent normal, redundancy-free bundle.

Guttman and Thayer identify an inefficiency in [GT02] when the penetrator
builds a value and then immediately destroys it. There are two different ways in
which this can be done:

1. The intruder first encrypts a value ¢ with & (on a E strand) and then decrypts
it using k=7 (with a D strand);

2. The intruder first concatenates ty and t; (using a C strand) before splitting
them (on a S strand).

Clearly in both these cases the redundancies can be easily eliminated as show in
Figure We formalise this as follows.

Definition 2.13 (From |GTO02]). A redundancy in a bundle B is any labelled sub-
graph of B that consists of either an E strand followed by a D strand, or a C strand
followed by a S strand.

Lemma 2.14 (From |[GT02|). Given any bundle B there exists an equivalent bundle
B’ that contains no redundancies.

We can generalise the above concept by categorising the penetrator strands into
three different types; constructive, destructive and initial. A constructive strand
creates a term larger than its input; a destructive strand creates a term smaller than
its input and an initial strand introduces a new term.

Definition 2.15 (Based on [GT02]). A ="-edge is constructive if it is part of a E,
KG or C strand. It is destructive if it is part of a D or S strand. A penetrator node
is initial if it is a M node.
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(b) Eliminating C-S redundancies.

Figure 2.2: Eliminating redundancies from bundles; the dashed lines represent how
the — relation is redefined in the resulting redundancy-free bundle.
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In [Kam10l [KL11] the authors instead defined KG strands as destructive, rather
than constructive. This made sense in their model where all of the inputs to a
key generation strand had to be atoms, and thus would naturally occur after other
destructive strands. Since KG strands are defined as taking terms in this thesis, rather
than atoms, it is no longer natural to define KG strands as destructive. Defining KG

strands as constructive will actually simplify many of the proofs, particularly in
Chapter

Definition 2.16 (Based in [GT02]). A bundle B is normal if for any penetrator path
of B, whenever a constructive edge sends to a destructive edge, the constructive edge
must be a KG strand (i.e. the KG strand must feed into the key-edge).

Intuitively, a normal bundle is one where the penetrator first de-constructs any
term that it needs in order to build the new term, and only then starts constructing
the outgoing term. In particular, if the bundle does not contain KG strands, then
every destructive edge precedes every constructive edge (i.e. no destructive edge
occurs after a constructive edge).

Lemma 2.17 (Bundle Normal Form Lemma — Based on [GT02]|). For any bundle
there exists an equivalent normal bundle.

Proof. This is a straightforward adaptation of the proof from [GT02]. O]
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Chapter 3

Veritying Protocols by Abstraction

In this chapter we define an extension of the strand spaces model of the previous
chapter, the high-level strand spaces model, which can be used to verify protocols that
consist of precisely two layers. In particular, it enables protocols to be proven cor-
rect by abstracting away from the underlying transport-layer protocol. Further, the
model is able to support the guarantees provided by a wide-variety of transport-layer
protocols, including both unilaterally and bilaterally authenticating secure transport
protocols.

The model we present in this chapter is based on that given by Kamil and Lowe
in [KL09]. The main difference between the two versions is that in this chapter, as
discussed in Chapter [, we add support for modelling the guarantees provided by
unilaterally authenticating secure transport protocols. Further, the way in which
transport-layer protocols that group messages into sessions and prevent message
reordering has been improved. We discuss the precise differences in Section [3.4]

In Section we define the high-level strand spaces model. In Section we
define and prove some proof rules that can be used to easily construct correctness
proofs for application-layer protocols. In Section we then prove the utility of
these proof rules by proving the correctness of WebAuth [SA09], a single-sign-on
protocol.

The contents of this chapter previously appeared in [GRL11]. The only difference
with the version that is presented here is that the model is now able to model the
guarantees provided by transport-layer protocols that prevent messages from being
reordered.

3.1 The High-Level Strand Spaces Model

In this section we actually define the high-level strand spaces model. We start, in
Section [3.1.1} by defining the basics of the high-level strand spaces model, including
the necessary adaptations to support unilaterally authenticating secure transport
protocols. In Section we define the operations that the penetrator is allowed
to perform, in particular adding support for the penetrator manipulating messages
sent over secure channels. Lastly, in Section we adapt the low-level notion of
normality defined in Definition to the high-level strand spaces model, in order
to simplify the proofs that we give.
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3.1.1 Basic Definitions

We consider a channel as an object that allows two participants to exchange mes-
sages: messages sent at one end of the channel are intended to be received at the
other end. A fundamental property of many transport protocols, including TLS, is
that a principal is able to send or receive on a channel only if she has the relevant
cryptographic keys; these are different in different channels, which prevents messages
being replayed between sessions.

A channel end conceptually encapsulates all the information that is required to
communicate on a channel. However, as we abstract away from the details of the
transport protocol, we treat channel ends as opaque values. For generality, we also
consider channels (for protocols that are weaker than TLS) that do not provide such a
separation between sessions; we denote the channel end by 7 in such cases. Messages
will be addressed by channel endpoints that consist of a name and a channel end. In
channel endpoints we also permit the name to be 7; this corresponds to a message
where the sender has no name, as in the case of unilateral TLS. We therefore expand
Trames to include ?.

Definition 3.1. We assume a set of channel types, Channels, that contains a value
1 that represents the channel that provides no security guarantees. In examples,
we write TLSC~5 and TLSS—C to represent the channel types of a unilateral TLS
connection from client to server and server to client respectively.

C denotes the set of channel ends. It has two subsets: penetrator channel ends,
CPe" known to the penetrator; and regular channel ends, C™, known only to regular
agents; we have C" N CP" = {7}.

The set of reqular endpoints T is defined as Tnames x C™; the set of penetrator
endpoints TP as Tilumes X CP"; and the set of endpoints T as 9 UZP" (note that
9N IPr = {(?,7)}). We denote a typical member, (A,9) € Z, as Ay. Given an
endpoint Ay, name(Ay) = A and end(Ay) = .

The set of sequence numbers, denoted S, is defined as NTU{__} where __ indicates
no sequence numbelﬂ (which is used when the protocol does not consider the order
in which messages are received). We assume honest agents check that incoming
messages are being received in the correct order, and that any messages they send
are numbered correctly.

High-level terms model data being sent across the network. They are of the form
(Ay, By, i, m, c), which represents that this is the i application-layer message
sent from A’s channel end 1) to B’s channel end ¢ along a channel of type ¢ containing
an application-layer term m.

Definition 3.2 (Based on [KL09|). A high-level term is a tuple of the form
o(Sy, Ry, t, m, c¢) where:

e 0 € {4, —} which represents a message being sent or received respectively;

e Sy € 1: is the claimed sender of m;

! There is no reason why we could not allow an arbitrary partially ordered set to be used as the
set of sequence numbers. In particular, the soundness proofs of later sections would not require any
alteration. We make the above restriction in order to simplify the presentation.
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e R4 € 1: is the intended recipient of m;

e | € §: is the sequence number of this message;

e m € A is the application-layer message;

e ¢ € Channels is the channel type along which the term is communicated.

Let A denote the set of high-level terms. The set of finite sequences of high-level
terms is denoted by A*. We abbreviate (Sy, Ry, _, m, c)to(Sy, Ry, m, c). Given
a high-level term ¢t = (Sy, Rg, s, m, c), we define sender(t) = Sy, recipient(t) =
Ry, seqno(t) = s, appmsg(t) = m and chan(t) = c.

From the above definition of high-level terms, high-level nodes, strands, high-level
strand spaces, high-level bundles and high-level origination can be defined analo-
gously to the standard case presented in Chapter 2 We also lift the definitions of
sender(t), recipient(t) etc to be defined over high-level nodes by defining sender(n)
as sender(msg(n)), for example.

Channel types determine the acceptable format of high-level terms. In particular,
they determine whether the sequence number is _, or has to be from N* and, in
addition, they determine the permissible channel endpoints. For example, if two
high-level terms both have the same channel type then either both have _ as the
sequence number, or neither do. Further, if the channel was a bilateral TLS channel
then the sender and recipient endpoints Ay, and By could not contain 7, either as a
name or a channel end; conversely, if the channel was a TLs®—S channel, where the
sender’s name is not authenticated, then the sender’s channel end would be of the
form ?7,. These assumptions are formalised in the following assumption.

In the following we also assume that a high-level term only uses sequence numbers
if it also uses channel ends. This is because, without channel ends, it is not possible
to group messages into logical sessions and thus it is impossible to decide which
messages must have consecutive sequence numbers.

Assumption 3.3. For every channel ¢ € Channels:

1. Either every high-level term (Sy, Ry, i, m, c) € A has S = ?, or none has
S =71

2. Either every high-level term (Sy, Ry, i, m, ¢) € A has 1 = ?, or none has
Yv=71

3. Either every high-level term (Sy, Ry, i, m, c) € A has R = ?, or none has
R=7,

4. Either every high-level term (Sy, Ry, i, m, c) € A has ¢ = ?, or none has
p="1

5. Either every high-level term (Sy, Ry, i, m, c) € A has i = , or none has
i=_

6. If a high-level term (Sy, Ry, ¢, m, ¢) € Ahasi# , thent #7?and ¢ # 7.
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Figure 3.1: An example bundle illustrating how a regular agent on strand stc can
retrieve email from a server on strand stg via a hypothetical protocol.

Note that if a strand makes exclusive use of bilateral protocols then the sender’s
name will typically be the same on each node and would be the name contained in
her certificate.

Definition 3.4. Fix a strand space X. The function endpoints : X — P (") gives
the set of endpoints that a regular strand uses. If n is a node on regular strand st
with msg(n) = o(Sy, Rg, m, c), then: if 0 = + then Sy € endpoints(st); and if
o = — then Ry € endpoints(st). Similarly, ends : X — P (C"™) gives the set of
channel ends that a regular strand uses. Further, we assume that in every high-level
bundle, channel ends are partitioned by strand. Formally, for every pair of regular
strands st and st’ in B:

st # st' = ends(st) Nends(st’) C {?}. (3.1)

As an example consider Figure [3.I] This bundle represents a client retrieving e-
mail via a hypothetical protocol that makes use of unilateral TLS. It contains a client
strand st and a server strand stg, such that ends(st¢) = {1} and ends(stg) = {¢}.
All messages are sent over a unilateral TLS channel where the server is authenticated
and the client is not; therefore, the client is identified as 7 in every high-level term.

This example also illustrates the necessity of channel ends. Note that we need
to ensure that Messages is sent back only to the source of Passwd, even though
the client herself isn’t authenticated by the transport channel. Without the channel
ends, a message sent along a unilateral channel ¢ to the unauthenticated end would
be represented by (S, 7, m, ¢). As this representation does not identify the recipient
in any way, it would not be possible to decide if the penetrator was allowed to receive
the message. Later we will specify that, for TLS-like channels, the penetrator is able
to send and receive messages only on penetrator channel ends (i.e. in CP®"), thus
ensuring he is unable to receive the second message.

We now make an extra assumption that sequence numbers, if used, are properly
implemented. In particular, we need to assume that, on a regular strand between any
two channel ends, the sequence numbers of the messages (if not _ ) are contiguous
and start from 1 (i.e. they are a prefix of (1..)).

Assumption 3.5. For all regular strands st in X, the function th® : C x C — S*,
which returns the list of sequence numbers sent between two channel ends on a
strand, is defined by:

th* (1, ¢) = (seqno(msg(st,4)) | i € (1..), < |st|,
end(sender(msg(st,1))) = v, end(recipient(msg(st,1))) = ¢).

For all regular strands st, and all 1, ¢ € C, either th*! (¢, ¢) < (1..), or th® (¢, ¢) €
{_}.
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3.1.2 The Penetrator

We now consider how to model the capabilities of the penetrator. We start with mes-
sages that are sent over the unprotected channel L (i.e. not over a secure transport
protocol). Clearly, we need to model the penetrator as the full Dolev-Yao penetrator
and therefore we allow the penetrator to perform all the usual actions.

Definition 3.6 (From [KL09|). The application-layer penetrator strands are strands
of the following formﬂ

M Text message: (+(7, 7, _, r, L)) where r € Ap;
C Concatenation: (—(7, 7, _, tg, L), —(?, 7, _, t1, L), +(?, 7, _, to"t;, L));
S Separation: (—(?, 7, _, to"ty, L), +(?, 7, to, L), +(7, 7, ty, L));

E Encryption: (—(?, 7, _  k, L),—(?, 7, ¢, L),+(, 7 _, {tl}x, L)) where
kek;

D Decryption: <_<?7 ?7 — k_lv L)7_(?7 ?7 — {’t’}k)7+(?7 ?7 _ t L)) where
kelk;

KG Key generation: (—(7, 7, _ ¢, L), +(?, 7, _, g(t), L)) where g € Kgf.

We now consider what the penetrator can do with messages sent over a secure
transport channel. For ease of exposition we firstly consider a restricted model in
which the only secure transport protocols are bilateral and unilateral TLS. Clearly,
we must allow the penetrator to receive messages intended for him, and to send
messages coming from himself.

Definition 3.7 (Based on [KL09|). The transport-layer penetrator strands for TLS-
like protocols are of the following form, where ¢ # L:

SD Send: (—(?, 7, _, m, L),+(Py, By, i, m, c)) where P, € IP" By € I"
1€S;

RV Receive: (—(Ay, Py, i, m, ¢),+(?, ?, _, m, 1)) where Py € ZP*" Ay € I,

Note that the side conditions By, € I"™ and Ay € I"™ in the above avoid
redundancies caused by the penetrator sending a message to himself, but do not
otherwise restrict him.

Observe that SD strands allow the penetrator to send messages to regular strands
from the client end of a unilateral TLS connection, and to claim to be some honest
agent A within the application-layer message, e.g. +(?y, Bys, A"..., T25°~5). How-
ever, from the server end of a unilateral TLS (or bilateral TLS) connection, he has to
use a penetrator identity P € Trgmes such that P # ?, e.g. +(Py, 7y, m, TLSSC),
so couldn’t claim to have an identity other than P within m. Similarly RV strands
allow the penetrator to receive, at the client end, messages intended for regular
agents, e.g. —(Ay, 7y, B..., TLSS2C). But at the server end, such a message
would have to have a penetrator identity as the recipient to allow a RV strand,
e.g. —(7, Py, P"..., TLSO5).

2We abbreviate 7, to ?, for simplicity of notation.
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Figure 3.2: A figure illustrating how the penetrator can check his email, using the
same protocol as Figure

Further, the definition captures session properties of TLS-like protocols. The
condition Py € ZIP" ensures that if a regular strand receives two messages
(?7y, Bs, m, c) and (?y, Bg, m’, c¢), either both came from another regular strand
(if 7, € Z"9), or both come from penetrator SD strands (if 7, € ZP*"). Thus we
claim that this model accurately captures the penetrator’s capabilities when using
TLS-like protocols.

Figure (3.2 gives an example illustrating how the penetrator can use these strands
to check his email, using the same hypothetical protocol as earlier.

Generalising the secure transport protocol

For secure transport protocols that are weaker than TLS, there are many other ways
for the penetrator to interact with transport messages. We consider how to generalise
the above in order to model such protocols. In particular, we follow the approach
taken in [DLOS, [KLO9| to define a more general penetrator that can also:

e Learn a message sent to an honest endpoint (i.e. overhear);
e Fake a message as coming from an honest endpoint;

e Hijack a message, redirecting it to a different endpoint, and/or re-ascribing it
as coming from a different endpoint (changing name and/or channel end);

e Alter the sequence numbers of messages (i.e. reorder messages).

Later, we will restrict the use of such strands to channels that do not provide confi-
dentiality (in the case of learning) or authentication (in the case of faking, hijacking
or reordering). Formally, we exclude penetrator strands from the strand spaces ac-
cording to the guarantees it provides (noting that this introduces a proof obligation
on the transport protocol). For example, in the case of bilateral TLS we exclude all
of the above penetrator strands from the strand space.

We define strands corresponding to each of the above behaviours below.
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Definition 3.8 (Based on [KL09]). The transport-layer penetrator strands are SD
and RV strands, as above, and strands of the following forms, where ¢ # L:

LN Learn: (—(Ay, Bg, i, m, ¢),+(?, 7, _, m, L)) where Ay, By € I,
FK Fake: (—(7, 7, _, m, L),+(Ay, By, i, m, ¢)) where Ay, By € I, i € S;

HJ Hijack: (=(8y, Ry, i, m, ¢),+(S),, Ry, i, m, c)) providing either Sy, # S,
or Ry # R;s,;

RN Renumber: (—(Ay, By, i, m, c¢),+(Ay, By, ', m, c)) where ¢/ € S and ¢’ #
1.

Note that by Assumption [3.3]it is not possible for a HJ strand to change a message
that uses 7 as, for example, the sending channel end to one that uses a value # 7.

Having defined the set of penetrator strands, we lift the usual definitions of
penetrator paths, penetrator nodes and bundle equivalence from the low-level strand
space definitions in the obvious way.

The restrictions on 7 in HJ strands prevent a unilateral protocol from being
transformed into a bilateral protocol, or vice-versa. Similarly, the restriction on __in
RN strands prevents protocols that do not have sequence numbers being transformed
into those that do, and vice-versa.

As an example of how these strands can be used by the penetrator consider the
following protocol that allows a user to send a message to another user via a trusted

server.
1.U¢—> S¢ A
2.U¢—> S¢, tm
3.S¢—> AX m

There are a number of attacks against this protocol, even when it is layered on top of
a reasonably secure transport protocol. For example, suppose the secure transport
protocol provides a guarantee of confidentiality, but does allow some hijacks. Further,
suppose that the user attempts to send two messages, m; and mg, to two different
users P € Thimes and B € Trames over two separate connections. It follows that
the penetrator can take message 1 of connection 1 and change the sending channel
endpoint to match that of connection 2 so that it appears as message 1 of connection
2. Therefore, mg will be routed to the penetrator which could potentially be a breach
of confidentiality. Figure illustrates this attack.

Note that even if the protocol disallows HJ strands it is still possible to find
attacks against a slightly generalised version of the protocol. For example, suppose
we extend the protocol so that it allows a user to send multiple messages, each to a
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Figure 3.3: A graphical representation of a re-ascribe hijack attack by the penetrator,
assuming that P € Tmes but B € Tngmes. The above RV strand should not be
allowed as the intended recipient was B, who is honest.

different recipient, over one connection:

1.Uy — Sy : P
2.Uy — Sg: my
3.84 — Py :my
4.Uy — Sy : B
5.Uyp — Sy my
6.54 — By 1 mg

Suppose the user attempts to send two messages, m; and mg, to two different users,
P € Tlimes and A ¢ Tlihes over a channel that does allow renumbering. Clearly,
the penetrator could copy, renumber and then re-send message 1 as message 4 and
thus receive mg, which he is not entitled to receive. This attack is illustrated in
Figure

Channel Properties

We now define channel properties that restrict the penetrator’s behaviour. There
are many different channel properties. We consider only the most important; other
definitions could be made if specialised applications require them.

The first property we consider is confidentiality. Intuitively this needs to prohibit
the penetrator from learning any value that was sent along a confidential channel to
a regular agent. Clearly, this requires LN strands to be prohibited, however, this is
not sufficient. For example, suppose A, sends a message to By along a confidential
channel c; if the penetrator could redirect the message to P, € ZP°", then he would
be able to do a receive and thus can obtain the message indirectly; we therefore
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Figure 3.4: A graphical representation of a renumbering attack by the penetrator,
assuming that P € Tlimes but B € Trnames- The second RV strand should not be
allowed as the intended recipient was B, who is honest.

prohibit such behaviours. Lastly, renumbering has to be prohibited since, as was
shown in Figure [3.4], it can be used to break confidentiality.

Definition 3.9 (Confidential). Let channel ¢ satisfy C. Then the strand space
contains no LN or RN strands on ¢, or HJ strands of the form (—(Sy, Ry, m, c),
+(S}, Ry, m, c)) where Ry # R}, and Ry € I".

Note that the above definition also prohibits changing the recipient from Yy, to
Yy where Y € Tpames and 1,9’ € C™, i.e. it prevents the receiving channel end
from being changed, even if it is still being received by the same entity. Intuitively
this can be justified by considering that a single agent may be running multiple
services that hold data in different levels of security. If the agent also broadcasts
data that was received at a lower security level, then it is essential that data cannot
be re-routed to different services and thus different channel ends.

Many application-layer protocols require some guarantee that messages came
from a certain source and that they were intended for a particular destination,
i.e. that the channel is an authenticated one. Clearly, this means that FK strands
must be prohibited on this channel. Furthermore, hijacks must also be prohibited
since these allow messages to be sent to unintended destinations and for messages to
have incorrect purported senders respectively.

Definition 3.10 (Authenticated). Let channel c¢ satisfy .A. Then the strand space
contains no FK or HJ strands on c.

The conjunction of the A4 and the C properties is known as AC. Note that, the
only penetrator strands allowed are SD and RV strands and therefore, as discussed
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earlier, it corresponds to the security guarantees modelled by TLEﬂ

3.1.3 High-Level Normality

As with the low-level strand spaces model, there are a large number of ways for
the penetrator to construct and send a given message. Such redundancies have the
potential to complicate proofs and therefore, as in the low-level strand spaces model,
we will require a normal form for high-level bundles that avoids various redundancies.

In particular, we will require not only that bundles contain no low-level redun-
dancies, as per Definition but also that there are no redundancies amongst the
high-level strands. For example, multiple adjacent RN or HJ strands will be pro-
hibited, as will SD or FK strands which are followed by RV or LN strands. In this
section we define what it means for a bundle to be normal and then prove that every
bundle is equivalent to a normal bundle.

We proceed as per the low-level case, and begin by defining what it means for
="T_edges to be constructive and destructive. This definition is then used to define
several types of penetrator paths, which are then used to define what it means for a
bundle to be normal. We formalise these notions as follows.

Definition 3.11. A =T-edge is constructive if it lies on a E, C, KG, SD or FK strand,
destructive if it lies on a D, S, RV or LN strand, or normal if it lies on a HJ or RN
strand.

A penetrator path p in a high-level bundle B is constructive iff it consists entirely
of constructive edges, destructive iff it consists entirely of destructive edges, or normal
iff either:

e p is a single HJ or RN strand; or
e p is the concatenation of a HJ and RN strand, in no specified order; or

e Whenever a constructive edge sends to a destructive edge in p, the constructive
edge must be a KG strand..

A high-level bundle B is normal iff every penetrator path that does not traverse a
key edge is normal.

In order to prove that every high-level bundle is equivalent to a normal bundle,
we will require several closure-like assumptions on what transport strands the strand
space contains. For example, by the above definition, penetrator paths that consist
of a SD strand followed by a HJ strand are prohibited. Thus, in order to prove our
result we need to replace this by a single FK or SD strand, that sends the message
to the correct agent immediately. Therefore, we need to ensure that whenever the
strand space contains the SD-HJ strand pair, it also allows the equivalent FK or SD
strand. More generally, we need a number of (reasonable) assumptions about what
strands the strand space has to allow, given that it allows a particular strand or pair
of strands. In general, the following assumptions are justified by observing that the
behaviour performed is identical.

30f course this requires a proof that TLS does indeed satisfy the claimed properties. Such a
proof can be found in [KLI11].
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Assumption 3.12. X satisfies the following properties:

1. SD, FK, RV, LN and HJ strands are not disallowed on the basis of sequence
numbers. Formally, if st; = ((Ay, By, 1, m, 0)7(A;p” By, i, m', ¢')) is such
a strand, then whenever st; is in X and i # _, sty is in X for all i’ € N7,

2. If a HJ strand followed by a RV or LN strand is in the strand space then the
equivalent RV or LN strand is also in the strand space. This is illustrated in

Figure

3. If a SD or FK strand followed by a HJ strand is in the strand space then the
equivalent SD or FK strand is also in the strand space. This is illustrated in

Figure

4. If multiple adjacent HJ strands are in the strand space then then the equivalent
singleton HJ strand is also in the strand space.

5. Suppose sty is a RN strand that alters a sequence number from 4 to /. If st;
is in the strand space then st;s is in the strand space for each i’ € NT.

6. If a HJ followed by a RN followed by a second HJ is in the strand space, then
an equivalent HJ-RN or RN-HJ strand pair must also be in the strand space.

This assumption is sufficiently general to permit all sensible channel types: in
particular, the strands that are removed from the strand space by A, C and AC are
compatible with the above definition. Note that if a channel type that did not satisfy
the above assumption then, by altering what it means for a bundle to be normal, it
may be possible to permit it.

Using the above we can now show that every bundle is equivalent to a normal
bundle. This is used throughout the remainder of this thesis in order to simplify
proofs.

Lemma 3.13. For every high-level bundle B there exists an equivalent normal bun-
dle B'.

Proof. Let B be a high-level bundle. Suppose that a given penetrator path p is
not normal. We show how to transform p to a penetrator path that is normal
by applying the following transformations inductively, noting that each preserves
equivalence. Termination follows from the fact that each case strictly decreases the
size of the penetrator path.

Note that the following cases are applied sequentially (i.e. case i+ 1 is considered
only if case i does not apply).

1. p contains both normal and non-normal (i.e. constructive or destructive) edges.
Thus, there must exist a transmission edge between a non-normal edge and a
normal edge. There are two possible types of such transmission edges, noting
that the normal edge must lie on either a RN or HJ strand:

(a) The transmission edge is from a non-normal edge to a normal edge. Hence,
the non-normal edge must lie on a FK or SD strand. Thus, we apply the
transformation from Figure (formally, this uses Assumption (1)
if the normal edge is on a RN strand, or Assumption (3) if it lies on
a HJ strand).
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(b) The transmission edge is from a normal edge to non-normal edge. Thus,
the non-normal edge must either lie on a RV or a LN strand. Therefore,
the transformation from Figure is applied (formally, this uses Assump-
tion[3.12] (1) if the normal edge lies on a RN strand, or Assumption|[3.12](2)

if it lies on a HJ strand)

2. p contains multiple normal edges and no non-normal edges. It thus follows
that p contains only RN and HJ strands. There are several cases to consider:

(a) If p contains adjacent RN strands then they can be combined into a single

RN strand, by Assumption (5).

(b) If p contains adjacent HJ strands they they can be combined into a single
HJ strand, by Assumption (4).

(c) p contains no adjacent HJ or RN strands, but contains a RN strand,
followed by a HJ strand, followed by a RN strand. We therefore ap-
ply the transformation illustrated in Figure 3.7] Formally, by Assump-
tion (5), the first RN strand can be altered to change the sequence
number to the output of the second RN strand, meaning the second RN
strand can be removed. Further, by Assumption (1), the HJ strand
is still within the strand space.

(d) Otherwise, p must consist of a HJ, then a RN, then a HJ. Thus, by As-
sumption (6), this is equivalent to the concatenation of a HJ and RN
strand (in some order).

3. p contains a destructive edge after a constructive edge and the constructive
edge is not a KG strand. As p contains no normal edges it follows that there
must exist ny, n}, ng and n} such that n; =T n} — ny =T n), form such a
pair of edges. Given the type restrictions on penetrator strands, it follows that
such a pair must consist of a E-D, C-S, SD-LN or a FK-RV strand pair. In all
cases, the redundant pair can simply be removed in the obvious way (Figure
illustrates how redundant C-S and E-D strand pairs can be eliminated). This
results in a penetrator path that is strictly shorter.

Thus, the above rules can be applied inductively to each non-normal penetrator
path that does not traverse a key edge until a normal bundle is reached, which is
defined as B’. This approach is guaranteed to terminate as each case strictly reduces
the size of the bundle. Note that B’ must be equivalent to B as no regular nodes are
altered by the above transformations. ]

3.2 Verifying Layered Protocols

In this section we give proof rules that are of use when proving the correctness of
application-layer protocols that use either unilateral or bilateral secure transport pro-
tocols that provide authenticated or confidential channels. We have also developed a
prototype tool that is able to prove the correctness of application-layer protocols by
applying the proof rules from this section, as we discuss in Section[9.1] In Section 3.3
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we show the effectiveness of these rules by proving the correctness of a single-sign-on
protocol.

The first proof rule allows the existence of a regular node to be deduced given a
message that is purported to have been sent by a regular agent.

Authentication Proof Rule. Let B be a high-level bundle and n € B be a node
on a regular strand st such that msg(n) = —(Ay, By, m, c) for some Ay # 77, By,
m and c. Then, providing c satisfies A, and A, € Z", there must exist a regular
node n’ such that n” — n and msg(n’) = +(Ay, By, m, c¢). Furthermore, if ¢ # 7
and n’ — n” then n” must lie on the same strand as n.

Proof. Consider the node n’ such that n’ — n and suppose for a contradiction that
n' is a penetrator node; then as Ay, € Z™ it follows that the only type of penetrator
strand that n’ could be on is a FK strand. However, these are prohibited by the
assumption that ¢ satisfies A. Therefore n’ is a regular node. Thus, as n’ — n, it
immediately follows that msg(n’) = +(Ay, By, m, c).

Let n” be a node on a strand st” such that n’ — n” and suppose ¢ # 7. Then, it
immediately follows that msg(n”) = —(Ay, Bg, m, c¢) and thus that ¢ € ends(st”).
However, as ¢ € ends(st), it follows by Equation that st” = st, and thus that n”
lies on the same strand as n, as required. O

The second proof rule extends the above rule by not only proving the existence of
the regular node, but also proving that it lies on the same strand as another regular
node (providing the channel ends match).

Session Proof Rule. Let B be a high-level bundle and n € B be a node on a regular
strand st such that msg(n) = —(Ay, Bg, m, c) for some Ay € ", By, m and c.
Further, let st’ be a regular strand such that Ay € endpoints(st’). Then, providing
c satisfies at least A and v # ? there must exist a regular node n’ on st’ such that
n' — n.

Proof. This follows from the previous rule by Equation [3.1 O

The third proof rule is mainly applicable to unilaterally authenticating secure
transport channels. Informally, it proves that if a term ¢ is only known by regular
agents, then any node whose application-layer message includes ¢ at the top level
(i.e. not inside an encryption) must be regular. In order to define this property we
firstly define what it means for a term to be known only by regular agents, as follows.

Definition 3.14. A term t is confidential in a high-level bundle B iff no equivalent
bundle contains a positive node n such that msg(n) =+(7, 7, _, t, 1).

If the above definition holds then it follows it is impossible for the penetrator to
obtain the term ¢ in any way. Note that we quantify over all equivalent bundles in
order to ensure we consider all possible ways in which the penetrator could possibly
obtain the value, without altering the regular behaviour.

Using the above we can now state and prove the proof rule as follows.

Authentication via Confidentiality Proof Rule. Let B be a bundle and t be
a confidential term in B. Further, let n € B be a regular node such that msg(n) =
—(Ay, By, i, m, c) for some Ay, By, i, m and ¢, such that m =..."t"..., and ¢
satisfies AC. Then there exists a regular node n’ € B such that n’ — n.
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Proof. Let n’ be the node such that n’ — n. Suppose, for a contradiction, that n’
is a penetrator node. Then as c satisfies AC it follows that n’ must lie on a SD
strand and thus there must exist nodes n; and ns such that ny — n; = n’ and
msg(ng) = +(7, 7, m, L). Hence there exists an equivalent bundle B’ that contains
the same regular nodes, together with extra S strands to extract ¢ from m to obtain
anode n” such that msg(n”) = (7, 7, ¢, L). However, this contradicts the fact that
t is confidential and therefore n’ must be a regular node. O

The premises of the above lemma can be weakened to only require the channel
to satisfy C (rather than AC) in return for weakening the conclusion to only prove
that there is some penetrator path between n’ and n.

In order to use the above proof rule we need to be able to prove that certain
terms are confidential. In [Kam10] Kamil showed that a useful class of atoms known
as safe atoms are confidential, which we now adapt slightly.

Firstly, we define the set of terms deducible by the penetrator, denoted A%. This
consists of not only all terms that the penetrator initially possesses, but also those
he may be able to extract from these later on. For example, if {{m[}; € Ap then
m € A% as m may be deducible by the penetrator later on, if he obtains k1.

Definition 3.15. The set of terms deducible by the penetrator, denoted A%, is defined
as {t' |t € Ap ANt/ C t}.

In order to define what it means for an atom to be safe, we firstly define under
what conditions a term sent in a high-level message can only be received by a regular
nodes.

Definition 3.16 (From [Kaml0]). Let B be a high-level bundle. A term ¢ is sent
confidentially in a high-level term (Ay, By, m, c) iff ¢t C m, c satisfies C, and
Ay, By ¢ 17"

We now define what it means for an atom to be safe. This definition is based on
the definition given in [Kaml10|, but it has been altered to permit it to be used more

simply{’]

Definition 3.17 (Based on [Kaml0]). The set of safe atoms in a high-level bundle
B is defined inductively by M (B) = |J, M;(B) where:

e a € My(B) iff a ¢ AL, a is not complex and, for all positive regular nodes
n € Ng, if a C appmsg(n), then a is sent confidentially in msg(n).

o Miy1(B) = M;(B)UX;1;(B) where a € X;,;(B) iff a ¢ A}, a is not complex
and, for all positive regular nodes n € Ng, if a C appmsg(n), then either
a is sent confidentially in msg(n) or a occurs only within the set of terms

thr | t € ANET € M;(B)} in msg(n).
We say that r occurs safely in B iff r € M(B).

We can now prove that whenever ¢ is a safe atom, ¢ must be confidential in B.
This proof is based on that in [KamI0], but has been altered to match the new
definitions above.

4In particular, [Kam10] insisted that if ¢ is safe then ¢ is always sent confidentially. We weaken
this condition to only require ¢ to be sent confidentially by regular nodes.
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Lemma 3.18 (Based on |[KL09|). Let B be a bundle. If ¢ a safe atom in B then ¢
is confidential in B.

Proof. Let B be a bundle and ¢ a safe atom in B. Since ¢ is safe in B, it follows that
t € M;(B) for some i. We prove the result by induction on i.

If i = 0, the it follows that ¢t ¢ A}, t is not complex and, for all positive
regular nodes n € N3, if a C appmsg(n), then a is sent confidentially in msg(n).
Suppose, for a contradiction, that ¢ is not confidential in B. It therefore follows
that there exists an equivalent bundle B’ that contains a positive node n such that
msg(n) = (7, 7, t, L). n cannot be regular since ¢ is sent confidentially in B and
therefore in B’ (as the regular nodes of the bundles are the same). Thus, n must
be a penetrator node. Let n’ < n be the positive node at which ¢ originates via a
penetrator path p. Note that n’ cannot be a penetrator node, since, by assumption,
t ¢ AL and t is not a complex key. Thus, n’ must be a regular node. Consider
the node n” on p such that n’ — n”. Since a is sent confidentially in msg(n’),
by assumption, it follows that n” is a regular node since recipient(n’) ¢ ZP" and
chan(n') satisfies C, by Definition . Therefore, by a trivial induction, it follows
that all nodes along p must be regular, contradicting the fact that n is a penetrator
node. Thus, ¢ is confidential in B.

For the inductive case, suppose that all a € M;(B) are confidential in B. We
prove that all a € M, ;(B) are confidential in B. By definition of M, ;(B), either
a € M;(B) or a € X;11(B). In the former case, the required result immediately
follows by the inductive hypothesis. Otherwise, suppose a € X;41(B). It therefore
follows that a ¢ A%, a is not complex and, for all positive regular nodes n €
N3, if a C appmsg(n), then either a is sent confidentially in msg(n) or a occurs
only within the set of terms {{t[}x | t € ANk~ € M;(B)} in m. Again, suppose,
for a contradiction, that a is not confidential in B. It therefore follows that there
exists an equivalent bundle B’ that contains a positive node n such that msg(n) =
(?, 7, a, L1). n cannot be regular since, by assumption, a is sent confidentially
within B from positive regular nodes (noting that the second branch of X;; cannot
apply, since appmsg(n) = a). Thus, n must be a penetrator node. Let n’ be the
last positive regular node on p, noting that such a node has to exist since a must
originate at on regular node, since a ¢ A} and a is not complex. By assumption,
there are two cases to consider:

e ' sends a confidentially in msg(n’). However, since chan(n') satisfies C and
recipient(n) ¢ ZP", it immediately follows that any node n” such that n" — n”
must also be regular, contradicting the fact that n’ is the last such node.

e a occurs only within the set of terms {{|t[}x |t € AANE~T € M;(B)} in
msg(n'). Hence, the penetrator must extract a from its enclosing encryp-
tions and therefore, must be able to obtain k! for some {|m[}; that encloses
a in msg(n). However, such an inverse key is confidential by assumption, and
therefore there cannot exist a node n” such that msg(n”) = (2, ?, k=1, 1),
as required.

Thus, since we derive a contradiction in either case, it follows that a is confidential
in B, as required. O
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The fourth proof rule is based on a rule from [GT02]. In [GT02] Guttman and
Thayer develop the notion of authentication tests as a method of proving the correct-
ness of the authentication goals of security protocols. The Unsolicited Authentication
Test allows the existence of a regular node to be deduced, given a message encrypted
by a confidential key. The correctness of this rule can be observed by noting that
the penetrator could not have performed the encryption since the key is confidential
and thus unobtainable by the penetrator.

Unsolicited Authentication Test. Suppose that there is a negative node n; € B
such that msg(n;) = —(Ay, Bg, i, m, ¢), t = {|to[fx T m and K is confidential
in B. Providing ¢ ¢ A} then there exists a regular node nj, <g n; such that ¢
originates on n.

The last proof rule allows RN strands to be ignored under certain circumstances.
This can be deduced by observing that the model above allows three different types
of transport layer protocols to be differentiated:

1. Protocols that do not have a concept of sequence numbers;
2. Protocols that do have sequence numbers, but allow them to be altered;
3. Protocols that do have sequence numbers and do not allow them to be altered.

Under the assumption that the application layer protocol does not have direct access
to the sequence numbers, it follows that any attack against an application layer
protocol using a transport layer protocol of the second type could also be found by
considering the transport layer protocol as one of the first type. This is formalised
in the following Lemma.

Lemma 3.19. Let B be a high-level bundle containing RN strands over a channel c.
Then there exists a high-level bundle B’ containing no RN strands on ¢ and where
each high-level term (Ay, By, i, m, c) has been replaced by (Ay, By, _, m, c)
(i.e. B and B’ are equivalent, modulo sequence numbers).

Proof. Let B be such a bundle; we construct the bundle B’ directly as follows. The
nodes of B’ are those of B, but with each term (Ay, By, i, m, c) replaced by
(Ay, By, _, m, c). Further, each RN strand is replaced by a direct message send
strand. Clearly this bundle satisfies the bundle conditions as the bundle structure
has not been altered. Further, all the malformed RN strands that resulted from
applying the term substitution have been removed. O

3.3 Example: The WebAuth Protocol

WebAuth [SAQ9)] is a single-sign on protocol that is designed to allow users to login
to multiple websites through a central authentication server, meaning that only one
username and password per user is required. It differs from other single-sign on
protocols, such as OpenID |[FRH™], in that it requires shared keys to be established
between the website and the authentication server prior to authentication of users.
We prove the correctness of WebAuth by proving three propositions that show what
each principal can infer having completed a run. Our analysis reveals a subtlety
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concerning the strength of authentication guarantees to the application server, and
a requirement on the user that may not be obvious to all users.

In this section we firstly introduce the WebAuth protocol and describe some of
the unusual issues that arise when verifying web-based protocols. We then formally
define a strand space for the WebAuth protocol, state the assumptions that are
required, and present the proofs of correctness.

Three principals participate in a WebAuth session: the User Agent (UA) is the
web browser that makes requests for the user; the Application Server (AS) is the
server that the user wishes to access; the Login Server (LS) is the server responsible
for authenticating the user. These principals communicate via HTTP |[LBLM™04]
or HTTPS (i.e. HTTP over TLS) |[Res00] requests, and pass data to each other by
embedding tokens in the redirect URLs. For example, when the AS redirects the
UA to the LS, the redirect URL will be of the form https://LS/?RT=rtok ;ST=stok
where rtok and stok are tokens. The AS and LS also use HT'TP cookies to store
tokens to allow the user agent to re-authenticate on subsequent requests.

3.3.1 The Protocol

In this paper we prove the correctness of the initial sign on mode of WebAuth,
which assumes that the user is not already authenticated. The protocol in its most
simplified form is as follows:

UA— AS : Request

AS — UA : RequestToken” ServiceToken" LS

UA— LS : RequestToken” ServiceToken

LS — UA : LoginForm"™ RequestToken” Service Token
UA— LS : RequestToken” ServiceToken” U " passwdrs(U)
LS — UA : AS” Request” ProxyToken” IdToken

UA— AS : Request” IdToken

AS — UA : Response” AppToken

P RS> O et~

In the above the user first sends a request to the application server. Since the user
is unauthenticated, the application server redirects the user to the login server, who
sends the user the login form to complete. The user then completes this form and the
username and password are sent back to the login server. Assuming the username
and password are correct, the login server issues the user with a token that can be
used to authenticate the user to the application server. The user thus passes this
token back to the application server and receives the content they requested.

A RequestToken encapsulates the original request that the user made. The
ServiceToken contains configuration information for the LS, enabling it to be state-
less. The ProxyToken allows a user to authenticate again without supplying her
password (i.e. repeat authentication), whilst the IdToken is a temporary token cre-
ated by the LS for the AS that details who the user is. The user exchanges this
temporary token for an AppToken by passing it to the AS.

WebAuth’s token encoding is complicated, so we use a simplified version; es-
sentially the same proof would hold for the full protocol. We encode a token by
{tag”datal} e, where key € Ky and tag is a tag. The protocol can be described
as follows, where SK(A) denotes a symmetric key that is secret to A € Tpames and
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ShLAg denotes the key shared between AS and LS.

UA— AS :r
AS — UA : LS {Jreq"r[} g, 45 " {{webkdc_service AS" Shi\é [} sxc (1.5
UA— LS rqur|}Shf§q *{lwebkdc__service” AS" Sh sk (Ls)
LS — UA : LoginForm" {|req” r\}Shfg *{lwebkdc_ service” AS " Shis I} sk (L)
UA— LS UApassdeS(U)A{\req“r|}3hfss
*{lwebkdc__service” AS" ShAY }sk(Ls)
6. LS— UA :AS r"{lwebkdc_proxy” Ul}sx(rs) {id” U|}Shf§
7. UA— AS :TA{|idAU’}Sh£xSS
8. AS—UA respA{|appAUASh‘LqSS|}SK(AS)

S e

WebAuth mandates the use of HT'TPS between LS and AS, and between LS and
UA, but merely recommends that HI'TPS is used between UA and AS. Clearly, if
HTTPS is not used between UA and AS then there are a number of attacks whereby
the intruder intercepts various tokens. For example, the penetrator could intercept
the app token and pose as the user in subsequent requests to AS. Thus, we assume
that all messages are sent over unilateral TLS, with UA unauthenticated.

When modelling security protocols it is generally assumed that the participants
are able to perform checks on the values they receive to ensure adherence to the
protocol. For example, a UA may be expected to compare the value of r received in
message 6 to the one sent in message 1. However, these checks are not possible if the
role is being assumed by a general-purpose web browser. In particular this means
that the user will not check if the request and the AS match between messages 1 and
7, or if the request and service tokens match. Therefore, when we formally define
how a UA behaves we ensure that it does not check for agreement on any values.
Further, the servers are stateless. For example, the AS stores no state between the
first two messages and the last two; we will therefore model these two exchanges using
two distinct strands (and similarly for the LS). Both of these factors contribute to
complicating our analysis.

One problem that we do not consider whilst proving the correctness of WebAuth
is that the web browser does not check if messages are skipped or reordered. For
example, there is nothing to prevent a dishonest application server from sending a
message 4 rather than a message 2 since there is no way for the web browser to detect
this. In principle, it would be possible to adapt the proofs to model this behaviour,
but the proofs would be rather intricate and uninteresting and therefore we do not
consider this case.

3.3.2 Strand Space Definition

We now define the strand space corresponding to the protocol. Note that the proof
of correctness of WebAuth does not depend on the ordering of the messages, and
therefore we omit the sequence number component in the high-level terms. In the
following:

e 1; denotes channel ends used by the user;

e ¢; denotes channel ends used by the login and application servers;
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e 1; denotes requests;

e stok, rtok, atok, ptok, idtok denote service, request, application, proxy and
identity tokens respectively.

Further, we assume that the set of atoms, 7, includes requests, responses, the token
tags, passwords and the login form (denoted by LoginForm.).

Definition 3.20. A Web-Auth Strand Space consists of the union of the images of
the following functions.

AS1[AS, LS, %Y1, ¢1,711, stok] = // Messages 1, 2
(—=(Ppys ASs,, 11, TLSO=5), +(ASs,, Ty, {lreq’r ‘}Shf‘ss “stok, TLSS=7))
AS2[AS, U,LS, %y, ¢4, 12, resp] = // Messages 7, 8

(= (P, ASgys m2 {lid" Ul gpas, 15979),
+ (ASg,, Ty, respA{]appAUAShfgg]}SK(AS), TLS5—~C))

LSI[LS, AS,v2, 02,k 2] = // Messages 3, 4
(—=(7yyy LSp,, {lreq”rel}y " {webkdc_service” AS"kl} sx(1s), TLSCS),
+ (LSpy, Tpss
LoginForm”{|req” 12 [} " {lwebkdc__service” AS"k[} sk (1.gy, TLSS~C))
LS2[LS, U, AS, 3,03,k 2] = // Messages 5, 6
(=P LSy,

U passwds(U)" {req”rz[}; " {webkdc__service” AS"k[} gx 1.5y, TLSC~5),
+ (LSg5, Tpy, m2” AS{Jproxy” Uly sk (ns) {lid" Ulfgpas, TL597¢))

USET’[U,AS,AS/, LS>w1a¢27w3a¢43¢13¢27¢37¢47 r1,T2,T€Sp, T'tOk],?”tOkg,
stoky , stoks, pt, idtok, atok] =

(+(?p,, ASg,, r1, TLSC™S), —(ASy,, Ty, LS rtok; stok;, TLS5~C),
+ (7y,, LSy,, rtoks”stoks, TLSCS),

(
(7
(LSg,, Ty, LoginForm” rtoky” stoks, TLSS~C),
+ (?yy, LSsy, U passwdrs(U) rtoks” stoks, TLSC=S),
(
(

— LS¢3, ?1/’37 ASIAT’QAptAZ'dtOk, TLSSHC),

+ (7y, AS(;é7 ro "idtok, TLSC=S), —(AS;M, 7y, resp”atok, TLSS=C))
3.3.3 Verification of WebAuth

Assumptions and Secrecy Lemmas

In order to prove the correctness of WebAuth we require a number of assumptions:

1. Honest application servers are configured with the correct service tokens and
keys;

2. The penetrator does not initially possess any term that contains the secret key
of a honest agent or a key shared amongst honest agents;

3. Penetrator application servers are configured with the correct service tokens;

37



4. The penetrator does not initially possess any term that contains the passwords
of honest users (i.e. the penetrator has not obtained the user’s password in
advance).

These are formalised as follows.

Assumption 3.21. 1. If st € AS1[AS,LS,v,¢;1,71,stok] then stok =
{lwebkdc__service” AS" ShAS sk (Ls);

2. If A € Trames then SK(A) ¢ A% and if B € Trames then Shi ¢ Ak;
3. If LS € Trames and {webkdc_service AS kf} sx(1s) € A%, then k = Shi's:
4. If U, LS € Thames then passwdrs(U) ¢ A

Further, we require that the user does not reveal her password except to the
appropriate login server; i.e. the user is not tricked into giving her password away
to the penetrator. In practice this means that the user, before divulging her pass-
word, should verify the LS by ensuring that the domain name matches the ex-
pected name; this requirement may not be obvious to all users. This assumption
is formalised in the definition of the strand space: in message 6 on a User strand,
(g, LSsy, U passwdrpg(U) rtoks” stokg, TLS?—5), the identities of the recipient
and of the server in passwdrs(U) are required to be equal.

The Confidentiality Guarantees

We start by proving that shared keys and passwords are confidential, as per Defini-

tion B.141

Lemma 3.22. Let B be a bundle from Y. If AS € T,9.cs and LS € Trnad.es then
Shfgg is confidential. Further, if U € Tnames and LS € Tnames then passwds(U) is
confidential.

Proof. We prove the above result by showing that the relevant terms are safe and
then using Lemma to obtain confidentiality.

Firstly, given Assumption (4) and the fact that passwdpg(U) is always sent
confidentially in B (as 7L5¢~5 satisfies C), it immediately follows that passwdrs(U)
is safe. Secondly, consider Shfg? for AS, LS € Trames- By Assumption (2),
SK(LS) ¢ Ap; further, by the definition of X, SK(LS) does not appear as a subterm
of any message. Therefore, SK(LS) is a safe key. Assuming AS € Tames it follows
by Assumption (2) that Shfgq ¢ A%. Further, since Shfg? appears only as a
subterm of messages encrypted using a safe key (i.e. SK(LS)) it follows that ShAS
is a safe key, as required. O

The User’s Guarantees

We now analyse what the user can deduce having completed a full run of the protocol.
The proposition and its proof are illustrated in Figure |3.8
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1
stas (74,, ASg,, 71, TLSC5)

ﬂ (ASy,, 7y, LS rtok; "stok;, TLSS=C)
L

1
strg (?11127 LS¢2, rtok; " stoky, TLSC™%)

ﬂ (LSpy, Ty, LoginFormrtoks” stoke, TLSS™C)

2
strs (?yy, LSg,, U passwdrg(U) rtoks”stoke, TLSC™S)
°

elL—eolL——oL——oL—o<L—o<L—0<—0o éfﬁ

H, (LS¢3, ?’41)37 AS'"ry " pt idtok, TLSS ™)
[}
st s (P, AS‘;&/7 ro “idtok, TLSC™Y)

. 4

ﬂ (AS(;%7 Ty, Tesp”atok, TLSS7C)
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Figure 3.8: A graphical illustration of Proposition .

Proposition 3.23. Let B be a bundle from X' and let

StU € User[UvASaAS,>LS?¢17¢27¢37¢4>¢1>¢2>¢3>¢4>T17r27r65p7rt0k17

rtokg, stoky , stokg, pt, idtok, atok]

be a regular strand of B-height 8. Then provided LS € Trgmes:

1.

6.
7.

If AS € Tnames then there exists a strand st} s € ASI1[AS, LS, 1, ¢y, 71, stok;]
of B-height 2 such that sty (1) — stig(1), sths(2) — sty(2) and rtok; =
{lreq”r1[} gpas;

. There exists a strand st]g € LSI[LS, AS” g, $2,k,r}] of B-height 2 such

that sty(3) — stig(1) and stfg(2) — sty(4); further stok; = stoky =
{lwebkdc__service” AS" " Shi\§" sk (rs) and rtok; = rtokg = {|req"rj ‘}Shfss";

There exists a strand st7q € LS2[LS, U, AS” s, b3, k,r5] of B-height 2
such that sty(5) — stig(1), stis(2) — sty(6), ra = 1y, AS = AS”,
pt = {lproxy” Ul sk (vs) and idtok = {id" Ut g asm;

. If AS" € Tagmes then there exists a strand stiq € AS2[AS’, U,LS,vy,

¢4, 12, resp] of B-height 2 such that sty (7) — Stﬁs(l), Stﬁg(g) — sty(8)
and atok = {lapp” U ShA$ sk (Ls);

If AS € Toes then 74 = rg and AS = AS';
If resp ¢ Ap and AS’ € Tromes then resp is confidential in B;

The strands stis, stfls, st]fs and stlgls so defined are unique.

Proof. Let sty be such a strand; we prove each of the points in turn as follows:

39



1. Assume that AS € Tiomes. As TLSS—C satisfies A, by the Authentication
Rule there must exist a regular node n such that n — sty (2), and thus that
msg(n) = msg(sty(2)). By inspection this can only be the second node
on an ASI strand st}s. Consider the node n’ such that n’ — stiq(1);
since TLSC—S satisfies A, the Session Rule can be applied to stlg(1) to
deduce that n’ must be regular and lie on sty. By inspection this can
only be the first node. Hence msg(sty(1)) = msg(stig(1)) and therefore,
sthy € AS1[AS, LS ¢y, ¢1,71, stoks], and thus rtok; = {req"r; ‘}Shf‘ss'

2. Again, as TLs5~¢ satisfies AC and since LSy, € I it follows, by the Authen-
tication Rule, that there must exist a regular node n such that n — sty (4),
and thus that msg(n) = msg(sty(4)). By inspection this can only be the
second node on a LSI strand st} g- Also, by the Session Rule there exists a
regular node n’ on sty such that n’ — st{4(1). By inspection this can only
be sty (3), and therefore st/ o € LS1[LS, AS" va, b2, k,15] for some AS” and
k. Therefore, it immediately follows that rtoks = rtok; = {lreq” )|} ShAS and

stoks = stok; = {{webkdc_ service” Shits’ sk (Ls)-
3. The proof of this case is similar to before.
4. The proof of this case is similar to before.
5. This follows from part 1 and part 3.

6. Note that 77.55—¢ satisfies C and therefore, provided AS’ € Trhames, resp is sent
confidentially in st5¢(2). Therefore, it immediately follows that resp occurs
safely providing resp ¢ Ap, as this is the only high-level term in which it
occurs. Thus, by Lemma [3.18] resp is confidential, as required.

7. This follows immediately from Equation [B.I] as disjoint regular strands use
disjoint channel ends. O

The Login Server’s Guarantees

We now consider the guarantees to the login server. We require a lemma that shows
that only correct keys can be embedded in service tokens.

Lemma 3.24. Let B be a bundle from X, LS € T,ames and stfs € LS2[LS, U, AS,
s, b3, k, rs] be a regular strand of B-height at least 1. Then k = Shfg.

Proof. Firstly, note that by Assumption (2), SK(LS) ¢ Ap; further it never
appears as a subterm of a message. Hence, it follows trivially that SK(LS) can
never appear as the key edge on a E strand meaning that the penetrator cannot use
SK(LS) as an encryption key. Therefore, the penetrator can never construct a term
of the form {lwebkdc_service” AS"k|} sx(1s)- Thus, it follows that terms of this form
must either be from A}, and hence of the correct form by Assumption (3), or
originate from regular AS stands and hence, due to Assumption (1), be of the
correct form. O

Proposition 3.25. Let B be a bundle from X, LS € T,omes and stfs €
LS2[LS, U, AS 13, ¢3, k, r2] be a regular strand of B-height 2. Then:
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1. If AS" € Trames then there exists a strand st} € ASI[AS', LS, 1, ¢1, 12, stok]
of B-height 2;

2. If U € Tnames then there exists a strand (writing * for values that are
arbitrary) sty € User[U,AS,*, LS, Yo, 0s,%, &), 2, pg,*, 11, %, %, rt, 1,
stoky, stoky, *,*,*| of B-height at least 5, and there exists a strand stis €
LS1[LS, AS' 4pg, b2, k, 2], such that sty(3) — stiq(1), stis(2) — stu(4),
sty(5) — stig(1) and st74(2) — sty (6);

3. If AS, U € Tiies then sty(1) — Stis(]), stis(g) — sty(2), ¥; = ¢,
b1 = ¢, stok = stoky;, AS = AS" and r; = 3.

Proof. Let stfs be such a strand.

1. By Lemma k= Shfg "- and by Lemma Shfssl is confidential. There-
fore, the Unsolicited Authentication Test can be applied to stfs(l ) to deduce
that there must exist a regular node n < st7g(1) such that {req"rsl}g as

LS

originates on n. By inspection this can only be the second node on an AS7
strand sthq € ASI[AS', LS 1, b1, 12, stok].

2. Assuming that U € Tphgmes it follows by Lemmathat passwdps(U) is con-
fidential. Therefore, by the Authentication via Confidentiality Rule it follows
that there exists a regular node n’ such that n’ — stfs(l ). By inspection, this
can only be the fifth node on a user strand, sty:

msg(sty(5)) = +(7ys, LSs,, U passwdrs(U) rtoky” stoky, TLSC7S).

Therefore sty € User[U, AS,*, LS, ,12,103,%, ¢, d2, dg,*,r1, %, %, rtoky,
rtokg, stoky, stokg, *,*,*]. Further, as LS € Tpnames, by the Authentication
Rule there exists a regular node n such that msg(n) = msg(sty(4)). By in-
spection, this can only be the second node on a LS strand, stis. Hence, it
follows that ¢ € ends(sty(4)) and thus that ?,, € Z". Therefore, by the
Session Rule applied to stis(l) there exists a regular node n’ on sty such that
msg(n') = msg(stfg(1)). Furthermore, the only node of the correct form is
sty(3), and hence it follows that sty € LS1[LS, AS' 2, ¢2,k, rs], and that
stok; = stoks and rtok; = rtoks.

3. From the previous part, msg(sty(2)) = —(ASy,, ?¢,, LS rtok; stok;).
Hence, as AS € Tpames, by the Authentication Rule there exists a regular
node n such that msg(n) = msg(sty(2)). By inspection, this can only be
the second node on an ASI strand, stiq € ASI[AS, LS, 1, ¢y,1), stoks], as
required. Further, as rtok = {|req”r; ‘}Shf‘ss’ =11, O

The Application Server’s Guarantees

Lastly, we consider what an application server (in particular, an AS2 strand) can
deduce having completed a run of the protocol.

Proposition 3.26. Let B be a bundle from X, AS’.LS € T, omes and stﬁs €
AS2[AS", U, LS, vy, ¢y, ra, resp] be a regular strand of B-height 2. Then:
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1. There exists a strand stfg € LS2[LS, U, AS" 12, ¢p2, k, )] of B-height 2;

2. If U € Trames then:

(a) There exists a strand sty € User[U, AS, AS', LS, ¢1,¢2,¢3,%, 01, P2,
b3,by,71,72, %, 1t, 1T, stok, stok, pt, idtok, atok] of B-height at least 7;

(b) 75 = r2;
(c) If AS € Tnames then AS = AS’ and there exists a strand st}ls €
AS1[AS, LS, %1, ¢1,71, stok] of B-height 2;

(d) There exists a strand st/ € LS1[LS, AS', 12, ¢2. k, 2] of B-height 2;

(e) stu(8) — stig(1), stis(2) — stu(4), stu(5) — stig(1), stis(2) —
sty (6), stu(7) — stig(1); and if AS € Tugmes then sty (1) — sthg(1),
sthe(2) — sty(2), and ;1 = ry.

Proof. Let stfs be such a strand.

1. As AS'. LS € T,;7%,.s, it follows by Lemma that Shi§" is confidential.
Hence, by the Unsolicited Authentication Test applied to st5¢(1) there must
exist a regular node n < st54(1) such that {)id" U‘}Shfss’ C msg(n). By in-
spection, this can only be the second node on a LS2 strand, and hence there
exists a strand st7y € LS2[LS, U, AS' 3, b3, k, 15).

2. This follows immediately from a trivial extension of Proposition [3.25to a User
strand of B-height 7 (we need to extend the User strand to ensure agreement
between the User and LS2 on rp and r5). [

Item [2d reveals a subtlety of the protocol: the application server has no guarantee
that the user wishes to authenticate herself to it. For example, suppose there are
two application servers, one dishonest, P, and one honest, AS. Further, suppose
the user wishes to access a resource on P; when P redirects the user to the Login
Server, rather than P sending his own service and request token, P can send a
service token for AS and a request token for a resource r on AS. This means that
the user, after successfully authenticating to LS, would be redirected to AS and
would inadvertently request r. Clearly, this could be dangerous if r is a request that
causes data to be modified or disclosed.

3.4 Summary

In this chapter we started, in Section [3.I] by presenting the high-level strand spaces
model, which can model the security guarantees provided by both bilaterally and
unilaterally authenticating secure transport protocols. This included defining the
basic elements of the high-level strand spaces model, including high-level terms,
strands, bundles, etc., as well as defining the various penetrator strands that interact
with transport-layer terms.

In Section we then defined and proved the correctness of a number of proof
rules that could be used to prove the correctness of application-layer protocols in
the high-level strand spaces model. These proof rules capture a variety of common
protocol interactions, which should make them of significant use to others.
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In Section [3.3| we then illustrated how the high-level strand spaces model and,
in particular, the proof rules that we have developed can be used by proving the
correctness of WebAuth, a web-based single-sign-on protocol. This proof was also
interesting in that it showed how web-based protocols can be modelled and formally
analysed. Further, this proof revealed an interesting subtly in the guarantees pro-
vided to the application server. We are not aware of any other correctness proofs for
WebAuth.

Related Work Compared to the high-level strand spaces model defined by Kamil
and Lowe in [KL09|, the model in this thesis supports a wider variety of transport-
layer protocols. In particular, we now are able to model the guarantees provided by
unilaterally authenticating secure transport protocols, not just bilateral protocols.
Further, the model now supports multiple sessions between the same honest agents,
which is something that was not supported by the session property of [Kaml0)].
Lastly, the way in which transport-layer protocols that have sequence numbers are
modelled has been altered, in order to make it simpler to work with. In particular,
the stream property of [Kaml0| required that the messages received at a particular
name must be a prefix of those sent to it. Whilst this property did capture the
intended meaning, it was not very strand-spaces like, as it is a global property. In
particular, this means that the act of a penetrator doing a renumber was implicit in
the graph, whereas it is now made explicit, via a RN strand.

In addition to our proof of correctness of WebAuth above, in [Hoy12] Hoyland
proved the correctness of a variant of OAuth |[JH12| using the high-level strand spaces
model. This suggests that our model is able to prove the correctness of a variety of
different application-layer protocols. We have also developed a prototype tool that is
able to automatically prove all of the security guarantees on WebAuth and OAuth.
Essentially, the tool works by automatically applying the proof rules of this chapter,
along with a few new proof rules. We discuss this further in Section [9.1]

The most similar approach to verifying layered protocols by abstraction is that
of Médersheim and Vigano [MV09a]. They define a model, the Ideal Channel Model
(ICM), that abstracts away from how the channels are implemented. They then
consider how to model the guarantees given by unilaterally authenticating transport-
layer protocols (or secure pseudonymous channels). In their model they specify
confidential, authentic and secure channels, which roughly correspond to C, A and
AC respectively. The primary difference between the two approaches is that whilst
both formalisms permit analysis of protocols that use bilateral or unilateral transport
protocols, ours also allows protocols that do not group messages into sessions to
be analysed (i.e. by letting the channel end be 7). Another difference is that they
address unauthenticated clients using pseudonyms rather than our name and channel
end combination, which we use to enable bilateral and unilateral protocols to be
considered together more uniformly. We also think that this clarifies the model and
makes it clearer what is occurring at the transport layer. Moédersheim and Vigano
have developed tool support to enable protocols to be proven correct in their model
automatically. Currently, we only have a prototype tool for verifying the correctness
of protocols in the high-level strand spaces model, as we discuss further in Section 9.1

The two other main approaches to modelling layered security protocols, as dis-
cussed in Section are an extension to the inductive approach [BLP03|, and
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using a LTL-based model checking approach [ACCOT7|. Neither of these allows the
guarantees provided by unilaterally authenticating secure transport protocols to be
modelled although in both cases there appears to be no reason why the model could
not be extended to support it. Neither of these models supports grouping messages
into sessions or prevents messages from being reordered.
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Chapter 4

Soundness of the Abstraction

Analysing layered security protocols by abstracting away from the implementation
of the transport layer, as in Chapter [3| introduces a proof obligation that this ab-
straction is sound. In particular, it requires one to prove that, if there is an attack
on the protocol when implemented using a transport layer protocol that satisfies the
channel properties, then there is also an attack on the abstracted protocol. In this
chapter we begin to prove such a result for the high-level strand spaces model. In
particular the outline of the overall proof is as follows:

1. In Section [£:2] and Section [4.3] we define what it means for a high-level bundle
to abstract a low-level bundle. Informally, this means that they have the same
application-layer behaviour. We then prove, in Section that if a bundle is
interference-free, which is a semantic condition, then it can be abstracted.

2. Chapter 5] proves that every bundle B of a low-level strand space X' that satisfies
our statically-checkable condition, known as disjoint-layered encryption, can be
transformed to an interference-free low-level bundle B’ of a related strand space
Yg. Further, B > B’ which, informally, means that B’ has similar application-
layer behaviour.

3. Lastly, Chapter [6] introduces a logic in which protocol-correctness properties
can be expressed. If ¢ is such a property, then this section also proves that
whenever B > B’ and ¢ is not satisfied by B, then ¢ is also not satisfied
by B’. This therefore implies that the transformations of Chapter [5| preserve
any application-layer incorrectness. Lastly, we also prove that whenever B
abstracts B’ and B’ does not satisfy a property ¢, then B’ also does not.

Together, these results prove that whenever there is an attack against a low-level
bundle, there is also an attack against a high-level bundle, thus showing the model
is sound.

We begin, in Section by defining a number of preliminaries and, in particular,
consider how to model arbitrary transport-layer protocols in the low-level strand
spaces model. In Section and Section we formalise the relationship between
the low and high-level bundles by defining various relations (one for the regular nodes
and two for the penetrator nodes) that relate nodes of low and high-level bundles.
Section [£-4] then introduces various definitions in order to define the independence
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assumption. Finally, in Section [4.5| we prove the main result; namely that for every
low-level bundle, if it satisfies the independence assumption, then there exists a
corresponding abstracted high-level bundle. This work in this chapter is based on
IKL10, Kaml0]. Essentially, the work in Sections and is a straightforward
adaptation, but the remainder of the work is new. We give more details on this in
Section [4.6]

For the remainder of this thesis, when it is not clear from the context whether
we are in the low or high-level strand spaces model, we will denote high-level objects
with a hat. For example, B denotes a high-level bundle, whereas I denotes a low-level
bundle.

4.1 Preliminaries

In this section we define several preliminaries that are required for our soundness
proof. Firstly, we define several different types of penetrator paths, which are useful
for defining low-level versions of high-level strands. Then, we define a method of
extracting a subterm that lies at a particular position within a term. Lastly, we
describe how generic transport-layer protocols can be represented in the low-level
strand spaces model. The notation from this section is used extensively throughout
the rest of the thesis and is summarised in Appendix [A]

Penetrator Paths

In order to define low-level penetrator behaviours like sending and hijacking, Kamil
and Lowe used the notion of penetrator subpaths. These allowed them to define
how the various transport-layer penetrator strands (such as HJ and FK strands) are
translated to the low-level model. Formally, a penetrator subpath is a sequence of
penetrator nodes where each consecutive pair of nodes is linked by either =% or
—. It is then possible to differentiate between several different types of penetrator
subpath as follows.

Definition 4.1 (Based on [KLI10]). A penetrator subpath p in a low-level bundle is:

1. normal iff whenever a constructive edge sends to a destructive edge, the con-
structive edge is a KG strand (cf. Definition [2.15));

2. constructive iff it only traverses constructive edges;

3. destructive iff it only traverses destructive edges.

Extraction Paths

We will frequently wish to check if a given term is the application-layer message of a
transport-layer message. However, we cannot use the subterm relation to check this.
For example, suppose we wished to check if A € T, umes Was the application-layer
message, but transport-layer packing included A, then using the subterm relation
could induce false positives. Hence, we would like the ability to retrieve the term
that lies in a particular position. We thus define extraction paths which allow us to
specify the subterm to extract from a term, given the position of it. Conceptually,
they are paths in the abstract syntax tree.
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(a) A bundle containing a destructive penetrator path (n;, ng, ns, ne).
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(b) A bundle containing a constructive penetrator path (n;, ng, ns, ng).

Figure 4.1: Bundles to illustrate the relationship between extraction and penetrator
paths.

Definition 4.2. The set of all extraction paths, EP, is defined as ({1, 2, Decrypt})*.
The partial function extract : A x EP — A is defined as follows:

||>

extract(t, ()
extract(t; “tg, (1) p) = xtmct(tz,p)

p

extract({|m[}x, (Decrypt) "p) = extract(m, p).
Given an extraction path es and xz € {1, 2, Decrypt}, we write z in es iff there exists
an index i such that the i element is z. We denote t; = extract(ts, es) by t; Ces ta,
i.e. t; is the subterm of ¢, at position es.

For example, if ¢ = {t;[}x t2, then t; = extract(t,(1,Decrypt)) (i.e.
t1 E(1,Decrypt) t) and tz = extract(t,(1)).

It will be helpful, particularly in Chapter [5| to consider what the penetrator
is doing in terms of extraction paths. For example, consider Figure [f.1a] and the
destructive penetrator path (ns,ng,ns,ng). This penetrator path takes the first
component of a concatenation and then decrypts the message. Therefore, this can be
represented by the extraction path (7, Decrypt). Alternatively, consider Figure
and the constructive penetrator path (ny,ns,ns,ng). This takes the term ¢ and
packages it up as the first component of a concatenation, encrypting the result. This
can be represented by the extraction path (Decrypt, 1) that extracts the original
term ¢ from the result term {|¢"¢[}.

In general, given a destructive or constructive penetrator subpath that does not
cross a key-edge, it is possible to obtain a corresponding extraction path. This is
formalised below.
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(a) The low-level bundle (b) The corresponding high-level bun-
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Figure 4.2: A low-level bundle that sends application-layer messages, one over the
unprotected channel and another using a simple transport-layer protocol. The cor-
responding high-level bundle is also given.

Lemma 4.3. Let p be a constructive or destructive penetrator path in a bundle B
starting at a node n; and ending at a node nj,|. Providing p does not traverse a key
edge or a KG strand there exists an extraction path es such that:

e If p is destructive extract(msg(n;), es) = msg(mn,); we define expath (p) = es;

~

e If p is constructive extract(msg(np|), es) = msg(n;); we define expath™ (p)
es.

Transport Layer Modelling

In this section we define how to extract application-layer information, such as the
sender of a transport-layer message, from a low-level strand space including arbitrary
secure-transport protocols. We also define some assumptions on the transport-layer
protocols and the low-level strand space in order to make sure the above functions
are well defined.

Throughout this subsection we use the example of a simple transport-layer pro-
tocol that sends an application-layer message m from A to B as follows:

2. A—-B :A'B{ml

This channel is confidential, as only B can decrypt the message containing they key
k, but is not authentic as the penetrator can trivially alter the apparent sender by
changing message 2. An example bundle, which is used throughout the following, is
given in Figure

We start by stating an assumption regarding the partitioning of the set of regular
nodes according to the type of transport-layer content they contain (if any). This
has to be an assumption, rather than a definition, as it is not always possible to
disambiguate between certain types of nodes.

Assumption 4.4 (Based on |[KL10]). The set of regular nodes N is partitioned
between:

e The set of transport-layer nodes, denoted Ny, that contains all regular nodes
that send or receive application-layer messages on a channel other than 1;
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e The set of unprotected reqular nodes, denoted N |, that contains all regular
nodes that send or receive application-layer messages over L ;

e The set of transport-layer non-message nodes, denoted Ny,op payioad, that con-
tains all regular nodes that are related to the transport-layer, but do not send
or receive application-layer messages (e.g. handshake nodes).

The set of application-layer nodes, denoted Npgyioeq, is defined as Ny UN .

For example, in Figure {ni,n;} = Ni, {n2,1n5} = Nuon-payioada and
{713, n6} - Ntrpt'

We now consider how to transform transport-layer messages into high-level terms.
Firstly, we will assume the existence of several sets of terms related to the transport-
layer terms. We also require the existence of a function that extracts the sequence
number of a transport-layer payload term. Lastly, we require the existence of an
extraction path that can be used to extract the application-layer message from a
transport-layer payload term. These assumptions are formalised as follows. Note
that the following excludes L as this requires special treatment.

Assumption 4.5 (Based on [KL10]). Given a low-level strand space X, for each
channel ¢ € Channels \ {_L} we assume the existence of:

e A set of transport-layer payload terms, 7;)fzyload C A, that contains all terms

that carry an application-layer payload on channel c.

e A set of transport-layer non-payload terms, non-payload & A, that contains all

other terms used by the channel ¢ (e.g. handshake terms).

e An extraction path expath® (¢) # (), that extracts the application-layer message

from a transport term ¢ € 7,0 1004

We also define:

7;;J&yZmzd = {msg(n) | n < NL}

L =
7;wn-payloaal - @

~ c
7;oayload - U %ayload
ce Channels
~ c
77rwn—payload = U ﬁzon—payload .
c€ Channels

Thus, Tpayioad consists of all transport-layer terms that contain application-layer
messages, Whilst 7Ty,on-payioad consists of all transport-layer terms that do not contain
application-layer messages.

Further, we assume that for all channels ¢ € Channels:

pflyload = {msg(n) | n < Ngrpt}

ncon-payload = {m‘Sg(n) | n e wan-payload}'
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For example, considering Figure and the example channel ¢, 7;fzyload contains
all terms of the form A" B"{appmsgz[}, Econ—payload contains all terms of the form
{kl} pr(B) and expath® (c) = (2, 2, Decrypt) (assuming that ~ associates to the right).

Note that the existence of expath®(c¢) implicitly assumes that the application-
layer message is a subterm of the transport-layer payload term. Further, it requires
that all application-layer messages on a given channel are packaged in the same
way. These conditions are satisfied by every secure transport protocol that we have
consideredl

We now make an assumption that requires the existence of functions to extract
the sender and recipient of high-level terms in a particular bundle.

Assumption 4.6 (Based on [KL10]). For each low-level bundle B of ¥ we assume
the existence of:

e senderg : pcayz oad — L that gives the sender of a transport-layer payload term

on channel c;

e recipienty : 7;Cayload — 7 that gives the recipient of a transport-layer payload

term on channel c;

o seqnog : Touiea — S that gives the sequence number (possibly _ ) of the

transport-layer payload term.

Further, for each regular node n € Ny, if n is positive, senderg(msg(n)) € 1™
and, if n is negative, recipientg(msg(n)) € Z"9.

For example, using our running example, in Figure senderg(msg(ng)) = A
and recipientg(msg(ng)) = B.

Observe that we cannot define sender and recipient over the strand space since
it is possible for the sender or recipient of a particular transport-layer term to be
different in different bundles. For example, if the transport-layer protocol in use was
TLS then the sender and recipient of a given transport-layer term are determined
by the encryption key used to protect the application-layer message. However, as
it is possible for the same encryption key to be derived in two different bundles by
different participants it follows that sender and recipient are bundle-specific.

The same also applies to seqno. In TLS, each end of a channel records the number
of messages that have been sent or received. The sequence number is then included
not as part of the plaintext, but instead it is incorporated into the hash that is sent
with each message. Regular agents then verify that the messages are received in
the correct order by including the sequence number that they expect in the data
they hash to verify the message. Hence, the sequence number is a bundle-specific
property, since it is dependent on what terms have been sent before and is therefore
dependent on the structure of the bundle.

Using the above functions we can define several functions that extract components
from arbitrary transport-layer payload terms. These will later be used to define a
mapping between transport-layer terms and the high-level terms that they represent.
In order to define these functions it will be necessary to know which channel a

Tt would be relatively straightforward to support transport-layer protocols that had multiple
application-layer extraction paths, providing the extraction path that was in use could be deter-
mined by a value within the application-layer message.
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particular transport-layer payload term was sent on. To ensure such a function is
well-defined we clearly need to ensure that no two channels share any transport-layer
payload terms. We formalise this assumption as follows.

Definition 4.7 (Based on [KL10|). Channel ¢; has disjoint transport-layer payload

messages with a channel ¢y iff 7;leyload N pffzﬂoad = (.
Assumption 4.8 (Based on [KL10]). For all distinct channels ¢; # L and cp # L,

¢y has disjoint transport-layer payload messages with cs.
Given the above assumption we can now define the following functions.

Definition 4.9 (Based on [KL10]). Let X' be a low-level strand space. The following
functions are defined over all Tpayioad:

chan : Tpayioaa — (Channels \ {L})

C

chan(t) = ¢ where t € T,0 1004

appmsg : %ayload — 7—app
appmsg(t) = extract(t,expath® (chan(t)))

Thus chan gives the channel of a transport-layer term (assuming Assumption ;
and appmsg gives the application-layer message contained in a transport-layer term.

For each B of X we define senderg, recipients : Tpayioad — I, which give the
claimed sender and intended recipient end points of a transport layer-term, respec-
tively. Further, we define seqnog : Tpayioad — S, which gives the claimed sequence
number (possibly _ ) for a given message. Formally, these functions are defined by:

senderp(t) = senderéhan(t)(t)
= recipientéhan(t)(t)

seqnop(t) = seqnogum(t) ().

recipient(t)

When the bundle is clear from the context we simply write sender(t) and recipient(t).
We lift chan, sender, recipient and seqno to be defined on Ny, in the obvious way
(e.g. chan(n) = chan(msg(n)). We lift appmsg to be defined on Npgyi0eq by defining
appmsg(n) to be msg(n) if n € N| and appmsg(msg(n)) otherwise (i.e. if n € Nyp,).

For example, in the case of Figure sender(msg(ng)) = A,
recipient(msg(ns)) = Bq, seqno(msg(ng)) = _, appmsg(msg(ns)) = appmsgs and

chan(msg(ng)) = c.

We now consider what conditions are required to ensure that the above functions
are well-defined. Recall that in the high-level strand spaces model (in particular in
Assumption we disallowed the penetrator from transforming a message where,
for example, the sending channel end was ? into one where the sending channel end
was not ?. In order to ensure that there are no penetrator behaviours that would be
prohibited at the high-level we lift this assumption to an assumption on the low-level
bundles by insisting that either all terms sent on ¢ have sending channel end 7, or
none do. Since we require, in Equation that distinct regular strands use disjoint
channel ends we will also require that the functions sender and recipient are defined
in such a way that ensures this. Lastly, since we require in Assumption [3.5] that the
sequence numbers are actually used sequentially, we also need to assume that this
holds in the low-level strand space. We lift these assumptions as follows.
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Assumption 4.10. For all low-level bundles B, channels ¢ € Channels \ {1}, and
terms ty, ts € Ecyload sent on c:

1. name(senderp(t;)) = 7 iff name(senderg(tz)) = 7;

2. end(senderp(ty)) = 7 iff end(senderp(tz)) =7;

3. name(recipientg(ty)) = 7 iff name(recipientp(tz)) = 7;
4. end(recipientp(ty)) = 7 iff end(recipientp(tz)) = 7;

5. seqnop(ty) = __ iff seqnog(tz2) = _;

6. If seqnop(t;) # _ then end(senderp(t;)) # 7 and end(recipientg(t;)) # 7 (and
similarly for ¢z).

Further, for all low-level bundles B and low-level strands st and st’ in B, if st # st/
then endsp(st) N endsp(st’) = O (cf. Equation B.1]), where endsy is the low-level
version of ends and is formally defined as:

endsg(st) = {end(senderg(n)) | n € Nypi A sign(n) = + An is on st}

U {end(recipientz(n)) | n € Ny A sign(n) = — An is on st}.

Lastly, for all low-level bundles B and for all regular strands st in X, the function
thif : C x C — S*, which returns the list of sequence numbers sent between two
channel ends on a strand, is defined by:

thif (1, #) = (seqnog(msg(st,i)) | i € (1..),i < |st|, (st,i) € N paytoads
end(senderg(msg(st,i))) = 1, end(recipientg(msg(st,i))) = ¢).

For all regular strands st, and all ¢, ¢ € C, either thif (¢, ¢) < (1..), or thif (¢, ¢) €
{_}

4.2 Relating Regular Nodes

The first step in the proof is to define an abstraction function, ag, that translates
low-level terms from B into the corresponding high-level terms. For example, given
the low-level term A" B™{ml[} px(p) above, dg returns (A, B, _, m, c).

Definition 4.11 (Based on [KL10]). Let B be a low-level bundle. The term mapping
function dg : A — A that maps low-level terms to the corresponding high-level terms
is defined as follows:

1. for m € Tpayioad:

ap(m) = (senderg(m), recipientg(m), seqnop(m), appmsg(m), chan(m));

2. form € A\’E)ayloam dB(m) = (??7 ??) _, m, J—)v
3. if m is a directed term then dp(m) has the same direction as m.

The bundle is omitted when it is clear from the context.
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Using the above we specify a class of functions that, given a low-level node
containing an application-layer message, return the corresponding high-level node.
Furthermore, such functions are defined so as to preserve the bundle structure.

Definition 4.12 (From [KLI0]). A regular node map is a partial function ¢ that
maps regular nodes of a low-level bundle B onto those of a high-level bundle B and
such that:

PN

L. dom(¢) = Npayload;

A

2. ap(msg(n)) = msg(p(n));
3. q5 is injective and surjective onto the regular nodes of B;
4. for n,n' € dom(¢), n =} n' iff b(n) :>E b(n').

For example, the regular node map between the low and high-level bundles of
Figure is given by the function ¢ where ¢(n;) = 7y, ¢(ng) = ng, ¢(ny) = 7y,
gZ;(ng) = ﬁg.

4.3 Relating Penetrator Nodes

In this section we define how the penetrator nodes of the low-level bundle are related
to the penetrator nodes of the high-level bundle. This is done by defining two
different maps, the first of which maps non-application layer nodes to application-
layer penetrator nodes. This definition is similar to Definition

Definition 4.13 (From [KL10]). An application-layer penetrator node map is a par-
tial injective function B; from penetrator nodes of B to those of B, whose domain is
a subset of X'\ Npyi0ad, and such that if n € dom(f;) then:

1. ag(msg(n)) = msg(@ (n)) = (72, 72, _, msg(n), L);

2. f;(n) is on the same type of strand as n (e.g. if n is on a low-level E strand
then §;(n) is on a high-level E strand);

3. f3; respects the strand structure: for n,n’ € dom(f3;), n =+ n’ iff ;(n) =+

ﬂ](n/).

For example, considering the bundle shown in Figure [4.3b] a valid application-
layer penetrator node map would be the map that maps n;, nz, ng, ny and ns to
Ny, Ng, Ng, Ny and ns respectively.

Relating transport-layer penetrator nodes requires more thought since some of
the transport-layer high-level penetrator strands (i.e. HJ, FK, SD, RV, LN and RN
strands) do not correspond directly to single low-level penetrator strands, but instead
to a collection of them. For example, consider the transport-layer protocol (which
we will use as a running example for the remainder of this section) that encodes a
high-level term t = (47, By, _, m, c) by A™{ml} px(py. Using this protocol, the
path from ng to nys in Figure [4.3b]is the low-level representation of a high-level SD
strand that sends the message m”™n to an honest agent B. We will define a mapping
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(b) A bundle containing a low-level Send penetrator subpath.

Figure 4.3: An illustration of how the low-level penetrator subpaths and high-level
penetrator strands relate.

54



from such low-level penetrator subpaths to the corresponding high-level penetrator
strands.

Note that on a single penetrator path it is possible for the penetrator to change
both the apparent sender and the sequence number associated with a message (e.g.
Figure . Therefore, for technical reasons, that are explained in Remark
we require a strand that does both re-numbering and hijacking at the same time.
Further, we will also require a high-level penetrator strand that simply copies the
application-layer message. This is again required for technical reasons, which are
discussed in Remark [£.:20] We define these new penetrator strands as follows.

Definition 4.14. The transmit and hijack-renumbering penetrator strands are de-
fined as:

TX Transmit: (—(Ay, By, i, m, ¢),+(Ay, By, i, m, c));

HIJRN  Hijack-Renumbering: (—(Sy, Ry, i, m, ¢),+(S), Ry, i, m, c)) provid-
ing i’ # i, and either Sy, # S, or Ry # R},

Note that by Assumptionin any such HIRN strand, i #_, i # _,S=7&
S=7R=7R =7¢9v=7<¢ =7and ¢ =7 ¢ =7, as required.

However, note that both TX and HJRN strands are unnecessary, in the sense that
they can be replaced by a direct message sending edge or combinations of HJ and
RN strands, respectively. Therefore, when proving a result in the high-level strand
spaces model for a particular bundle B we can instead consider the equivalent bundle
B’ that contains no HJRN strands. Note, however, that the above is only true if the
channel conditions, such as AC, permit HJRN strands iff they permit equivalent
combinations of HJ and RN strands. We formalise this assumption as follows. Note
that we also assume that all channels permit TX strands. This will be required in

the proof of Proposition [£.31]

Assumption 4.15. All channels ¢ permit TX strands, and permit HJRN strands iff
they permit an equivalent combination of HJ and RN strands.

Lemma 4.16. Let B be a high-level bundle. Then B is equivalent to a bundle that
contains no TX or HJRN strands.

Proof. Clearly, any TX strands can be removed by replacing them with direct message
transmission edges, noting that the bundle conditions will still be satisfied. Any
HJRN strand is equivalent to a combination of a HJ and a RN strand, in some order.
Further, since the channel permits HJRN strands, it follows by Assumption
strand that both the RN and HJ strand are permitted. Hence, the bundle conditions
are satisfied. O

In Proposition [6.22] we use this lemma to justify only considering bundles in the
high-level strand space that don’t contain HJRN or TX strands.

In order to define the various transport-layer penetrator strands, we will need to
identify when a penetrator path is sending or receiving an application-layer message.
We can formalise such a definition by using extraction paths, as follows.

Definition 4.17. We say that a destructive penetrator path p; starting at a
node n extracts the application message from mn, written pg app-extracts n, iff
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Figure 4.4: A low-level bundle in which the penetrator sends and receives application-

layer messages using a simple transport-layer protocol.

56



expath (pg) = expath®(chan(n)). A constructive penetrator path p. ending at
a node n packages the application message of n, denoted p. app-packages n, iff
expath™ (p.) = expath® (chan(n)).

For example, in Figure , (ng,ng,nir,ni2, N1y, Ny, ng) app-extracts ny whilst
in Figure , <n11 , N9, N10,MN13, N1y, N17, n18> app—packages ny.

Consider the low-level penetrator subpaths that correspond to the normal high-
level penetrator strands, i.e. HJ, RN, TX, HJRN strands. All of these penetrator
strands do not alter, or even inspect the enclosed application-layer message. There-
fore, a low-level penetrator subpath that corresponds to one of these strands should,

again, not extract the application-layer message from the transport-layer packaging.
We formalise this as follows.

Definition 4.18. A normal penetrator path p transports the application-layer mes-
sage iff p(1),p(|p]) € Nyps, chan(p(1)) = chan(p(|p|)), and there exists pq, and
pe such that p = py"pe, pg is destructive, p. is constructive and expath (py) =
expath™ (p.) < expath® (chan(p(1))).

The above definition ensures that the penetrator can extract the application-layer
message, but cannot divide it further.

We now define how low-level penetrator subpaths correspond to high-level pene-
trator strands.

Definition 4.19 (Based on [KLI10]). Let p be a penetrator subpath in a low-level
bundle B, starting at a node n and ending at a node n/. p is a transport-layer pen-
etrator subpath iff it is of one of the following forms: (these subpaths are illustrated

in Figure :

Receive 1. n is a positive regular node and n’ is a negative penetrator node;
2. p is destructive;
3. ne Ntrpt;

4. sender(msg(n)) € I,

5. recipient(msg(n)) € IP";

6

. p app-extracts n.

Learn 1. n is a positive regular node and n’ is a negative penetrator node;
2. p is destructive;
3. ne Ntrpt§

4. sender(msg(n)) € I,

5. recipient(msg(n)) € I,

6

. p app-extracts n.

Fake 1. n is a positive penetrator node and n’ is a negative regular node;
2. p is constructive;
3. 0 € Ny
4. sender(msg(n’)) € I
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Figure 4.5: Various penetrator subpaths from Definition using the running
example of a secure transport protocol.
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5. recipient(msg(n')) € I"Y;
6. p app-packages n'.

Send 1. n is a positive penetrator node and n’ is a negative regular node;
2. p is constructive;
3. ' € Ny

4. sender(msg(n')) € IP*";

5. recipient(msg(n')) € Z"Y;

6. p app-packages n'.

Hijack 1. n is a positive regular node and n’ is a negative regular node;
. p is normal;
-y € Ny
. seqno(msg(n)) = seqno(msg(n'));

2

3

4

5. appmsg(n') = appmsg(n);

6. chan(msg(n')) = chan(msg(n));
7

. sender(msg(n))  #  sender(msg(n')) or recipient(msg(n))  #
recipient(msg(n'));

8. p transports the application-layer message.

Renumber 1. n is a positive regular node and n’ is a negative regular node;
2. p is normal;

n,n" € Nippe;

appmsg(n) = appmsg(n');

chan(msg(n)) = chan(msg(n’));

sender(msg(n)) = sender(msg(n'));

recipient(msg(n)) = recipient(msg(n'));

_ # seqno(msg(n)) # seqno(msg(n’)) # _;

p transports the application-layer message.

© ® N e oW

Hijack-Renumber 1. n is a positive regular node and n’ is a negative regular node;
2. p is normal;
3. n,n" € Ny
4. appmsg(n') = appmsg(n);
5. chan(msg(n')) = chan(msg(n));
6

. sender(msg(n) #  sender(msg(n’)) or recipient(msg(n))  #
(

recipient(msg

)
n'));
_ # seqno(msg(n)) # seqno(msg(n')) # _;

8. p transports the application-layer message.

=

Transmit 1. n is a positive regular node and n’ is a negative regular node;
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. p is normal;

-y € N

. appmsg(n) = appmsg(n’);

. chan(msg(n)) = chan(msg(n'));

. sender(msg(n)) = sender(msg(n'));

2

3

4

5

6. seqno(msg(n)) = seqno(msg(n’));

7

8. recipient(msg(n)) = recipient(msg(n'));
9

. p transports the application-layer message.

Remark 4.20. As an example of why the Transmit subpath is needed con-
sider the transport layer protocol that encodes the high-level term (A, B, m,c) as
d”A™{m[} pg(p) where d is a nonce. Clearly, this can be transformed by the pene-
trator to d'” A" {m[} px(p) where d # d'. However, observe that the corresponding
high-level term is unchanged and therefore, since we do not wish to remove pene-
trator subpaths entirely from the high-level bundle, there needs to be a penetrator
subpath that reflects this.

We can now define the second map involving penetrator nodes, which maps nodes
on penetrator paths to nodes on high-level penetrator strands. Note that the map
cannot be a function since a subsequence of a penetrator subpath could be part of
two different penetrator subpaths. For example, consider the penetrator subpath
in Figure [4.3b} if the penetrator wanted to send the message from two different
penetrator identities then he could create another C strand that would receive from
the E strand and therefore the first few nodes of the penetrator subpaths are shared.

Definition 4.21 (Based on [KL10]). A transport-layer penetrator node map is a
relation B2 between the penetrator nodes of B and B that:

1. Maps the first and last penetrator nodes of Send, Receive, Learn, Fake, Hijack,
Renumber, Hijack-Renumber and Transmit subpaths to the first and last nodes
of high-level SD, RV, LN, FK, HJ, RN, HJRN and TX strands respectively, and
relates no other nodes; and

2. ap(msg(n)) = msg(B2(n)) for (n,n) € Ba.

For example, again considering the bundle from Figure a suitable transport-
layer penetrator node map would map ng and n;s to ng and N3 respectively.

Remark 4.22. The above definition illustrates the need for HJRN strands. For ex-
ample, consider a Hijack-Renumber subpath which, if we did not have HJRN strands,
would need to be mapped to a HJ strand followed by a RN strand, or vice-versa. The
above definition would insist that there exists an intermediate low-level transport-
layer node that contained the original transport term, but with only one of the
hijacking or the renumbering done. However, such a node does not necessarily ex-
ist as in a normal bundle the penetrator would do both transformations without
reconstructing an intermediate transport-layer term.

For example, consider the transport-layer protocol that represents
(A, B, i, m, c) as A"B{{Imltpk(p) iltsk(a). Clearly there exists a pene-
trator path that consists of a Hijack subpath (changing the sending identity to one

60



from ZP¢") followed by a Renumber subpath that includes an explicit intermediate
node. However, note that the above path would be equivalent to one that obtains
the term {{m[} pg(p) using S and D strands and then uses C and E strands to
construct a term P" B {{mf} px(p) i'[} sk (p). Hence, there exists no intermediate
node: the hijack and renumber happen simultaneously.

Using the above definitions in conjunction with those from Section [.2]it is now
possible to define a node map for a bundle B that maps the regular and penetrator
nodes to nodes of a high-level bundle. In particular, the map explains how each
high-level node and strand corresponds to low-level nodes and strands.

Definition 4.23 (From [KLI0]). A node map is a partial relation 1 between the
nodes of B and B, such that:

1. ¢A is of the form ¢§U 31 U Bg, where gzg, 31 and ,ég are as in Definitions
respectively; and

2. wA is surjective onto the nodes of B; and

A

3. 1 respects the strand structure:

(a) if n,n’ € dom(¢)) and n —p n' then I, @’ -n o A AN @' AR —p 1

and

(b) ifﬁ—>Bﬁ’,thenﬂn,n’-n@[gﬁ/\n’qﬁﬁ’/\n—)lg n'.

For example, in Figure the node map is equivalent to the regular node map
since it contains penetrator nodes. Equally, in Figure [£.3] the node map is equivalent
to ﬂA] U 32 since there are no regular nodes.

Note that in some cases there may be multiple, equally valid, node maps from a
low-level bundle. For example, a Receive subpath followed by a Send subpath could
be mapped to a RV and SD strand. However, providing the receive and send are both
on the same channel this could be viewed as a Hijack subpath, and thus mapped to
a HJ strand.

4.4 Interference Freedom and Abstract Correctness

In this section we consider the conditions under which we can safely abstract away
from the transport-layer behaviour. In particular, we develop a condition that holds
whenever a term ¢ is constructed by the penetrator in a way that can be mirrored in
a high-level bundle. Further, we describe a bundle condition, interference-freedom,
that is true whenever the bundle can be safely abstracted, in the following sense.

Definition 4.24 (Based on [KLI0]). A high-level bundle B abstracts a low-level
bundle B iff there exists a node map wA between the nodes of B and B. A low-level
bundle B is abstractable iff there is a high-level bundle B that abstracts B. A high-
level strand space 3 abstracts a low-level strand space X iff every low-level bundle
B of ¥ is abstractable to a bundle of X.

In Section we consider under what conditions we can safely abstract a low-
level bundle. In particular, we define what it means for a bundle to be interference-
free. In order to define this we also give an axillary definition that decides when a
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penetrator node can be safely abstracted; we term such nodes abstractly constructible
(in the sense that the message on the node can be constructed after abstracting away
from the transport protocol). In Sectionwe briefly consider how the restrictions
on high-level transport-layer penetrator strands, such as AC, impact the bundles that
we can safely abstract. Lastly, in Section we prove our main result and show that
any interference-free bundle is abstractable, in the above sense.

4.4.1 Interference Freedom

When proving that a low-level bundle is abstractable we will need to ensure that
application-layer messages constructed by the penetrator are constructed only from
terms that he can obtain in the high-level model, otherwise the bundle cannot be
abstracted. For example, suppose the penetrator takes a nonce sent by an honest
agent in the key establishment phase of the transport-layer protocol and replays it
within an application-layer message. Clearly, this case has to be disallowed since the
node providing the nonce will not exist in the abstracted bundle.

In order to define interference-freedom we will require the following auxiliary
definition. Informally, a negative low-level node n is abstractly constructible precisely
when msg(n) is constructed only from:

1. Terms in the penetrator’s initial knowledge, obtained from M strands;
2. Terms sent by honest agents on 1;

3. Terms sent by honest agents on non-L channels that are unpacked by the
penetrator.

Thus, if a negative node is abstractly constructible it follows that all the nodes that
are required to construct the message will be in the abstracted bundle.

Note that in all subsequent definitions and lemmas we assume, without loss of
generality, that all bundles are normal in order to simplify the definitions and proofs.
In the following an initial penetrator subpath is one that either starts at an initial
penetrator node (i.e. at a M strand), or starts at a regular node.

In order to define abstractly constructible, we firstly need to define what it means
for a penetrator path to contribute to the message of a node n’. In particular, a
penetrator path that merely provides a key to decrypt a transport-layer message
whose application-layer content is later used in constructing msg(n’) should not be
considered as contributing to msg(n').

Definition 4.25. A penetrator subpath p directly-contributes iff, for every node n
on p that lies on the key edge of a D strand, there exists a destructive penetrator
subpath p; ending at n such that:

1. pgq does not traverse a key edge or contain a KG strand; and
2. pg(1) € Ny;or pg(1) € Ny and expath® (chan(pg(1))) < expath (pg).

Thus, the above definition identifies penetrator paths that only provide a key
to decrypt a transport-layer message. Using the above, we can now define what it
means for penetrator paths and nodes to be abstractly constructible.
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Definition 4.26. Let B be a normal low-level bundle. An initial penetrator subpath
p is abstractly constructible iff either:

1. p starts at a M strand; or
2. p starts at a regular node n; € N|; or

3. p starts at a regular node n; € Ny, and there exists a destructive penetrator
path pg < p such that p; app-extracts n;.

A penetrator node ng € B is abstractly constructible iff every initial penetrator path
p that ends at ng and directly-contributes is abstractly constructible. A regular node
ng € B is abstractly constructible iff ng € N | .

The above definition intuitively states that if a node is abstractly constructible
then every penetrator path that reaches it either starts at an initial penetrator node,
or starts with a message receiving path. In particular, if a node is abstractly con-
structible we should be able to safely abstract it, as it does not depend in any way
on the transport-layer: it depends only on application-layer messages.

As an example, consider Figure which uses the running example as a
transport-layer protocol and sends the application-layer message (P2, By, U, c)
to myg. In this figure, ng is abstractly constructible because the only penetrator
path to ng starts at a M strand. However, ns is not abstractly constructible since
n; € Ny and thus the penetrator subpath (ns, ng, ng, ns), is not abstractly con-
structible. Intuitively, this is because the penetrator is taking a value U from the
transport-layer packaging, rather than unpacking the message contents.

We prove a simple consequence of the abstractly constructible definition, which
is easier to apply.

Lemma 4.27. Let B be a normal bundle. If a penetrator node ng € B is abstractly
constructible then either:

1. There exists a destructive penetrator path p ending at ng and starting at a
regular transport-layer node n; € Ny, such that p app-extracts n;; or

2. There exists a regular node n; € N| such that n; — ng; or

3. ng is a negative node on a penetrator strand such that there exists an abstractly
constructible node n; where n; — ng; or

4. ng is a positive node on a penetrator strand such that every negative node on
the strand is abstractly constructible.

Proof. Let ng be abstractly constructible and suppose that cases (1) and (2) do not
apply. If nyp is a negative node then, by Definition it follows that every directly-
contributing penetrator path p“(n;)"(nz) ending at ng, is abstractly constructible.
Thus, every directly-contributing penetrator path ending at m; is also abstractly
constructible and hence n; is abstractly constructible, meaning that ny satisfies
clause (3).

Otherwise, ny is a positive node. Therefore, let n; =T ny be a negative node
on ng’s strand, if one exists. Note that since ng is abstractly constructible every
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penetrator path of the form p“(n;)"(ng) must be abstractly constructible. Thus,
every penetrator path that ends at n; must also be abstractly constructible, and
therefore n; is abstractly constructible. Hence ny satisfies clause (4). O

We now define what it means for a bundle to be interference-free. The intention is
that this property is true precisely when a low-level bundle can be safely abstracted,
in the sense that high-level terms are not constructed from transport-layer terms.
(Note that this definition differs from that given in [KL10] in order to simplify it and
also support regular nodes that send messages over L.)

Definition 4.28. Let B be a normal low-level bundle. A negative regular
application-layer node ng € Npgyioaq is interference-free iff either:

1. np € N| and there exists an abstractly constructible node n; such that n; —
ngj or

2. ng € Ny and there exists a penetrator subpath p ending at np such that
either:

(a) p is normal, p starts at a regular node n; € Ny, appmsg(ng) =
appmsg(nz), chan(n;) = chan(ng) and p transports the application-layer
message; or

(b) p is constructive and starts at an abstractly constructible node n; such
that p app-packages ngs.

A bundle B is interference-free iff every negative regular application-layer node is
interference-free.

Thus, a negative regular node ny is interference-free providing the penetrator has
constructed any messages that are sent to ng in a way that can be safely abstracted.
In particular, this means that the penetrator must either:

e Hijack, renumber, or simply alter the packaging of an existing message (case
(2a)); or

e Send a message that has been properly constructed (i.e. is generated at an
abstractly constructible node) via a Send or a Fake subpath (case (2b)), or
directly on the L channel.

The above definition restricts several kinds of attacks. In particular, it disallows pene-
trator paths where the penetrator transforms a transport-layer term from one channel
into one for another channel, without fully decrypting the application layer message
(a multi-channel attack). It also prevents the penetrator from sending transport-
layer terms as application-layer messages (a multi-layer attack — e.g. Figure .
Clearly, we have to prohibit both of these cases: otherwise the bundle cannot be
safely abstracted as there would be attacks that depend on the implementation of
the transport-layer protocol. See Figure [4.6] for an example.

Whilst the above definition is a semantic condition, we define a statically-
checkable condition in Chapter [f] that implies interference freedom.
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(a) nys is not interference-free as there is no penetrator subpath that satisfies
condition (1) or (2) of Definition In particular, the penetrator path that
sends the application-layer message (i.e. (ng, ns, n7, nip, ni1, nis)) starts at a non-
abstractly constructible node ng. This is because it is taking a term, U, from a non-
application layer source (that will not be in the high-level bundle) and attempting

to send it as an application-layer message.
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(b) This bundle is interference-free as ns is now abstractly con-
structible (as it lies on a M strand).

Figure 4.6: Two bundles that illustrate abstractly constructible and interference-

freedom.
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4.4.2 Abstract Correctness

The channel properties that were defined in Section such as AC, require that
certain high-level strands are not contained in the high-level strand space. Therefore,
when abstracting low-level bundles we must take care to ensure that we only abstract
bundles that do not contain any prohibited penetrator behaviours. For example, if
the transport protocol was bilateral TLS then the high-level strand space contains
no high-level LN, FK, HJ or RN strands on the bilateral TLS channel. Therefore, we
can only abstract low-level bundles that contain no Learn, Fake, Hijack, Renumber or
Hijack-Renumber subpaths.

Unfortunately, this is too strong. Recall that a RV strand followed by a SD strand
is actually equivalent to a HJ strand where the recipient of the first message and the
sender of the second message are penetrator identities. Hence, since the penetrator
is always allowed to send and receive messages, it follows that some Hijack subpaths
will be present for even the most secure transport-layer protocols. As a result,
the high-level bundles that we abstract to will contain some prohibited penetrator
strands, but only if they are equivalent to combinations of permitted strands. This
is addressed in Proposition but we formalise the type of penetrator subpath
that is problematic as follows.

Definition 4.29. A Hijack or Hijack-Renumber subpath p is an innocuous penetrator
subpath iff recipient(p(1)) € ZP°" and sender(p(|p|)) € ZP*". An innocuous penetra-
tor subpath p is expanded iff it is the concatenation of Receive and Send subpaths.

We now define a property of low-level bundles that is true iff the bundle contains
only penetrator behaviours that are permitted by the channel definitions. Whilst
this could be considered as a property of strand spaces, we define it as a property of
bundles as in Chapter [5| we will have to consider strand spaces in which only some
of the bundles satisfy this property.

Definition 4.30. A channel ¢ € Channels \ { L} is abstractly correct in a low-level
bundle B iff every penetrator subpath of ¢ in B either corresponds to a penetrator
strand allowed by definition of ¢, or is an innocuous subpath. A bundle B is abstractly
correct iff every channel ¢ € Channels \ {L} is abstractly correct in B. A strand
space X is abstractly correct iff every bundle of X is abstractly correct.

Observe that equivalence of bundles does not not necessarily imply that both are
abstractly correct. For example, consider a very simple bundle that contains two
regular transport-layer nodes and a direct message edge between them. Clearly such
a bundle is trivially abstractly correct. However, the transport protocol in question
may be fundamentally insecure, and the bundle may be equivalent to one in which
the penetrator concatenates a Learn subpath and a Fake subpath. This is of no
consequence in this section, but does affect our proofs in Chapter

4.5 Soundness of The Abstraction

In this section we finally prove that any interference-free low-level bundle is ab-
stractable. Note that the resulting high-level bundle will contain TX and HJRN
strands. We deal with this in Proposition This proof is based on the proof
given in [KL10].
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Proposition 4.31. Let B be a normal, abstractly correct, interference-free bundle
such that every innocuous penetrator subpath is expanded. Then B is abstractable
by a high-level bundle B.

Proof. Let B be a normal, abstractly-correct, interference-free bundle in X' such that
every innocuous penetrator subpath is expanded. We construct a high-level bundle
B that abstracts B. Firstly, the regular strands of B are constructed from those of
B according to Definition 4.12

In order to make B a bundle we need to construct sufficient penetrator strands
such that there are no negative regular nodes with no incoming edges (henceforth
lonely nodes). We follow the approach of Kamil and Lowe and show that for each
negative regular application layer node ny € Npgyioeq in B there exists a penetrator
path p that ends at npz and that maps to a high-level penetrator path that ends at
é(nz) in B.

Consider the negative node ng. As B is interference-free there are three cases to
consider, following Definition .28}

Case (1) ng € N| and hence, there exists a positive abstractly constructible node
ny such that n; — na.

Case (2a) np € Ntrpt and there exists a normal penetrator path p, starting at
a regular node n; € Ny, and ending at ny such that chan(n;) = chan(ng)
and p transports the application-layer message. If p is an innocuous penetrator
subpath, it follows by the assumptions of this lemma that p must be expanded,
and therefore, we choose to consider this path in Case (2b) instead. Otherwise,
by Assumption [£.10]it follows that:

name(sender(msg(ny))) = 7 iff name(sender(msg(nz))) =7,

o end(sender(msg(ny))) =7 iff end(sender(msg(ng))) =7;

o name(recipient(msg(ny))) = 7 iff name(recipient(msg(ng))) =7,
e end(recipient(msg(ny))) = 7 iff end(recipient(msg(ng))) =7;

o seqno(msg(ny)) = _ iff seqno(msg(ng)) =

Therefore, according to Definition p must either be a Transmit, Hijack,
Renumber or Hijack-Renumber subpath and hence, by Definition it can be
mapped to a TX, HJ, RN or HJRN strand that ends at ¢(ng).

Case (2b) There exists a constructive penetrator subpath p, starting at a
positive abstractly constructible node mn;, and ending at nz, such that
p app-packages mg. Hence, this subpath fits the definition of a Send or Fake
subpath (noting that recipient(msg(ng)) € I™ as ng is a negative regular
node) and thus gets mapped to a SD or FK strand that ends at gzg(ng)

We now show that the positive abstractly constructible node n; from cases (1)
and (2b) above maps to a non-lonely node. If n; is regular then by Definition
it follows that n; € N and hence gets mapped to qg(m) in B. Otherwise, ny is a
penetrator node and thus there are the following cases of Lemma [£.27] to consider.
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Case (1) There exists a destructive penetrator path py ending at n; and starting
at a regular application-layer node ny € N, rpt Such that p, app-extracts ny.
Therefore, as sender(msg(ng)) € L™ (since ny is regular), py fits the definition
of a Learn or Receive subpath and thus can be mapped to either a LN or RV
strand that ends at ¢(n;).

Case (2) There exists a regular node ny € N| such that ny — n;. Hence, in the
high-level bundle this is simply mapped to a transmission edge from ¢(ny) to

¢(ng).
Case (3) This case cannot apply as n; is positive.

Case (4) n; is a positive node on a penetrator strand st such that every negative
node on the strand is abstractly constructible. Therefore, according to Def-
inition this penetrator strand will be mapped to one of the same type.
Clearly, we now must ensure that the negative nodes on st (if any) are not
lonely. This can be proven by inductively applying the argument of this and
the previous paragraph to each negative node on this strand.

Hence, it follows that there are no regular or penetrator lonely nodes and there-
fore, B satisfies the bundle conditions. Further, since B is abstractly correct it follows
that if B contains a penetrator strand p that is prohibited by the channel definitions,
then p must be the abstraction of an innocuous penetrator subpath. However, since
all innocuous penetrator subpaths are expanded, we have not abstracted any such
penetrator subpaths. Hence, B does not violate any channel conditions. Lastly, note
that Assumption [3.5] Assumption [3.3] and Equation [3.1] hold by Assumption [£.10]
and the definition of &. Thus, B is abstractable. ]

4.6 Summary

In this chapter we have proven the soundness of the high-level strand spaces model
presented in Section In particular, we have shown that every bundle that satisfies
our independence assumption, defined in Definition[4.28] can be abstracted to a high-
level bundle.

In order to prove this result we firstly defined a mapping & that converts low-level
transport terms into the corresponding high-level terms. Using this we then defined
a function ¢A that relates the low-level regular nodes of a bundle to the corresponding
high-level regular nodes. Further, q§ abstracts away from the details of how the
transport-layer is implemented by not including, for instance, handshake nodes. We
then defined two further maps, B 7 and ﬁg, that relate the low-level penetrator nodes
to high-level penetrator nodes. These three maps are all combined into a single map,
wA, that maps the nodes of a low-level bundle to the corresponding nodes of a high-
level bundle. Using this we define what it means for a high-level bundle to abstract
a low-level bundle.

We then defined our main semantic condition. In order to do this we firstly de-
fined what it means for a node to be abstractly constructible, which is true whenever
a node’s message is built from only application-layer values. Intuitively, this means
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that the node can be safely abstracted. Using this, we then defined our main se-
mantic assumption, interference freedom, before proving that whenever a bundle is
interference free, it is abstractable.

As noted in the introduction, the work in this chapter is based on that in [KLI10,
Kam10]. In particular, Section and Section are substantially based on [KL10}
Kam10], whilst the remaining sections have been entirely reworked. Compared to
the work of Kamil and Lowe, the proof in this chapter adds support for our expanded
model, which includes both RN strands and support for unilaterally authenticating
secure transport protocols. It also adds support for application-layer protocols that
send some messages over L. Further, the independence assumption (i.e. as presented
in Section has been entirely reformulated in order to increase its applicability,
and to clarify a number of hidden assumptions. We have also modified the way
the transport-layer protocols are defined in the low-level strand spaces model. In
particular, we have defined what extraction paths are, and have redefined many of
the properties in terms of extraction paths. This has made a number of the definition
more precise. Lastly, we have made explicit a number of hidden assumptions. Most
notably, we have made explicitly clear, via the definition of abstract correctness,
what it means for a low-level transport-layer protocol to be correct.

We discuss related work at the end of Chapter [7} in Section [7.4
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Chapter 5
Disjoint Encryption

In the previous chapter we proved that any interference-free bundle can be safely
abstracted. Ome problem with the definition of interference freedom is that it is
semantic and therefore it is difficult to prove that all bundles modelling the protocol
satisfy it. What would be preferable is a statically-checkable condition, based on
the transport and application-layer messages, that could decide if a given bundle
is interference-free. In this chapter we address this problem by introducing a new
statically-checkable condition based on disjoint encryption [GT00]. We then prove
that if a strand space satisfies our condition, then any bundle of the strand space
can be transformed to an equivalent bundle that is interference-free.

One of the main challenges that we have to address is the presence of paths in
the low-level bundle that transform some value that is part of the transport-layer
packaging or handshake (say a nonce, or a name) and send it as part of an application-
layer message. We term such penetrator paths crossing-paths. These paths prevent
us from safely abstracting such bundles as the paths are not abstractly constructible.
However, under the assumptions that we define in this chapter, it turns out that any
crossing-paths that do exist are actually superfluous, in that an equivalent bundle
exists that contains no crossing-path.

The outline of the proof in this chapter is as follows. Firstly, we assume that
the low-level strand space satisfies a number of (statically checkable) assumptions
relating to various disjointness conditions. Then, we detail the construction of a
new strand space that is related to the previous strand space, but in which the
penetrator has been given a larger set of initial knowledge (this set will not contain
any values of relevance to the application layer). Intuitively, this is required because
the penetrator may, for instance, transfer transport-layer nonces into the application-
layer. Therefore, as we cannot model such a transfer in the high-level bundle, we
instead assume that the penetrator knows such values initially. We then prove that
any bundle in this new strand space can be transformed to an equivalent bundle
that contains no crossing-paths. Then, we prove the main result and show how to
transform a crossing-path-free bundle into an equivalent one that is interference-free,
which we do as a number of separate, but composeable, bundle transformations. This
allows us to prove the high-level strand spaces model is sound, since any bundle that
contains an attack is equivalent to an abstractable bundle that will also contain the
attack. We formalise and prove this in Chapter [0

We begin in Section by defining a few preliminaries; in particular we define
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several sets of encryptions (for the disjointness condition) and a type of penetrator
path that are used by the penetrator to send application-layer messages. We also in-
troduce a new, stronger, form of bundle equivalence that preserves the satisfaction of
application-layer correctness properties. Then, in Section[5.2) we define nine different
assumptions that are required to prove our main result. In Section [5.3| we consider
crossing-paths and show how we can remove them. This requires the proof of several
technical results. In Section we prove the main result of this chapter and prove
that any low-level bundle can be transformed into an abstractable low-level bundle
in such a way that it preserves any attacks.

5.1 Preliminaries

In this section we briefly outline a few extra definitions and results that will be
needed in the following subsections. In Section we further split up the set of
terms that occur in transport-layer messages. This then allows us to define various
sets of encryptions that occur in particular contexts, which we use when defining
our main assumptions. In Section [5.1.2| we define a new type of penetrator path, a
penetrator message-construction path that helps to identify which penetrator nodes
are manipulating application-layer messages. We then show in Section that
bundle equivalence does not necessarily preserve the correctness of application-layer
correctness properties, and introduce a stronger type of bundle equivalence that does
preserve such correctness properties.

5.1.1 Encryption Sets

In the following sections we will need to know several sets of terms.

Definition 5.1. The set of application-layer messages sent over the unprotected
channel, L, is defined by 7.5, = {msg(n) | n € N'| }.
The following sets of terms are defined for each channel ¢ € Channels \ {L}.

e The set of application-layer terms, TS, C A defined as:

app

TC

app = 1extract(t, expath® (c)) | t € Tityload}'

p

e The (subterm closed) set of transport-layer non-message terms, Tppp msg» that
contains all non-application layer terms that appear in transport terms, is

defined as:

Tron-msg = {extract(t,es) | t € 7;Cayload Nes e EP
A expath® (¢) € es A es £ expath®(¢)}

U {8 | te ’ﬁlcon—payload Ns T t}‘
The second line of the definition of 7,7, ,,,s, extracts all subterms of a transport-
layer message that do not contain the application-layer message (i.e. es £
expath® (¢)), or occur within the application-layer message (i.e. expath® (¢) £
es).
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e The set of application-layer ingredients, Aqpp, is defined byﬂ

Awp = XUk k1 k€ X NK}
where X = {t' |t € T,.,,, ¢ € Channels, t' ingredient t}.

Recalling the running example used in Section in the case of Figure
7:1%;0 = {appmsgg}, 7;Lcon-msg = {A7B? {’k‘}PK(B)v k}7 7:1J13p = {appmSQI} and -Aapp =
{appmsg;, appmsgs }, assuming appmsg; and appmsgs are atomic.

A central part of our disjointness condition will be that certain encryptions cannot
be shared amongst different layers. In order to define such a condition we define
several sets of encryptions, as follows.

Definition 5.2. The set of all encryptions, denoted by &, is defined as:
{{imlx | {{m[}x € A}. The set of application-layer encryptions for L, denoted &,
is defined as EN{s |t € Taép, s C t}.

The following are all defined for each channel ¢ € Channels \ {L}.

e The set of application-layer encryptions, denoted by £g,,, of all encryptions
that appear in an application-layer message:

lel|t € Typp e Etec &l

e The set of transport-layer message encryptions, denoted by £, of all encryp-
tions that enclose an application-layer message:

{e |t € Toaytoads € € €, 65 € EP,es < expath®(c) , e Ces t}.

e The set of transport-layer non-message encryptions for a channel ¢, denoted

c .
trpt-non-msg*

nEé.

c
7;Lon—msg

The unions of £F., and EF,1 1 on-msy Over Channels \ { L} are written as Eyype and
Etrpt-non-msg respectively. The closure of Egpp over Channels is written as Eqpp.

We now state a simple result that shows that the above encryption sets are total,
in that every encryption that occurs on a node is contained within one of the above
sets.

Lemma 5.3. Let B be a bundle and n a regular node in B. Then every encryption
{m[}x € msg(n) is a member of at least one of Eqpp, Erpt AN Etrpt-non-msg -

Proof. Recall Assumption states that regular nodes are partitioned between N,
Nipt and Nyon_payioad- The result then immediately follows from Assumption [4.5]
and the definitions of &pp, Eprpr a0d Eprpt-non-msg- ]

! In the definition of Aapp, note it is important that complex keys are symmetric. If this was
not the case then A,,, would erroneously not include the ingredients required to produce inverse
keys. This definition could be adapted if non-symmetric complex keys were desired.
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5.1.2 Message Sending

In the following sections we will need to identify which penetrator nodes are manipu-
lating application-layer messages. We term such nodes application-layer penetrator
nodes. Unfortunately, it is difficult to tell, for instance, if a D or an E strand is
manipulating a transport-layer encryption, or an application-layer encryption. We
first consider how to identify the nodes that construct application-layer messages.
In particular, we will to identify all penetrator paths that manipulate terms that
are eventually incorporated into application-layer messages. The following definition
identifies when a constructive penetrator path constructs a message and then sends
it over a transport channel. For ease we consider only normal bundles.

Note that the following definition is related to Proposition .31} as in the proof
of this proposition we identified nodes that were manipulating application-layer mes-
sages. However, Proposition assumed that the bundle was interference-free, so
here we require a different method of identifying such nodes.

Definition 5.4. Let B be a normal low-level bundle. A penetrator path p that starts
at a positive regular node n; and ends at a negative regular node ny € Npgyioa is a
penetrator message-construction path iff either:

1. ng € N| and p is directly contributing; or

2. ng € Ntrpt, p = pp ps such that p, is directly contributing and
expath® (chan(ng)) = expath™ (ps).

We can visualise the latter type of penetrator message-construction path as fol-
lows:

n2
Transport ,\’/\IE)Z
Application Ns
n
njy

where ps sends the application-layer message of ns using a Send or Fake subpath,
whilst p constructs the application-layer message, and p = p,, " ps. Diagrams in this
section will be drawn with: penetrator paths drawn as wiggly lines, constructive
penetrator paths sloping up, destructive penetrator paths sloping down and a delin-
eation between nodes that are dealing with application-layer content, and those that
are dealing with transport-layer content (if such a line can be drawn).

5.1.3 Bundle Correctness Properties

In Chapter [f] we will prove that the high-level strand spaces model is sound, by
showing that whenever a low-level bundle does not satisfy a correctness property, a
high-level bundle that also does not satisfy the property exists. We will prove this
by showing that we can transform (via a number of bundle transformations that we
develop in this section) the low-level bundle to a related low-level bundle that is
abstractable, but also does not satisfy the correctness property. Then, we prove that
if a low-level bundle is abstractable and does not satisfy the correctness property,
then its abstraction also does not. Clearly, in order for the above proof to work we
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ny —> ny ng

nu/ﬂt

ng — —

(a) Bundle 1 (b) Bundle 2

Figure 5.1: A bundle illustrating the problem with bundle equivalence.

need the bundle transformations that we develop to preserve the incorrectness of the
correctness property. Unfortunately, the standard definition of bundle equivalence is
not strong enough to do this.

For example, consider trying to specify that a certain node causally precedes, i.e.
using =<, another node. Since bundle equivalence only requires the regular behaviour
to be the same, this relation is not necessarily preserved by bundle equivalence.
For example, Figure gives two bundles that are equivalent, but such that the
= relation is different. Further, the transformations we define will change the =<
relation: they will remove some penetrator paths that cannot be safely abstracted.
Thankfully, in our correctness properties we will only want to write < as a conclusion
of an implication, and therefore it will only occur positively. Thus, if suffices to
ensure that the transformed =< relation relates fewer nodes. This will ensure that
if the original bundle did not satisfy the correctness property, then the transformed
bundle also will not, as required.

We therefore introduce a relation on bundles B> that holds when the bundles are
equivalent and the resulting < relation is a restriction of the original relation. We
then ensure that all of the transformations in this section output bundles that are
related to the original bundle using .

Definition 5.5. A low-level bundle B can be reduced to B', denoted B > B, iff B
and B’ are equivalent and =g relates no more regular nodes than =g, i.e:

(NG9 x NE9) N =5 2 (N7 x Ng?) N =p.

We now prove that any bundle can be reduced to a normal bundle, analogously
to Lemma[2.17 This lemma is used instead of Lemma throughout the following
sections to ensure all bundles satisfy the same correctness properties.

Lemma 5.6. Let B be a low-level bundle. Then there exists a normal bundle B’
such that B > B'.

Proof. The proof of Lemma in [GT02] proceeds by removing redundancies, as
illustrated in Figure to create an equivalent bundle B’. This transformation
ensures that if n; <p ng then n; <g ng, as it does not add paths between regular
nodes; it merely removes them. Therefore, B > B'. O

5.2 Formulating the Assumption

In this section we consider what statically-checkable assumptions are necessary in
order to prove our main result of this chapter, i.e. that every bundle can be made
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interference-free. In particular, we consider what behaviours we need to prohibit
in order to safely abstract the bundles of a given strand space. We intersperse the
definition of our assumptions with the reasons for their necessity.

The first condition requires that different transport protocols do not share any
encryptions that enclose application-layer messages. This ensures that a message
for one transport protocol cannot be partially deconstructed and then altered to
appear as a message for another transport protocol. In particular, this ensures that
any penetrator path starting at a regular transport-layer node on a channel c¢; and
ending at a regular transport-layer node on a channel cy must traverse a node n
such that the application-layer message is unencrypted on n. This is necessary as HJ
strands do not allow the channel to be changed, meaning that there is no high-level
strand that could represent the the opposite of the above behaviour.

Definition 5.7. Two transport-layer channels ¢y, co € Channels \ {L} satisfy dis-
joint message encryption iff £t NEZ, = 0. A set of channels C' C Channels \ { L}
satisfies disjoint message encryption iff each distinct pair of channels from C satisfies

disjoint message encryption.
Using the above definition we can easily state our first assumption.
1. Channels \ {L} satisfies disjoint message encryption.

The next few conditions impose further disjointness conditions on various types of
encryptions. Recall that the set of all encryptions is given by &€ pp UErpt UE trpt-non-msg
(cf. Definition ; the next few conditions concern the overlaps that are allowed
between these sets. In particular, our second condition ensures that the penetrator
cannot send transport-layer messages as application-layer messages. The third con-
dition requires that the penetrator cannot send encryptions that contain application-
layer payloads in the transport-layer packaging or as part of the handshake. Clearly
if a bundle were to exist that exhibited either of these behaviours, then it would not
be possible to make the bundle interference-free as there is no high-level strand to
represent such behaviour.

2. No application-layer encryption can also be used as a transport-layer encryp-
tion, i.e. Egpp N Eprpr = 0.

3. No non-message transport encryption is also a transport-layer encryption, i.e.
gtrpt N gtrpt—non—msg = @

Note that we do not require that Eqpp N Etrpt-non-msg = O as there may be values,
such as public-key certificates, that can be shared safely between the layers. Instead
we require that, for each encryption in E4pp N Eprpi-non-msg, the inverse key must be
public.

4. If a term {m/} is an application-layer encryption and a non-message transport
encryption then k= must be public, i.e. V{ml[}; € Eapp N Etrpt-non-msg * k1 e
Ap.

To see why a condition like this is necessary consider the bundle in Figure [5.2
where {[t}}rx € Eapp N Etrpt-non-msg- In this figure, nodes within dotted boxes are
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Figure 5.2: A bundle that does not satisfy Assumption .

application-layer nodes whilst nodes within dashed boxes are handshake nodes (i.e.
transport non-message nodes). Observe that the bundle is not interference-free as
ns is not abstractly constructible (as the penetrator obtains ¢ from a handshake
node). However, under the above assumption we can easily transform the bundle
to add a path between n; and ms; via a D strand, with the key coming from a M
strand (as k=7 € Ap). This condition will be required in the following section when
crossing-paths are considered.

The alternatives to this are not clear. Whatever transformation we make has to
ensure the path between n; and n; is independent of the transport-layer. Further, it
may well be the case that the only paths that can decrypt terms of the form {{m[}
are in the transport-layer. Therefore, it would appear that in order to remove such
paths we need such inverse keys to be public.

The fifth condition ensures that the penetrator cannot possess any transport-layer
encryptions in his initial knowledge. This is required as it prevents the penetrator
from creating transport-layer messages for which he does not know the application-
layer message: clearly there is no high-level strand that permits this.

5. No transport-layer encryptions are initially deducible by the penetrator, i.e.
./4;; N gtrpt = 0.

The sixth condition ensures that the penetrator cannot possess non-public
application-layer terms surrounded by non-application-layer encryptions. If the pen-
etrator initially knew a non-public term that contained an application-layer term
surrounded by some transport-layer encryptions, then there could exist a penetrator
path on which he extracts the application-layer term by decrypting using transport-
layer keys. However, such a path would not be valid in the high-level bundle and
thus we cannot safely abstract the bundle.

6. Non-public application-layer terms must only appear in the penetrator’s initial
knowledge surrounded by application-layer encryptions, i.e. if t € Agp, \ Ap,
then for all s € Ap, if es is an extraction path such that ¢t C.s s then for each
es’ < es such that {{m[}; Cesr s, {m[}i € Eapp-

The seventh condition disallows bundles in which an application-layer secret (e.g.

a key) originates at both the application-layer and the transport-layer. Such occur-
rences are likely to be coincidences (and are certainly indicative of poor design) and
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may result in the bundle being unable to be abstracted. For instance, suppose a
node n originates a value ¢ at both the application-layer and the transport-layer.
Further, assume that the application-layer value is unavailable to the penetrator (as
it is sent over a confidential channel, or similar) but that the transport-layer value
can be obtained by the penetrator. Therefore, the low-level bundle may contain a
penetrator path from n to another application-layer node along which the penetra-
tor uses t. However, such a path is not abstractable since it requires a particular
configuration of the transport-layer protocol.

7. Atomic or encrypted application-layer values originate only at the application-
layer. That is, if a non-public application-layer term ¢ € Agy, \ Ap originates at
a regular node n and ¢ is an atom or an encryption, then either n € N'|, or n €
Nipe and for every extraction path es such that t C., msg(n), expath® (c) < es
(i.e. ¢ originates only at the application-layer at n).

The eighth condition disallows bundles in which a transport-layer encryption is
also an application-layer ingredient (cf. Definition . Clearly any such bundle
is not abstractable, since the transport-layer encryptions are not available in the
abstracted bundle, and thus the key cannot be generated.

8. No transport-layer encryption can be an application-layer ingredient. That is,
Aapp N gtrpt == @

Note that the above condition actually subsumes the first part of Assump-
tion ; we keep these as separate conditions for clarity.

Lastly, we require that the strand space is abstractly correct. This is required
as without this condition we are unable to abstract any bundles as there would be
transport-layer behaviours that have no accompanying representation in the high-
level bundles. In particular, recall that Proposition |4.31] required a bundle to be
abstractly correct in order for it to be abstractable.

9. X is abstractly correct.

Definition 5.8. A strand space X satisfies layered-disjoint encryption iff it satisfies
conditions (1)-(9) above.

Assumption 5.9. Y satisfies layer-disjoint encryption.

Unfortunately, TLS [DROS8| does not satisfy the above condition. This is discussed
further in Chapter [7]

We now briefly outline how these properties can be checked using static analysis.
Assumption f and all require various sets of encryptions to be disjoint.
The most obvious approach to verify this would be to firstly prove that the sets are
disjoint for a single protocol (e.g. for each ¢, £5,, N &L, = 0), and then that sets for

app
different protocols are disjoint. The latter can be proven correct by using a standard

protocol composition result, such as [GT00, DDMRO07, [CD08, IACG™08, [CCI0]. The
former could be addressed by considering a symbolic definition of the application
and transport-layer protocols and considering where encryption keys can be used.
For many protocols, including TLS, this should be largely straightforward (since, for
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example, TLS encryption keys are not obtainable by the application layer), although
it would almost certainly require additional assumptions regarding the secure storage
of keys.

Assumption could be easily verified given a symbolic definition of the reg-
ular agents that included details of where terms originate (i.e. which terms are fresh).
Assumption and Assumption @ are assumptions on the penetrator’s ini-
tial knowledge and thus could be verified by considering a symbolic definition of Ap.
Lastly, Assumption @ can be verified by, firstly, proving that the transport-layer
protocols are abstractly correct in isolation, via a standard technique (e.g. ProVerif
[Bla01], Scyther [Cre08al etc.). Then, the composition of the protocols can be proven
to be abstractly correct by applying one of the standard protocol composition results,
as per above.

5.3 Crossing-Paths

As discussed in the introduction, there is nothing to prevent the penetrator from tak-
ing terms from a transport-layer message and then moving them into the application
layer. We term such penetrator paths crossing-paths and the corresponding terms
crossing terms. Clearly, we cannot safely abstract such bundles as the transport-
layer sections of such penetrator paths will not appear in the high-level bundle and
therefore there is nowhere to obtain the crossing term from.

Note that we do not mind if the penetrator moves values from the application
layer to the transport layer (which could also be considered as a crossing path). This
is because such crossovers do not affect our ability to abstract the bundle as they
affect transport-layer behaviour, rather than application-layer behaviour. Further,
as we assume that the bundle is abstractly correct, we are already assuming that the
application-layer protocol does nothing to break the transport-layer protocol.

In this section we prove (Lemma that we are able to remove crossing-paths
from a bundle B and produce a bundle B’, of a related strand space, such that
B > B'. This proof will be used in later sections in order to help make bundles
interference-free. We begin by formally defining what a crossing-path is.

Definition 5.10. Let B be a normal low-level bundle and p be a penetrator message-
construction subpath that starts at a positive regular node n; and finishes at a
negative regular node ns € Npgyioaa- Let pg be the longest destructive prefix of p
that does not traverse a key-edge. p is a crossing-path iff either:

1. ny € Ny and, letting ¢ = chan(n;), expath(pg) £ expath®(c), and
expath® (¢) £ expath (pg); or

2. ng € Nnon-payload-

A bundle B is crossing-path-free iff it contains no crossing paths. The crossing point
is defined as the last node on pg and the crossing term is defined as msg(n) where
n is the crossing point.

The first clause in the above captures the case where the penetrator takes a
term that originated within a transport-layer message, but not from within the
application-layer content or enclosing the application-layer content, and then uses
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it in constructing the application-layer content of another message. The second
clause captures the case where the penetrator takes a term obtained from a hand-
shake node and uses it to construct the application-layer content of another message.
Both of these take terms from a non-application-layer source and move it into the
application layer, and are therefore crossing-paths.

In order to abstract our bundles we need to remove any crossing-paths, as such
paths will not be abstractly constructible. Our basic approach is to replace the
crossing edge with a M strand that simply originates the required term; the resulting
bundle would clearly have no crossing-paths and therefore could be safely abstracted.
A difficulty with this approach is that the unique origination assumptions that held
on the original low-level bundle would no longer hold in the transformed bundle. This
means that if a low-level bundle does not satisfy a given property, then the high-level
bundle may satisfy it (as the high-level bundle may not satisfy the unique origination
assumptions and thus the property holds vacuously). Therefore, we remove crossing-
paths, taking care not to break any unique origination assumptions.

In this section we firstly, in Section [5.3.1], prove several small lemmas that follow
almost immediately from the assumptions of the previous section. Then, in Sec-
tion we define a new, related, strand space in which the penetrator’s initial
knowledge has been updated to include various crossing terms that are not relevant
to the application-layer. This is done in order to remove several types of crossing-
paths. By enlarging the set of terms that the penetrator initially knows we could
be allowing him to develop more attacks that would not have been possible initially.
Therefore, in Section we define a class of abstract correctness preserving bun-
dle transformations that ensure false attacks against the transport-layer protocol are
not introduced. We also show that the types of transformations that we perform are
abstract correctness preserving. Lastly, in Section [5.3.4] we consider how to actually
remove crossing-paths.

5.3.1 Preliminaries

We now prove that if a regular node has a transport-layer encryption as a subterm
of its message, then it must be a transport-layer node. Further, we show that the
encryption must be a transport-layer encryption of the channel of the transport-layer
node.

Lemma 5.11. If n is a regular node such that for some e € &y, € C msg(n) then

h
n € Ny and e € gfrpin(n)

Proof. Let n and e be as stated. If n € Nypp_payioad then it immediately follows that
e € Etrpt-non-msg Which violates Assumption . Similarly, if n € N| then, as
msg(n) € Tapp, € € Eapp which violates Assumption . Hence, as the regular
nodes are partitioned, n € N, trpt-

Let es be an extraction path such that e C.5 msg(n). If expath® (chan(n)) < es
then it follows that e € Eqpp, violating Assumption[5.9] (2). Thus expath® (chan(n)) £
es. Alternatively, if es £ expath®(chan(n)) then it follows that e € Eypi-non-msg
(by Definition and Definition , violating Assumption . Therefore,

es < expath® (chan(n)) and hence, by definition of &y, € € 5;};‘2”(") O
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Next we show that whenever there is a path between two regular transport-
layer nodes such that the same transport-layer encryption is a subterm of all the
messages on the path, then neither the channel nor application-layer message can be
altered. This follows from the fact that distinct channels use distinct transport-layer

encryptions (i.e. Assumption )

Lemma 5.12. Let n;,ns € Ny, If there exists e € &4y and a penetrator path
p from n; to ng such that for every node n on p, e C n, then appmsg(n;) =
appmsg(ng) and chan(n;) = chan(ng).

Proof. Let ny,ng,e and p be as stated in the lemma. As e € &y it follows, by

Lemma/5.11} that e € Efjﬁn(m) and e € 5;};?(”2). Therefore, by Assumption
chan(ny) = chan(ng).

By the definition of £y, it follows that there exists extraction paths es; and esg
such that es; < expath®(c), esz < expath®(¢) and:

e Ces; msg(ny)  and e Ces, msg(ng).

If es; = esp then it immediately follows that appmsg(n;) = appmsg(ng), as required.
If es; < esg (the other case is symmetric to this) then define zs; # xsp such that:

es1” (Decrypt) “xs; = expath® (c) = esy” (Decrypt) "z ss. (5.1)

Suppose, for a contradiction, that Decrypt in zs;, and let ys be the longest extraction
path such that ys”(Decrypt) < zs;. Thus, as es; "(Decrypt) " ys < expath®(c), by
definition of Eppy:

extract(msg(n), esi” (Decrypt) “ys) = extract(e, (Decrypt) “ys) € Epe- (5.2)

Let ¢ be the (1-based) index of the last Decrypt on expath®(c¢) and note that,
by definition of ys, i = |es; " (Decrypt) ys”(Decrypt)|. However, as es; < esz,
it follows that there exists an index ¢’ > ¢ at which the final Decrypt appears in
ess” (Decrypt) “ys” (Decrypt). Thus, esp” (Decrypt) ys” (Decrypt) £ expath®(c). Fur-
ther:

o If expath®(c¢) < esp (Decrypt) ys”(Decrypt) then extract(e,(Decrypt)”ys)
€ Eupp. Hence, by Equation (5.2 extract(msg(ng),ess” (Decrypt) ys) =
extract(e, (Decrypt) “ys) € Eupt N Eapp, contradicting Assumption ()R

o If expath® (¢) £ ess " (Decrypt) “ys” (Decrypt) then:

extract(msg(ng), ese " (Decrypt)” ys)
= 6SCtTCLCt(6, <Decrypt>Ay5) € Strpt-non-msg-

Hence, by Equation extract(e, (Decrypt) "ys) € Eupt N Etrpt-non-msq, contra-
dicting Assumption .

Hence, as we derive a contradiction in both of the above cases, Decrypt does not
appear in xs;. Further, as by Equation [5.1] xsp is a suffix of xsy, it follows that
Decrypt does not appear in xsz. Thus, both zs; and zse must be equal to the longest
Decrypt-free suffix of expath®(c) and hence zs; = zsz. Moreover, es; = esp and
therefore appmsg(n;) = appmsg(ng), as required. O
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5.3.2 Enlarging the Strand Space

When removing crossing-paths from a bundle we may need to add extra values to
the penetrator’s initial knowledge. For instance, consider a bundle containing a
crossing-path where the penetrator takes a handshake nonce and then uses it in an
application-layer message. This bundle will be transformed to an equivalent bundle
in which the crossing-path has been replaced by a M strand.

The reason why we allow the above transformation is that the penetrator was
taking a value that originated only at the transport-layer, and was moving it into
the application layer. From the application-layer’s point of view, this behaviour is
indistinguishable from the penetrator simply originating the value on a M strand.

We now consider how to enlarge the set of public terms in such a way as to allow
transformations like those discussed above. We do this by defining a new strand
space, based on the existing strand space, that differs only in the penetrator’s initial
knowledge (cf. Definition . Further, we restrict the penetrator’s behaviour so
that the transport-layer behaviour is identical (but the application-layer behaviour
is enlarged, as discussed above). Clearly, such a transformation has the potential to
introduce false attacks against the application-layer protocol by giving the penetrator
encryption keys that he could not otherwise obtain. However, we avoid doing this
by only adding values that are not in A,,, (Definition which contains all terms
of interest to the application-layer.

This still has some repercussions on the application-layer proof. In general, in
order to prove the required application-layer result we will need an assumption on the
terms in Ap (e.g. Assumption . Since we add terms to Ap, the application-layer
correctness proof is only allowed to assume that certain terms are not in Ap, rather
than specifying exactly what is allowed (i.e. it can only assume that Ap N X = 0,
not that Ap C X). Further, the assumption may only consider terms in Ay, (i.e.
X C Agpp), as terms that are not in Ay, may be added to the penetrator’s initial
knowledge by the transformation. In practice this is not a restriction, since terms
that are not in A,,, cannot possibly affect the security of the application layer. Note
that the WebAuth assumptions in Assumption are formulated in such a way.

In order to define this transformation we firstly define a set that contains all
terms that may appear at crossing points and may need transforming as above.

Definition 5.13. The set of transport extractable components, denoted Tx is defined
as the set of all terms that are not in A,,,, but are in the following set:

{eatract(t, es) | t € Tpayioad, €5 € EP, expath® (chan(t)) £ es,
es £ expath® (chan(t))}
U {5 ‘ te 77non-payloada S E t}

Recall that Tpeyioad gives the set of all terms that carry an application-layer
payload. Thus, the first clause in the above definition extracts all the transport-layer
packaging of a payload carrying-message, whilst the second clause gives all the terms
that the penetrator could possibly extract from other transport-layer messages. The

following lemma proves that this set is sufficiently large for our purposes by proving
that any crossing term that is not in A4y, must be in Tx.

Lemma 5.14. Let B be a normal low-level bundle. If p is a crossing-path starting
at a node ny, t the crossing term on p and t ¢ Agpp, then ¢t € Tx.
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Proof. Let B, p, t be as per the lemma. Further, let n; be the first node of p, n. be
the crossing point (i.e. t = msg(n.) is the crossing term), and pg be the destructive
path starting at n; and ending at n.. By the definition of a crossing-path it follows
that either n; € Nyp or Ny € Nponpayioad- 1D the latter case it immediately
follows that ¢t © msg(n;1) € Tnon-payload (88 pq is destructive) and hence that ¢ € Tx.
Otherwise, n; € Ny, and thus, by Deﬁnition expath (pg) £ expath® (chan(n;))
and expath® (chan(n;)) £ expath (pg). Therefore, as msg(n;) € Tpayioad, t € Tx. O

Using the above it is now possible to define the enlarged strand space. Clearly, if
we were to allow the penetrator to use the terms from Tx arbitrarily in the enlarged
strand space, then there would exist bundles in which the penetrator could break
otherwise secure transport protocols (for example, if Ty contained transport-layer
keys that should be secret).

Definition 5.15. Let X be an abstractly correct low-level strand space. The enlarged
strand space of 3, denoted X' is defined to be as X' but with the set of public terms
enlarged to be:

ARP = AZ U Tx.

In order to prove anything useful in the above strand space we will need As-
sumption to hold. Most of the assumptions hold trivially in Yg as the regular
behaviour of agents has not changed. However, note that not all bundles in Xz will
necessarily be abstractly correct as the penetrator may now know values that could
be used to compromise transport-layer protocols. However, in the following we can
restrict our attention to the subset of bundles that are abstractly correct.

Lemma 5.16. If Y is a low-level strand space satisfying layer-disjoint encryp-
tion then X'g also satisfies layer-disjoint encryption, with the exception of Defini-

tion (9).

Proof. Let X and Xg be as per the lemma. From the definition of layer-disjoint
encryption it is clear that Definition (1), (2), (3), (4) and (8) trivially hold in
XY'g. Further, it can be seen from the definition of Tx that no {{m[}; € Eype can be in
Tx and thus Definition [5.§] (5) holds. Also, Definition (6) and (7) are monotonic
with respect to T,p, and thus trivially hold in Yg. Hence, Vg satisfies layer-disjoint
encryption with the exception of Definition (9). O

Given the above result, for the remainder of this section we make exclusive use
of the enlarged strand space, X, rather than Y.

5.3.3 Abstract Correctness Preserving Transformations

Later in this section we will develop a number of bundle transformations that take
a bundle from Yp and return another bundle. We then prove that the resulting
bundles satisfy certain properties. However, in these proofs we will need to assume
that the bundle is abstractly correct. Therefore, when transforming bundles we need
to be careful not to go outside of the set of abstractly correct bundles. In order
to ensure this, we define a class of transformations, known as abstract correctness
preserving transformations, that preserve the abstract correctness of bundles.
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Definition 5.17. A bundle transformation f is abstract correctness preserving
(henceforth ACP) iff whenever B is an abstractly correct bundle, f(B) is abstractly
correct.

Observe that the composition of a series of ACP bundle transformations is itself
ACP.

In order to prove that the transformations we use in this section are ACP, we
firstly need an additional assumption that the channel restrictions are sensible. For
example, recall that a RV strand followed by a SD strand is equivalent to a HJ strand
when the channel types and application-layer messages match. We require that if
a channel prohibits certain HJ strands, then it also prohibits the equivalent RV, SD
strand combination. This is merely a well-formedness condition on the channel and
is satisfied by all existing definitions (e.g. [DLO8| [KL09]).

Assumption 5.18. A low-level strand space X contains only sensible channels
iff: the strand space contains a Receive, Send subpath pair (—(A4y, Pg, i, m, c),
+(?, 7, _, m, L)) and (—(?, 7, _, m, L),—i—(P{w By, i, m, c)) iff it contains
the equivalent Hijack, Renumber or Hijack-Renumber subpath (—(Ay, Py, i, m, c),
+(Pys, By, i’y m, c)).

Using the above we can now prove a simple lemma that shows a sufficiently large
class of transformations are ACP.

Lemma 5.19. If a transformation is one of the following then it is ACP:
1. The addition of an M strand connected only to a message-construction path;

2. The concatenation of adjacent Receive and Send subpaths to form an equivalent
Hijack, Renumber or Hijack-Renumber subpath;

3. The addition of redundant S and C strand pairs.

Proof. In order to show that the transformation is ACP it suffices to show that it
preserves abstract correctness. (1) follows immediately from the observation that
introducing an M strand connected only to a message-construction path means no
new penetrator subpaths of the form of Definition [4.19] are introduced. Hence, no
new transport-layer subpaths are introduced and thus trivially abstract correctness
is preserved.

(2) is ACP since whenever adjacent Receive and Send subpath pairs are in the
strand space, by Assumption the corresponding Hijack, Renumber or Hijack-
Renumber subpath is allowed.

(3) is ACP since the transformation will, at worst, create a Receive, Send subpath
pair where a Hijack, Renumber or Hijack-Renumber subpath existed previously. Thus,
by Assumption the resulting subpaths are in the strand space iff the original
subpaths were. ]

In this section we only consider transformations of the above form, and thus all
bundle transformations are ACP. Further, note that the composition of an arbitrary
chain of bundle transformations is ACP.
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5.3.4 Removing Crossing-Paths

We now prove the main result from this section and show how to remove individual
crossing-paths from a bundle (in the enlarged strand space XY'g). In order to do this
we consider several sub-cases, each of which removes a certain type of crossing-path
whilst not adding any new crossing-paths.

The first case that we consider concerns crossing-paths where the crossing term is
non-public and does not originate in the application-layer. Such cases correspond to
the penetrator passing a transport-layer term, like a nonce, into the application-layer.
Intuitively, such behaviours are harmless in that the application-layer behaviour is
not affected by the fact that the value originated in the transport-layer behaviour.
We can remove such a crossing-path by creating a new M strand, since any such
crossing term is in AgE .

Lemma 5.20. Let B be a normal low-level bundle and p be a crossing-path such
that the crossing term ¢ ¢ Ap and ¢ ¢ A,p,. Then there exists a B’ in X' such that
B > B, in which p has been removed, and such that the transformation is ACP.

Proof. Let B, p and t be as per the lemma. We construct the bundle B’ as follows.
Let pq be the destructive penetrator path leading to the crossing point on p.

As t ¢ Ag,pp, Lemma can be applied to deduce that ¢ € Tx. Hence, by
definition of Xg, ¢t € AgE and thus a new M strand (+t¢) can be introduced in
place of pg. Note that the resulting bundle is well formed (i.e. it satisfies the bundle
conditions), still normal and B > B’ as we have not added any penetrator paths.
Further, by Lemma [5.19] such a transformation is ACP. O

Before considering the next case we prove a technical lemma. Informally, the
lemma states that there is only one possible way of extracting the application-layer
message from a given encryption. That is, if there are two extraction paths that
are prefixes of the channel extraction path and that lead to the same encrypted
subterm in two different transport-layer messages, then the extraction paths must
be identical.

Lemma 5.21. Let ¢ € Channels \ {L}, t;,t2 € T payioad a0d €51, esg < expath (¢).
If extract(ty, es;) = extract(ts, esz) is an encryption, then es; = ess.

Proof. Let ¢, t;, ts, es; and ess be as per the lemma. Further, let ¢t =

extract(ty, es;) = extract(ts, esz). Suppose for a contradiction that es; < ess
(the case for esp < es; is entirely symmetric). Since ¢ is an encryption it fol-
lows that there exists es} such that esp = es; "(Decrypt) es). Let es’ be such

that expath® (¢) = esy"es’. If esy = expath® (c) then extract(ts, esz) =t € Eqpp but
extract(ty, es;) =t € Eyp. Hence, t € EqppNEirpt, contradicting Assumption .
Otherwise, esg < expath®(c¢) and thus, as ¢ is an encryption, es’ starts with Decrypt.
Consider the last Decrypt in es’, i.e. let es” and es” be extraction paths such that
es’ = es” " (Decrypt) “es” and Decrypt ifi es”’. In summary:

expath® (¢) = es; " (Decrypt) "es; “es” " (Decrypt) " es”’
;SrQ es

!

where es” is Decrypt-free.
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Figure 5.3: An illustration of Lemma In the figure above dotted arrows indicate
extraction paths, whilst wiggly lines arrows indicate, as usual, penetrator paths.

Let ¢/ = extract(t;, esp” es”) (note that this is a valid extraction path for ¢; since
it is a prefix of expath® (¢)). As esg”es” < expath® (¢) it follows, by definition of &y,
that t' € Eype. We now prove, for a contradiction, that ¢’ ¢ . Thus, observe
that:

t' = extract(t;, ess es”

= extract

(

= extract(ty, es;” <Decrypt) esy " es”)
(t, (Decrypt) “es "es”)
(

= extract(ts, esy” (Decrypt) "es; “es”).

Further, as expath® (¢) = esg " es’ it follows that ess " (Decrypt) “es’ “es” &£ expath® (¢).
Thus, considering the copy of ' at esg”(Decrypt)“es) “es” in tp, it follows that ¢’
cannot be in Eyy. However, as t € &y, this contradicts Assumption . Thus,
as we derive a contradiction in all cases, es; = esy. ]

We now consider the most complex case of the proof. This case considers a
crossing-path where the crossing term originally originated in the application layer.
Thus, the penetrator has taken the value from within the application layer, then
moved it to the transport layer, then moved it back to the application layer (the last
of these paths is the crossing-path). In this particular case, we show that whenever
the penetrator takes a value from within the application layer (from a regular node)
and sends it into a non-application-layer context then there must exist a node such
that any enclosing encryptions are in Eypi-non-msg N Eapp- The utility of this lemma
follows from the fact that, due to Assumption , the inverse key to any such
encryption must be public (e.g. cryptographic certificates). Therefore, we can arrange
for the penetrator to remove these encryptions to obtain the crossing term, and so
eliminate the crossing-path.

Intuitively, this result follows from the fact that any enclosing encryption would
have to be a transport-layer message encryption or an application-layer encryption at
the first node, but could only be a transport-layer message encryption or a transport-
layer non-message encryption at the second node. Due to the disjointness conditions
imposed by our assumptions above, the only possible case is that the encryption is
a transport-layer encryption from both nodes’ point of view. Therefore, the proof
essentially shows that it is impossible to view a single transport-layer message as
containing two different application-layer messages.
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Lemma 5.22. Let B be a normal low-level bundle, p = pg”p. be a penetrator path
that does not traverse a key-edge or a KG starting at n; € Npgyi0aa and ending at
ng € Ny, such that pg is destructive, p. is constructive and n,, is the middle node
(i.e. ny = pe(1)). Further, let es; be an extraction path to a term ¢ inside msg(ny,)
such that ¢t C.s, msg(ny,), t is inside the application layer at n; and ¢ lies outside
of the application layer at ng. That is, either n; € N| or expath®(chan(n;)) <
expath (pg)”es;, but expath® (chan(ng)) £ expath™ (p.) es;. Then, any encryption
that encloses t in msg(nm) is in Eyrp-non-msg N Eapp-

Proof. Let B, p, p4, pe, M1, N2, Ny, t and es; be as stated above. Further let m, &k
and es be an extraction path such that es < es; and extract(msg(np), es) = {{m|},
as illustrated in Figure We need to prove that {{m[}r € Eppt-non-msg N Eapp-
Consider ng; by assumption expath®(chan(ng)) £ expath™ (p.) es; and hence
expath® (chan(ng)) £ expath™ (p.)"es. Therefore, in order to prove that {{m[}; €
Etrpt-non-msg it suffices to show that expath™ (p.) es £ expath® (chan(ng)) (cf. Defi-
nition [5.2). Assume, for a contradiction, that expath™ (p.)"es < expath® (chan(ny)).
It thus follows that {{m[}x € &upr and therefore, by Lemma ny € Nipt-
Hence, Lemma can be applied to deduce that appmsg(n;) = appmsg(ng) and
chan(ny) = chan(ng). Let ¢ = chan(n;). As expath (pg)”~ es < expath®(¢) and:

extract(msg(ny), expath (pg)”es)
= extract(msg(ng), expath™ (p.) " es)

= {mlt

it follows, by Lemma applied to msg(n;), msg(ng), ¢, expath(pg) es and
expath™ (p.)"es, that expath(pg)“es = expath™ (p.)"es. Hence, expath(p;) =
expath™ (p.) and therefore, since expath®(c) < expath (pg)”es; (by assumption of
the lemma), it follows that expath® (¢) < expath™ (p.)"es;, contradicting an assump-
tion of the lemma.

Thus, as we derive a contradiction in all cases, it must be the case that
expath™ (p.)"es £ expath® (chan(ng)) and thus {{m[}; € Eupr-non-msg-

Further, observe that any encryption enclosing ¢ in msg(n;) must either be in
Etrpt or Eqpp. However, as Erpt N Eprpt-non-msg = (), by Assumption , it follows
that {{mf}r € Eqpp. Thus, {{mftr € Eapp N Etrpt-non-msq, as required. Further, this
holds for any encryption that encloses ¢ in msg(ny). O

Using the above lemmas it is now possible to prove that it is always possible to
remove a crossing-path to yield an equivalent bundle. The following proof considers
only non-concatenations (i.e. only atoms and encryptions) as crossing terms. We lift
this assumption in Lemma

Lemma 5.23. Let B be a normal low-level bundle that contains a crossing-path,
but contains no crossing-paths such that the crossing term is a concatenation. Then,
there exists a normal bundle B’ in X' in which the number of crossing-paths in the
bundle strictly decreases and such that B > B’ and the transformation is ACP.

Proof. Let B be as per the lemma; we construct the bundle B’ as follows. Let p
be a crossing-path in B such that there does not exist a crossing-path p’ where
p'(1) 2 p(1) (i.e. p is a first crossing-path, according to <). Let p; be the longest
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Figure 5.4: The penetrator paths involved in Lemma

destructive prefix of p that does not traverse a key-edge. Let n; be the first node of
pd, nz be the last node of p, n be the crossing point and ¢ = msg(n) be the crossing
term, as illustrated in the right-hand part of Figure . Clearly, if ¢t € Ap then
the crossing-path can simply be removed by the addition of a new M strand (+¢)
replacing pg. Otherwise, t ¢ Ap. If t ¢ A,p, then Lemma can be applied to
construct B'.

Otherwise, t € Agpp. Let norg < ny, be the node that originates the instance
of ¢ that ultimately ends up at this crossing-point. Further, let p,., be a path
(nb. not necessarily a penetrator path), starting at n,p, and ending at n, such that
t C msg(n') for every node n’ on Porig- Note that by definition, p,.y cannot traverse
any key-edges or KG strands (although 7., could be the positive node on a KG
strand). Further, for each i, let tpath; be the extraction path needed to extract the
copy of ¢ that we are interested in from porig(i) (e.g. tpath), = ()). We now prove
that there exists a node 7, at index i on Porig, that contains ¢ and such that any
encryption that encloses t in msg(n) is in Eqpp N Etrpt-non-msqg- Formally:

t Cipatn, msg(n) AVes, m, k- es < tpath;

) (5.3)
A {‘m’}k Ces msg(”) = {’m‘}k € gapp N gtrpt—non—msg~

There are two cases to consider.

Case 1 Suppose an index i exists such that pori(4) is regular and ¢ occurs inside
the application-layer payload, i.e. either poyig(i) € N or porig(i) € Ny and
expath® (chan(porig(1))) < tpath;. Let i be the largest such index and ' > i
be the index of the first regular node on pyrig after porig(7). Note that such an
¢’ must exist as n; is such a node and Dorig(1) # ny as, otherwise, n; would
not be the start of a crossing-path. Then, by definition of ¢, it follows that
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t does not occur inside the application-layer payload at i, 0 popig(i') & N,
and either:

1. pom’g(i/) € Nnon—payload; or
2. Porig(i") € Nirpy and expath® (chan(porig(i'))) £ tpath;:.

Consider the penetrator path p, between pypig(i) and porig(i’): as B is normal
we can divide p, around the node that divides p, into a destructive and a
constructive subpath, as illustrated in Figure [5.4al Let 7 be this node; it
remains show that any encryption enclosing ¢ in 7 is in Eupp N Eprpt-non-msg> as

per Equation [5.3]

If (1) applies then any encryption surrounding ¢ at porig(i’) is in Eyrpt-non-msg-
by definition of &ipi-non-msg. Further, since ¢ lies within the application-layer
at Porig(¢), any encryption enclosing ¢ must either be in Eqp), or 4y However,
the latter case would contradict Assumption and thus, every encryption
enclosing ¢ at porig (i) must be in £,,,. Hence, every encryption enclosing ¢ at
msg(n) (which are a subset of the intersection of the encryptions enclosing ¢
at Porig(1) and perig(i')) must be in Eqpp N Eprpt-non-msg, as required.

Otherwise, if (2) applies then we can apply Lemma to deduce that any
encryption enclosing ¢ in msg(n) is in Eqpp N Eprpt-non-msg, as required.

Case 2 If the above case does not apply then for every regular node n on pog, t
does not occur inside the application-layer payload. Therefore, for each index i
of a regular node on porig, n € N and either n € Nyon_payioad, OF 7 € Ny and
expath® (chan(n)) £ tpath;. Suppose, for a contradiction, that ny, is regular.
Note that, as t € Ay, it follows, by Assumption , that norig € Ny and
for every extraction path es such that t C.s msg(norig), expath® (chan(ngrg)) <
es. Hence, expath® (chan(norg)) < tpathy, contradicting the above. Therefore,
it follows that n,.i4 is a penetrator node and is thus the positive node on either
a M, E or KG strand (¢ is not a concatenation by assumption). We perform a
case analysis on the type of n4g.

Firstly, if ne.ig lies on either a KG or E strand then it necessarily follows that
t = msg(norig) since t originates on nepg. Thus, the crossing path can be
trivially removed by replacing p; with a connection from 74,4,.

Otherwise, nypig lies on a M strand. Since t € Ay, \ Ap, by Assumption @,
t is surrounded only by encryptions from &£,pp in nem4y. Let ¢ be the index of
the first regular node on p,ry (note that such a node exists as n; is one) and
p be the normal penetrator path leading to porig(i). Further, we divide p
into a destructive path pff and a constructive path pS. This is illustrated in
Figure Let 7 be pS(1) and let i be the index of p¢(1) on pyriz. Further,
let es, m and k be such that es < tpath; and extract(es, msg(n)) = {{mf.
Note that {|m[}; € Eqpp as every encryption enclosing ¢ in ngpig is in Egpp. It
remains to show that {{mf}y € Eypi-non-msg, as required by Equation

If Porig(1) € Npon-payioad it immediately follows, by definition of Etpt-non-msg
that {mf[lr € Eupr-non-msg, as required. Otherwise, porig(i) € Ny and
expath® (chan(porig(i))) £ tpath;. As es < tpath:, it follows by definition
of tpath; that expath™ (pS)~es < tpath;. Thus, it must be the case that
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expath® (chan(porig(i))) £ expath™ (p;) es. Further, if expath™ (p;) es <
expath® (chan(porig(i))) then {{mlty € Eupe, which as {ml}y € E,pp, contra-

dicts Assumption (). Hence, expath™ (pg)"es £ expath® (chan(porig(i)))
and therefore {{m[}; € Eapp N Etrpt-non-msg-

Therefore, by Equation [5.3] there exists a node 7 such that any encryption en-
closing t in msg(n) is in Eapp N Etrpt-non-msg- Therefore, by Assumption 7 the
inverse key for any encryption enclosing ¢ in 7 is in Ap. Hence, a new penetrator
path can be constructed that starts at 7 and consists of appropriate S and D strands
(with keys coming from M strands) so as to extract t. The last node on this new
path can then be connected to n, thus removing the crossing-path that did exist.
Further, the new path is not a crossing-path, B > B’ as there are no new causal
predecessors of n, and by Lemma the transformation is ACP. O

Lemma 5.24. Let B be a normal low-level bundle. Then there exists a bundle B’
in X' that contains no crossing-paths such that B > B’ and the transformation is
ACP.

Proof. Let B be a normal bundle. If B contains no crossing-paths such that the
crossing term is a concatenation then we let B” be equal to B. Otherwise, we
construct a new bundle B” which is formed by adding extra S and C strand pairs to
each such crossing-path to leave only crossing-paths such that the crossing term is
not a concatenation. Note that B” will still be normal and that the transformation
is ACP by Lemma [5.19] (1).

Since B” contains no crossing-paths with concatenations, Lemma can be
applied multiple times to remove each crossing-path to yield a bundle B’ such that
B > B’ and which is reachable via an ACP transformation. O

5.4 Interference Freedom

In this section we prove our main result: that we can transform any bundle of X' into
an equivalent interference-free bundle of Y'g. We begin in Section by proving
that the penetrator has only a few behaviours available. We then provide our first
bundle transformation in Section and show how to make nodes abstractly con-
structible. Using this we then show in Section [5.4.3] how to make nodes interference-
free. Lastly, we show how to combine the above results to take an arbitrary bundle
of X and transform it into an equivalent abstractable bundle.

5.4.1 Restricting the Penetrator Paths

We now consider what behaviours the penetrator has available to him, given the
restrictions imposed on him by Assumption [5.90 In particular, we prove that the
bundle is almost interference-free, but may contain transport-layer messages that
are not fully received, but have had all of their encryptions removed (i.e. they are
of the form ..."appmsg”...). In particular, we show that each negative regular
application-layer node either:

1. Receives messages on the | channel; or
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Figure 5.5: An illustration of Lemma .

2. Receives messages on a transport channel from a penetrator node that contains
the application-layer message unencrypted (i.e. there is a node from which the
application-layer message can be extracted without removing any transport-
layer encryptions); or

3. Receives messages from another regular agent along a Hijack, Renumber, Hijack-
Renumber or a Transmit strand.

We formalise these conditions as follows.

Lemma 5.25. Let B be a normal low-level bundle and ns € Npgyi00a @ negative
regular node in B. Then there must exist a penetrator path p starting at a node n;
and ending at ng such that either:

1. np € N| and n; — ng; or

2. ng € Ny, p is constructive and there exists an extraction path es, not con-
taining Decrypt, such that es”expath™ (p) = expath®(c); or

3. ny,ng € Ny, appmsg(ng) = appmsg(nz), chan(ny) = chan(ng) and p trans-
ports the application-layer message.

Proof. Let B and ng be as per the lemma and suppose that (1) and (2) do not hold.
Then, it must be the case that ns € Ny,;. Let p. be the longest constructive pene-
trator path ending at ng such that p, does not traverse a key-edge and expath™ (p.)
is a suffix of expath®(¢). Also, let nj be the start node of p, and es be such that
es"expath™ (p.) = expath® (¢), as illustrated in Figure Clearly, as (2) does not
hold (with p. in the place of p), Decrypt in es and hence there exists an extrac-
tion path es’ < es such that extract(es’, msg(nj)) = {{mf}x. Further, as es’ < es,

expath™ (p.) " es’ < expath® (¢); so by definition of Eype, {{m[}i € Stcr};in(ng).

We show that there is a destructive path p’ starting at a regular or initial node,
ending at nj, such that {{m[}; C msg(n) for every node n on p’. Suppose otherwise.
It therefore follows that there must exist a node n such that msg(n) = m and there
is a constructive path p between n and nj} that does not traverse a key-edge. Hence,
expath™ (p“p.) = (Decrypt) “es’"expath™ (p.) and is therefore a suffix of expath® (c¢).
However, this contradicts the maximality of p.. Thus, there exists a penetrator path

p’, ending at n}, such that for every node n on p’, {{m[}; C msg(n). Further, p’ must
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be destructive as otherwise p. could be extended to a longer path, contradicting its
maximality. Lemma can then be applied (with t; = msg(n;), t2 = msg(nz),
es; = expath™ (p’) and esg = expath (p.)) to deduce that expath™ (p’) = expath (p.).

Consider the starting node n; of p’"p.; by Assumption it cannot lie on a
M strand. Hence, n; must be a regular node and therefore, by Lemma it follows
that n; € Nyy. Thus, by Lemma appmsg(ny) = appmsg(ng) and chan(n;) =
chan(nz), as required. Further, note that expath (p.) < expath® (chan(n)) as other-
wise a node n would exist such that msg(n) = m, contradicting the above paragraph.
Hence, p transports the application-layer message, as required. O

5.4.2 Making Nodes Abstractly Constructible

In this section we consider how to transform a bundle in order to make a given
penetrator node abstractly-constructible (cf. Definition . In order to define this
transformation, we begin by proving several lemmas that show how the ingredient re-
lation is preserved by penetrator paths. This will be used to show that the penetrator
only uses application-layer ingredients to construct application-layer messages.

Lemma 5.26. If p is a constructive penetrator path in a normal bundle B then
msg(p(1)) ingredient msg(p([pl)).

Proof. Since p can only contain KG, C, and E strands, the required result immediately
follows from the definition of ingredient. O

A weaker result can be proven for destructive penetrator paths. In particular,
we now prove that if a destructive penetrator path ends with a message in Agyp,
then there must be some subterm of the first message that is in Agy,. This result
is complicated by the presence of key-edges. However, thanks to the assumptions,
it follows that if an encryption {m[}; contains an application-layer ingredient inside
m, then it can only be using encryption keys that are application-layer ingredients,
thus setting up an inductive argument.

Lemma 5.27. Let p be a directly-contributing destructive penetrator path in
a normal crossing-path-free bundle B such that: p starts at a penetrator node;
msg(p(|p|)) € Aapp; and, for all nodes n on p that are not on M strands,
msg(n) ¢ Ap. Then there exists t € Ay, such that t T msg(p(1)).

Proof. Let B and p be as per the lemma. Consider the sequence of nodes n; on p
such that p(|p]) is the last node, and the remaining nodes are the positive nodes that
send via a key-edge to a node on a D strand. We prove, by a backwards induction,
that for each i, msg(n;) € Agpp. Note that this immediately implies the required
result, since the destructive penetrator path between p(1) and n; does not traverse
any key edges, and thus msg(p(1)) 3 msg(ny) € Aqgpp, as required.

The base case of the induction follows immediately from the assumption that
msg(p(|p|)) € Aapp. For the inductive case, suppose that that msg(ni;1) € Agpp
and let py be the destructive penetrator path between n; and n;y;. By definition
of n;, it follows there must be a key edge must be from n; = pg(1) to py(2), where
pg(2) must be the first node on a D strand (—k~1, —{ml[}x, +m). Further, by the
inductive hypothesis and the fact that the path between p;(2) and pg(|pg|) does
not traverse a key-edge, it follows that m J msg(n;ys) € Agpp. We prove that
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Figure 5.6: An illustration of Lemma .

this implies {{m[}x € Eupp, which therefore implies that msg(n;) = k=1 € Agpp, as
required.

Let p/, be the penetrator path that does not traverse any key-edges and leads to
the second node on the D strand (i.e. p/; is the source of {ml};). This is illustrated
in Figure We prove that {{m[}; € Eupp by a case analysis on p/(1).

1. p,(1) is a penetrator node and thus must liec on a M strand (it cannot be a
E strand as p is normal). Since p/; is destructive, msg(ni+1) T msg(p,(1)).
Thus, since by assumption msg(ni+;) ¢ Ap, by Assumption (6), every
encryption that encloses msg(n;4;) in msg(p}(1)) is in Eqpp. In particular,
{mf}r € Eapp, as required.

2. p/(1) is a regular node. Since p is directly-contributing and p4(1) lies on
the key-edge of a D strand, it follows that p),"p,, where p, is the suffix of
p starting at the positive node on the D strand, is also directly-contributing.
Since p!;"py is directly-contributing either p/,(1) € N, or p/(1) € Ny If
p, (1) € N} it immediately follows that {m[}; € Eqpp (since it is a subterm
of msg(py(1)) € Tapp). Otherwise, pl;(1) € Ny, and expath® (chan(p)(1))) <
expath (p/;). Therefore, {{m[}; T appmsg(p,;(1)) and hence {m[}; € Eupp, as
required.

Hence, {|m[}; € E4pp and thus, as discussed above, msg(n;) € Agpp, as required. [

We now prove a technical lemma that states, informally, that if a normal pen-
etrator path is directly-contributing (cf. Definition , then the message on the
starting node of the penetrator path is in Agy,. This, in some sense, proves that
the definition of A, is sufficiently general to include all terms that the penetrator
uses, as ingredients, to construct application-layer messages. This lemma will be
used when proving Lemma/[5.30]in order to show that even if a node is not abstractly
constructible, the penetrator must only be using terms from Ag,.

In the following lemma, we consider the turning points of a normal penetrator
path p. These are the series of nodes n! on p such that the penetrator path to the
next turning point is purely constructive or destructive. Unless a turning point is the
first node on a penetrator path, note that they will be negative. For example, if the
bundle contains no KG strands then there are at most three turning points: the first
and last nodes on p, and the node that divides p into destructive and constructive
paths, if such a node exists. Figure illustrates the turning points on a normal
penetrator path.
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Lemma 5.28. Let B be a normal crossing-path-free low-level bundle and p be a
directly-contributing normal penetrator path such that p(1) € Ny, msg(p(|p|)) €
Tapp, and for all nodes n on p that are not on M strands, msg(n) ¢ Ap. Further, let
pa < p be the maximal destructive penetrator path that does not traverse a key-edge
such that expath (p;) < expath® (chan(p(1))). Then, msg(pq(|pal)) € Aapp-

Proof. Let B, p and p; be as per the lemma. Consider the node n such that
pa(|pa|) = n. By assumption, either: (1) n is the negative key node on a D strand,
(2) expath (pg) = expath® (chan(p(1))), or (3) n is a negative node on a constructive
strand. If case (1) applies, it therefore follows that ¢ = msg(n) is an atom, and
therefore that expath (pg) = expath® (chan(p(1))). Hence, this reduces to case (2).
If case (2) applies, then t = appmsg(p(1)) € Tapp and thus t € Agpy, as required.

Otherwise, case (3) must apply and therefore n is a negative node on a construc-
tive strand. We prove, by a backwards induction on the turning points nf of p, that
forall i > 1, msg(n}) € Agapp. This implies the required result since the node n is the
second turning point. The base case of the induction is trivial, since by assumption
msg(p(1p)) € Tapp C Aapp-

For the inductive case, consider the i turning point (for i > 1) n! and assume
that msg(nf+1) € Agpp. If the penetrator path between n! and nf_H is construc-
tive, then the result immediately follows by Lemma Otherwise, consider the
destructive penetrator path p/; between n! and n!,, (i.e. n!_; is the first node on
a constructive strand). n! cannot be a regular node, since p is a penetrator path
and thus only the first and last nodes on p can be regular (recall i > 1). Hence,
n! is a penetrator node. By definition of normality, it follows that n! must lie on

the key-edge of a D strand. Since the path to n! | ; 1s destructive, by Lemma

applied to n!, msg(n}) € Agpp (since msg(n!) is atomic), as required. O

Before proving the main result of this section we firstly state, for clarity, what it
means for a penetrator path not to be abstractly-constructible.

Lemma 5.29. Let B be a normal low-level bundle. If a penetrator path p is not
abstractly-constructible then either:

1. p starts at a regular node n; € Nnon-payload; or

2. p starts at a regular node n; € N, trpt but there exists no destructive penetrator
subpath pg < p such that py app-extracts n;.

Proof. This follows immediately from Definition [£.26] O

We now show how we can transform a non-abstractly-constructible node into an
abstractly-constructible node, using an ACP transformation. Note in the following
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we assume that the bundle is crossing-path-free. Under this assumption, it turns out
that the only reason a node might not be abstractly-constructible is if the penetrator
has not fully unpacked a transport-layer message, but has removed all the encryp-
tions. Thus, we can make the node abstractly-constructible simply by adding extra
S and C strands.

Lemma 5.30. Let B be a normal crossing-path-free low-level bundle and p; be a
message-construction penetrator path ending at a node ns € Npgyioeq that has a suffix
pe such that expath™ (p.) = expath® (chan(ng)). Then, there exists an application-
layer equivalent crossing-path-free normal bundle B’ such that B > B’ and that can
be reached by an ACP transformation in which n = p.(1) is abstractly-constructible.

Proof. Let B, n, na, ps and p. be as per the lemma. We show how to transform each
non-abstractly-constructible directly-contributing penetrator path p that ends at n.
Hence, let p be such a penetrator path.

Firstly, we simplify the bundle. If there exists a negative node n on p such that
msg(n) € Ap, but that the sender of n is not a M strand, then it follows that a
new M strand (+msg(n)) can be created and connected to n. This results in a
crossing-path-free normal bundle B’ such that B > B’ and that is obtainable via a
ACP transformation, as per Lemma Further, the resulting bundle is simpler,
in that the length of p has strictly decreased. This means that this lemma can be
safely applied recursively to ensure n is abstractly-constructible.

Otherwise, for all i > 1, msg(n!) ¢ Ap. Further, since p is not abstractly-
constructible, by Lemma either p starts at a node in Ny,p-payioad, OF p starts
at a node in Ny, but there does not exist a destructive prefix p’ of p such that
p' app-extracts p(1). However, if the first case applies then p(1) € Nyopn-payioad and
thus p, is a crossing-path, contradicting the assumption that B is crossing-path-free.

Hence, p starts at a node n; € Ny, but there exists no destructive penetrator
subpath p’ < p such that p’ app-extracts n;. Let pg; be the longest destructive
penetrator subpath such that p; < p and pg; does not traverse a key-edge. Let
c; = chan(n;) and es be the longest common prefix of expath (py) and expath® (¢;),
i.e. es < expath (pg) and es < expath®(c;). Note that, by the above assumption,
es < expath®(c;). This is illustrated in Figure 5.8

If es < expath (pg) then expath (pg) £ expath® (¢;) and expath® (¢;) £ expath (pq)
and therefore it must be the case that p, is a crossing-path, contradicting our as-
sumption that B is crossing-path-free. Hence, this case cannot occur.
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Otherwise, it follows that es = expath(py) and thus that expath(pg) <
expath® (c;). Consider es’ such that expath (pg)“es’ = expath®(c;). Suppose,
for a contradiction, that Decrypt in es’, i.e. that there exists an es” such that
es” " (Decrypt) < es’. Then it immediately follows that extract(msg(n;), es”es”) =
{Im[}y for some m and k. Hence, {{mfy, € Eupr. Further, since p is directly-
contributing, by Lemma msg(pa(|pd|)) € Aqpp and thus, by definition of
ingredient and Agpp, {mfr € Agpp. Therefore, {{m[}r, € Agpp N Eppe, contradict-
ing Assumption .

Therefore, Decrypt it es’ and thus extra S strands can be added in B’ to extend
p!; to produce a penetrator path p/, that ends at a node n; such that expath (p}) =
expath® (¢y). Moreover, extra C strands can be added to ensure the bundle remains
essentially unchanged, except that p. is extended. Hence, B > B’; further, B’ is still
normal, and by Lemma [5.19] (3), such a transformation is ACP.

Since new penetrator paths are introduced by the above transformation, we may
have created new crossing-paths and thus it does not immediately follow that B’ is
crossing-path-free. In particular, p may actually be a crossing-path since, by adding
the new S and C strand pairs, we may have created new Send or Fake subpaths,
thus causing a new crossing-path to be uncovered (cf. Definition . These new
crossing-paths can be removed by applying Lemma to yield a bundle B” that is
normal, crossing-path-free and obtainable via an ACP transformation. Further, p is
still abstractly-constructible since Lemma [5.24] connects p to either:

1. An extension of an existing destructive penetrator path starting at a M strand,
which is abstractly-constructible by definition (Lemma Case (2)); or

2. An extension of an existing destructive penetrator path that has been extended
with S and D strands to make it into a Receive or Learn subpath, which are by
definition abstractly-constructible (Lemma Case (1)).

Therefore, it follows that p is abstractly correct in B”, as required. O

5.4.3 Making Nodes Interference-Free

We can now combine the results of the above sections and show that any node can
be made interference-free.

Lemma 5.31. Let B be a normal crossing-path-free bundle with a negative regular
node ng € Npgyioaqd that is not interference-free. Then there exists, by an ACP
transformation, a normal, crossing-path-free, bundle B’ such that ny is interference-
free and B> B'.

Proof. Let B and ng be as per the lemma. We proceed by constructing B’ from B.
By Lemma applied to ng there must exist a penetrator path p such that either:

1. ng € N| and n; — ng; or

2. ng € Ny, p is constructive and there exists an extraction path es, not con-
taining Decrypt, such that es”expath™ (p) = expath®(c¢); or

3. ni,n2 € Ny, appmsg(ng) = appmsg(nz), chan(n;) = chan(ng) and p trans-
ports the application-layer message.
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Clearly, case (3) cannot apply as otherwise ng is already interference-free. Hence,
suppose case (2) holds. It therefore follows that extra S strands followed by C strands
could be added (care would need to be taken to avoid introducing non-normal paths)
to yield a penetrator path p’ such that expath™ (p’) = expath® (chan(ng)). Further,
as p’ is a message-construction path it follows, by Lemma , that the start node
of p’ can be made abstractly constructible. Hence, ny in B’ is interference-free.
Alternatively, if case (1) applies and n; is regular then observe n; € N as
otherwise n; — mp would be a crossing-path, contradicting the assumption that B is
crossing-path-free. However, in such a case ny is already interference-free. Therefore,
ny; must be a penetrator node and thus Lemma [5.30| can be applied to n; to deduce
a normal bundle B’ such that B > B’ and in which n; is abstractly constructible.
Thus, ny in B’ is interference-free and reachable by an ACP transformation. ]

Remark The above lemma may be applied inductively since the only penetrator
paths that are altered are those concerning ng. Further, if the penetrator paths to
ng were shared with other nodes then they could be duplicated before being altered.
This ensures that any node that was interference-free in B will also be interference-
free in the resulting bundle B’, thus allowing the lemma to be applied repeatedly.

Recall that Proposition [4.31] required that each innocuous penetrator subpath
in B is expanded. Thus, before we can apply the proposition, we need to ensure
that all innocuous subpaths are expanded. Clearly, such a transformation should be
possible, since an innocuous penetrator subpath is equivalent to a Receive subpath
followed by a Send subpath. However, in general, this transformation would be very
hard to specify, since arbitrary encryption keys could be required in order to achieve
the necessary decryption or encryptions. Therefore, we instead make an assumption
on the underlying transport-layer protocol that each innocuous penetrator subpath
can be expanded. Whilst this does impose a proof obligation on the transport layer,
it is essentially requiring that the transport layer allows the penetrator to send and
receive messages from his own channel ends. Clearly, every sensible channel will
satisfy this.

Assumption 5.32. Let B be a normal bundle and p be an innocuous non-expanded
penetrator subpath between n and n’. Then there exists a bundle B, obtainable via
a ACP transformation, in which p is expanded and such that B > B'.

Corollary 5.33. Let B be a normal bundle of a low-level strand space Y. Then,
there exists, by an ACP transformation, a normal bundle B’ in which every innocuous
penetrator subpath has been expanded and such that B > B’.

Using the above results we are now able to prove our main proposition as follows.

Proposition 5.34. Let B be a bundle of an strand space X that satisfies layer-
disjoint encryption. Then there exists a normal, abstractable bundle B’ of the en-
larged strand space Yz such that B> B'.

Proof. Let B be a bundle. By Lemma [5.6] there exists a normal bundle B; such that
B > B;. By definition of Xz, B; is also a bundle of X'g. Further, Yz also satisfies
layer-disjoint encryption, by Lemma [5.16] By Lemma [5.24] there exists a crossing-
path-free bundle By such that B; > Bs. Therefore, Lemma [5.31] can be applied
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multiple times to yield a normal, interference-free, bundle By such that By > Bj.
Lastly, Corollary [5.33] can be applied to expand the innocuous penetrator subpaths
of Bs to yield a bundle B;. Further, by Assumption @D, B is abstractly correct
and therefore, as all transformations were ACP, B, is abstractly correct. Thus, it
follows by Proposition that B, is abstractable and B > B, as required. O

5.5 Summary

In this chapter we have generalised the results of Chapter [ and proven that whenever
there exists a low-level bundle in a strand space satisfying our main condition, defined
in Deﬁnition then there exists a related (according to Deﬁnition bundle that
can be abstracted. The advantage of the result in this chapter is that the assumption
is a statically-checkable condition, rather than the semantic condition from the prior
chapter. Further, the condition allows us to understand more about the problem. For
example, the required assumptions indicate where care should be taken by protocol
designers to explicitly avoid key sharing.

We make use of this result in Chapter [6]in order to prove that whenever there is
an attack against a bundle in the low-level model, there must be an attack against a
bundle in the high-level model. This shows that the high-level strand spaces model is
sound, in that if a proof of protocol correctness can be constructed in the high-level
model, then there are no attacks against the corresponding low-level model.

In this chapter we began by defining several sets of encryptions which were used
in the assumption, and the bundle relation >, which formalises how a bundle is
related to its abstractable version. Then, in Section [5.2] we defined the nine separate
clauses that make up Assumption In Section [5.3| we considered one of the more
difficult cases of the proof, where the penetrator takes values from the transport layer
and plays them into the application layer via a so-called crossing-path. In particular,
we proved that all crossing-paths are incidental, in that they can be safely removed.
This required carefully enlarging the strand space to include more values in Ap. In
Section [5.4] we then showed that the assumptions defined in Section [5.2] imply that
all bundles can be transformed to a related (using &) bundle that is interference-free,
allowing the results from Chapter [4] to be re-used.

Given Definition [5.15] when proving the correctness of the application-layer pro-
tocol, Ap in the high-level strand space must include at least .AgE . In practice, this
is not an issue since AgE = Ag U Tx and Ty contains nothing from 7,,,. However,
from a practical point of view, it means that the assumptions that the application-
layer makes on the contents of Ap should be expressed like those of WebAuth in
Assumption [3:2I] In particular, the assumption should specify what Ap cannot
contain, rather than exactly what Ap does contain.

We discuss related work at the end of Chapter [7] in Section [7.4]
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Chapter 6

Abstracting Correctness
Properties

In the previous chapters we have proven that, subject to certain assumptions, any
low-level bundle can be transformed to a bundle that can be abstracted. Further, the
transformed bundle has the same regular application-layer behaviour as the original
bundle. In this chapter we prove that whenever there is an attack against a bundle
in the low-level model, there must be an attack against a bundle in the high-level
model. This shows that the high-level strand spaces model is sound, in that if a proof
of protocol correctness can be constructed in the high-level model, then there are
no attacks against the corresponding low-level model. We actually prove a slightly
stronger version of the above result: we show that if a low-level bundle does not
satisfy a given correctness property, it can be transformed to an abstractable bundle
such that its abstraction does not satisfy the correctness property in question.

We firstly need to define what a correctness property is. In Section we for-
malise a logic in which protocol-correctness properties can be expressed. This logic
has not been designed to be complete, but can express all of the correctness prop-
erties for WebAuth and other protocols that we have looked at. We then define, in
Section [6.2] and Section two semantics for the logic, one that applies to low-level
bundles and one that applies to high-level bundles. Clearly, it is important for the
two semantics to be equivalent, modulo abstraction. In particular, in order to prove
our main result we will require that if an abstractable low-level bundle does not
satisfy a correctness property, then the abstracted high-level bundle must also not
satisfy the property. In order to prove this result we, in Section consider how
the values of the terms of the logic are related when interpreted in both a low-level
bundle and a high-level bundle that abstracts it. Then, in Section we prove
the required result and show that, for a large subclass of correctness properties,
whenever an abstractable low-level bundle does not satisfy a correctness property,
then its high-level abstraction also does not. In Section we firstly show that the
transformations applied in Chapter [5| preserve the correctness of bundle predicates.
Then, we combine the results of this chapter and Proposition and prove that
whenever a low-level bundle does not satisfy a correctness property, the bundle can
be transformed to an abstractable bundle such that its abstraction does not satisfy
the correctness property.
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6.1 A Logic of Correctness Properties

In this section we define a logic in which we can express correctness properties. Before
defining the logic we consider what predicates the logic would require in order to
express the WebAuth correctness properties from Section [3:3] By inspection we can
see that the logic needs to be able to express:

1. A node either sends a message to, or causally precedes, another node;

2. A term (e.g. the user’s password in WebAuth) is confidential or uniquely orig-
inating;

3. A channel is confidential or authentic;

4. Certain message components are equal (e.g. the request tokens in WebAuth
were required to match between multiple messages);

5. A node lies on a particular type of strand (e.g. on an AS7 strand).

The logic that we will define allows all of the above to be expressed, with the ex-
ception of a node sending a message directly to another node. The reason why
we cannot express the latter is that it is, in general, too complex to be practical.
Defining what it means in a normal high-level bundle is not particularly difficult; a
reasonable definition might be that either the nodes must be directly connected using
—, or there must be a TX strand between them. However, we also need to define
an equivalent semantics for both normal and non-normal low-level bundles, which
is far more complicated. For example, in the low-level bundle the penetrator may
receive an application-layer message (using a Receive subpath), and then incorporate
the message as part of the transport-layer packaging (i.e. creating a crossing path).
This could then be passed through any number of regular nodes, all as part of the
transport-layer packaging, before being extracted. However, as the above path would
abstract to a direct message path (i.e. a TX strand or a direct edge), any low-level
definition would have to hold on such paths. Clearly it would be very difficult to
define a property that covers such cases. Whilst this may appear to be a restric-
tion of the logic, in reality this property is not required; what really matters is the
application-layer behaviour of the regular agents and, to a lesser extent, the causal
ordering (i.e. <) of nodes. Therefore, we do not consider the lack of this property to
be a major problem for the logic.

We start, by defining the terms in our logic, which we call logical terms (in
contrast to message terms, from A). The informal meaning behind the terms of the
logic is given in Figure [6.1

Definition 6.1. We assume the existence of a set of variables V. The set of logical
terms is then defined by the following grammar, where ¢ denotes a constant and v
denotes a variable:

Term ::= Term " Term | {{Term|}rerm | appmsg(m) | g(Term)
| endpoint__name(Endpoint) | ¢ | v
Natural ::= height(Strand) | seqno(T/eEﬂ
| Natural o Natural,o € {+,—,...} | c|v
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Logical Term

Informal Meaning

v
c
(sl
t1 " te
9(t)
ty
O‘(t1, tg, tg, t4, t5)
height(¢)
msg(¢)
sign(t)
sender(t)
recipient(t)
seqno(t)
appmsg(t)
channel(?)
t1 o0 tg
endpoint__name(t)
endpoint__end(t)
roley

node(t, n)
strand(t)

Figure 6.1: An informal explanation of the meaning of the terms of our correctness

property logic.

v € V, a variable

ce AUP (A), a constant term or set of terms
encryption of a logical term

concatenation of two logical terms

the application of the key-generation function g to ¢

a channel endpoint with name ¢ and channel end ¢’
o € {+,—}, a high-level term

bundle height of a strand

high-level message of a node

sign of a high-level term

sending endpoint of a high-level term

receiving endpoint of a high-level term

sequence number of a high-level term

application message of a high-level term

channel of a high-level term

o € {+,—,...}, standard mathematical functions
name contained in an endpoint

channel end contained in an endpoint

the set of strands for the regular agent in role k (e.g.

for WebAuth this includes LS1, LS2, AS1, etc.)
n'" node on a strand t
strand of a node
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Predicate Informal Meaning

t; <t t; causally precedes tp

AuthChan(?) t is an authenticated channel
ConfChan(t) t is a confidential channel
Confidential(t) t is a confidential term
UniquelyOriginates(t;, t2) | t; uniquely originates at the node ¢y
t; o tp o € {C,=, <}, comparison of ¢; and ¢z
Yvet-¢ universal quantification
Jvet-¢ existential quantification
¢ logical negation
b1 N do logical and
o1V P2 logical or

Figure 6.2: An informal explanation of the bundle predicates.

Channel End ::= endpoint__end(Endpoint) | ¢ | v

Endpoint ::= Termchannel End | sender(m) | recipient(m) |c|v

—

Term ::= msg(Node)
| Sign(Endpoint, Endpoint, Natural, Term, Channel) | v

Channel ::= channel(m) lc|wv
Node ::= node(Strand, Natural) | v
Strand ::= strand(Node) | v
Sign = sign(m) |+]— v
Set(Term) ::==c | v
Set(Strand) ::= roley | v
We denote the least-fixed point of the above by LogicalTerm. A logical term is

well-typed with respect to a particular variable assignment I" iff every variable and
constant has been instantiated with a value of the correct type.

Using the above definition of logical terms we are now able to define what a
bundle predicate is. The informal meaning behind the predicates of the logic is given
in Figure 6.2

Definition 6.2. The set of high-level bundle predicates is given by the following
grammar:
Formula ::= Node < Node | AuthChan(Channel) | ConfChan(Channel)
| Confidential(T'erm) | UniquelyOriginates(Term, Node)
| LogicalTerm T LogicalTerm | LogicalTerm = LogicalTerm
| Natural < Natural | Formula A Formula
| Formula vV Formula | =Formula
| Vv € Set(Term) - Formula | 3v € Set(Term) - Formula
| Vv € Set(Strand) - Formula | v € Set(Strand) - Formula
| Vv € N- Formula | 3v € N - Formula
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A free variable in a high-level bundle predicate is a variable v that is not enclosed
by a quantification of the form Vv € S or dv € S. A high-level bundle predicate ¢ is
closed iff it contains no free variables.

In the definition above we include a number of cases that could be removed by
using logical equivalences (e.g. ¢; A ¢p2 = —(—¢; V —¢2)). We include them in
order to allow us to obtain formulas in negation normal form, where negations only
occur next to atomic predicates. This is used in several of the proofs in this section,
including Proposition [6.19

Whilst the above logic may appear to have relatively few predicates, note that
it is possible to express all of the WebAuth correctness properties. Further, to ease
the expression of correctness predicates we can also define some macros as follows.
For example, we can express the strand ordering relation, =, as follows:

t; = t2 = strand(t;) = strand(t2)
A 3i € N - node(strand(ts), %) = t; A node(strand(tz),i+ 1) = ts.

=T can be expressed as:

t; = tp = strand(t;) = strand(t2) AJi € N-3j € N-
i < j A node(strand(t;), i) = t; A node(strand(tz),j) = t2.

Lastly, we can test for set membership as follows:
member(¢,S) =3Jx € S -z =t.

This macro, when combined with constant sets of terms, can be used to test if values
are in Ap, or A%, for instance. When defining high-level bundle predicates we will
use, without loss of generality, the above macros.

As an example, we can express Proposition (1) as a bundle predicate as
follows:

VLS € TS o VU € Trnames - VAS € T/ . Vg € C-Vos € C-Vk € K-
Vry € A-Vstfg € role sy
height(stfg) = 2 A msg(node(stig, 1)) =
— (Pyy, LSy, U passwdrs(U) {req”ra bz " {lwebkdc_service AS" k[} sx(Ls),
TLSC—5)
— J; €C-I¢p; € C-Istok € A-Isthg € roleas:-
height(stls) = 2
A msg(node(stlg, 2)) = +(ASS,, 7y, {\req“rgl}Shfgﬁstok, TLSS=C).

Remark 6.3. Since any statement of Peano arithmetic can be translated into a high-
level bundle predicate, preserving satisfaction, it follows that the set of valid formulas
of the logic is not recursively enumerable. Thus, the logic is not aziomatizable, in
that the set of valid formulas cannot be enumerated from a set of axioms. In practice,
this means that the logic is not suitable for analysis by methods that make use of a
proof theory.
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Note also that the logic is not closed under isomorphism; i.e. if there exist two
strand spaces that have an isomorphism between them, then satisfaction of a formula
in one strand space does not necessarily imply that it is satisfied in the other. This
is because logical terms allow algebraic terms to be encoded directly. Hence, if the
two strand spaces differ in how they represent a certain value then it is possible for
a formula to be satisfied by one strand space but not the other. For example, let: ¢
be the open formula z = ¢, where z € V and ¢ is a term constant (i.e. ¢ € A); I
be a substitution such that I'(z) = ¢; H be an isomorphism that exchanges ¢ with
a ¢’ # c¢. Hence, ¢ is satisfied under I" since I'(z) = ¢, but not under H o I, since
(Hol')(z)=1¢ #c.

Since the aim of this chapter is to define a logic for the purposes of proving that
the high-level strand spaces model is sound, we do not consider the above properties
to be essential. More importantly, in Proposition [6.22] we will prove that satisfaction
of all formulas of the logic is preserved under abstraction. Thus, if a well-behaved
sub-logic is defined, then it follows that satisfaction of the sub-logic is still preserved
under abstraction. Since we are focused on proving the preservation of satisfaction
by abstraction, we leave the development of such a sub-logic for future work.

6.2 High-Level Semantics

We now consider how to define the semantics of this logic when applied to both
low and high-level bundles. We start by considering the easier case of the high-level
semantics. In order to/@ﬁne this we will need to assume the existence of a set
of high-level strands, Rolej, for each regular role k. For example, in the case of
WebAuth, this would mean that we had a set of strands that represent all possible
AS1 strands.

We define the semantics relative to a particular bundle as follows. Firstly, we
define the set of logical term values that includes all values that logical terms will be
evaluated to. We then define a function that, given a logical term, returns the logical
term value for the current bundle. We then define the satisfaction relation between
high-level bundles and high-level bundle predicates using the above interpretation
function. In the following height;(st) denotes the B—height of the strand st.

]?eﬁnition 6.4. The set of high-level logical term values in a high-level strand space
2 is given by:
AUNUCUZUAUChannels UNUSU{+,-}UP(A)UP (Z)

Let BB be a high-level bundle, ¢ be a logical term and I be a type-respecting
high-level term map, from variables to high-level logical term values, defined on all
free-variables in ¢ such that ¢ is well-typed. Then, the high-level logical term value
of ¢ in B, denoted [¢] g, is defined inductively as follows:

A

o [l = T(v);
o [[c]]g

o [Htultulg = 01t by,

¢
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[t 215 = [615 " [t15:
[te]% = ([5, 1¢15);
lo(D1% = o([115);

[height(t)] = heights([£]5):

[[sign(t)]]g = o, where [[t]]g =o0(A4y, By, i, m, c);

[msg()]5 = msg([t]5);

[sender(t)]% = Ay, where [t]5 = o(Ag, By, i, m, c);

[recipient(t)]5 = By, where [t]5 = o(44, By, i, m, c);

[seano(t)]% = i, where [t]5 = o(Ag, By, i, m, c);

[appmsg(1)]5 = m, where [t]5 = o(Ag, By, i, m, c);

[channel(1)]£ = ¢, where [t]5 = o(Ag, By, i, m, o);

[t o 215 = [t:]5 ote] L, where o € {+,—,...};

[endpoint__name(¢ )]] = A where [[t]]F Ay;

[endpoint__end(t )]]F ¢ where ﬂt]]F Agy;

[[rolek]]F Roley, N {strand(n) | n € N7}

o [node(t, n)]Z = ([t])%, [n]5), providing [n]L < heights([t]5):

o [strand(1)]L = strand([]5).

Let B be a high-level bundle, ¢ be a high-level bundle predicate, and I’ be a a high-
level term map defined on all free-variables of ¢. Then, B and I" satisfy ¢, denoted

([;’, r ) = ¢, according to the following inductive definition:
o (B.D)Ft; <t iff [t1]5 =4 [t2]%:
o (B,I") ¥ AuthChan(t) iff [t]% satisfies A;
e (B,I") E ConfChan(t) iff [[t]]g satisfies C;

e (B, I') E Confidential(t) iff [[t]]g is confidential (Definition
-Aapp§

3.14

in B and [[t]]g €

e (B, I') £ UniquelyOriginates(t;, t5) iff [[tz]]g € T \ A% and uniquely originates

on [[tg]]F,
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o B.I)Fti0ts,06e{C,=<}iff [t:]L o [t2]L;
o B.IEVveS ¢iffforallte[S]L, (B.IU{v— t})F ¢
o (B,I')ETueS-¢iff there exists t € [[S]]g, (B,'U{v— t}) E ¢

(B, I') E = ift (B, 1) ¥ é1;

o (B,IYE¢; Ao iff (B,I)E ¢; and (B, 1) E ¢;
o (B,IVE¢; Vs iff (B,I)E ¢; or (B, 1) E ¢s.

In the semantics of Confidential(¢) we require ¢ to be in Agpy, to ensure that the
predicate does not claim that a transport-layer value is confidential. If the predicate
were to require that a transport-layer nonce, for instance, was confidential then
clearly this could be true in the high-level bundle, as it may have been abstracted
away, but may not be true in the low-level bundle. Further, this matches the intention
of the logic; we are interested in specifying that the application-layer protocol is
correct, not that certain transport-layer details are correct.

Note that in the semantics of UniquelyOriginates(t;, t2), we restrict our attention
to atoms that the penetrator cannot obtain from a term that he initially knows (i.e.
atoms in 7"\ A% ). This is to simplify the low-level semantics, which we define below,
as the low-level semantics has to correspond to the high-level semantics. However,
as we are only interested in writing correctness properties that require values that
regular agents created to uniquely originate, this is not a problematic restriction.

6.3 Low-Level Semantics

In this section we develop a semantics for high-level bundle predicates when applied
to low-level bundles. As we aim to prove that the correctness of bundle predicates
can be abstracted, we take care to define the semantics of the logic in a way that is
both intuitive and compatible with the high-level semantics.

6.3.1 Unique Origination

In order to define a low-level semantics that corresponds to the high-level seman-
tics we need to consider how to interpret UniquelyOriginates(t;, t2) in the low-level
bundle. Unfortunately, we cannot map it directly to the standard notion of unique
origination in the low-level bundle, as this would also consider values that originate
as part of the transport-layer packaging. Hence, we introduce a new definition that
gives the set of values that originate in the application layer in low-level bundles.

Definition 6.5. Let B be a low-level bundle. An atom ¢ ¢ A} originates in the
application layer at a regular node n € N iff ¢t C appmsg(n) and, for all n’ such that
n' =T n, t Z appmsg(n’). An atom t ¢ A% uniquely originates in the application
layer at a regular node n € N iff ¢ originates in the application layer on a unique
n.
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6.3.2 The Semantics

We now consider how to define the semantics of high-level bundle predicates when
applied to low-level bundles.
We need to assume a few things about how the strand spaces are defined. Firstly,
we assume that for each regular role there is a set of strands Roley. Clearl will
6.1

need this set to be related to Wk and we formalise this, in Assumption [6.10, We

also define several partial functions:

e app__node(st,n) gives the the index of the n* application-layer node on st:
app__node(st,n) =i where (st,i) € Npayioad N app_node 1 (st, i) = n.
e app_node~!(st,n) gives the application-layer index of the n' node if one
exists:
app_node ' (st,n) = #{i | 1 <i < nA(st,i) € Npayioaa} if (st.n) € Npayioad-

e app__heightg(st) gives the application-layer height of the transport-layer strand
st from B:

app__heightp(st) = #{i | (st,i) € N3 N Npayload }-
We also need to define what it means for a term ¢ to be confidential in a low-level
bundle, analogously to Definition [3.14]

Definition 6.6. A term t is confidential in a low-level bundle B iff no equivalent
bundle contains a positive node n such that msg(n) = +t.

Definition 6.7. The set of low-level logical term values in a low-level strand space
2 is given by:

AUNUCUTZUAUChannels UNUX U {+,-}UP (A UP(T).

Let B be a low-level bundle, ¢ be a logical term and I' be a type-respecting
low-level term map, from variables to low-level logical term values, defined on all
free-variables in ¢, such that ¢ is well-typed. Then, the low-level logical term value
of ¢ in B, denoted [t]5, is defined inductively as follows (for ease we omit cases that
are equivalent to the high-level semantics):

o [ode(t ) = (115 app_node([1)5. [n15),  providing [a§ <
app__heightp([t]5);

[strand(t)]5 = strand([t]5);
[height(t)]5 = app_heights([t]5);
[rolex] 5 = Roley N {strand(n) | n € Ng¥};

[msg(t)ls = as([t]s)-
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Let B be a low-level bundle, ¢ be a high-level bundle predicate, and I' be a low-
level term map defined on all free-variables of ¢. Then, B and I satisfy ¢, denoted
(B, I') E ¢, according to the following inductive definition:

o (B,I)Ft; < tgiff [t:]5 <5 [te] 55
e (B,I') F AuthChan(¢) iff [¢]5 satisfies A;
e (B,I') E ConfChan(t) iff [t]5 satisfies C;
e (B,T') F Confidential(t) iff [¢]% is confidential in B and [t]§ € Aapp;
e (B,I') E UniquelyOriginates(t;, t,g) iff [t;]5 € T\ A% and uniquely originates

in the application layer on [t2]5 B

o (B,I)Et;oty, 06 {C,=<}iff [t;]5o[ta]k:

o (B,I'VE¢; Ao iff (B,I")E ¢; and (B,I) E ¢s;

o (B,I'VE¢; Vs iff (B,I)E ¢; or (B,I) E o

o (B,I)E ¢y iff BY ¢1;

o (B,I)EVveS-¢iff forall t € [S]k, (B, U{v s t}) E ¢;
e (B,I')E3veS-¢iff there exists t € [S]5, (B, U {v — t})E

6.4 Term Equivalence

In order to prove that the low and high-level semantics of our logic correspond, we
firstly consider the slightly simpler problem of relating the terms of the logic. We
start by defining a relation v that pairs low-level term values (which could be
terms, nodes, strands etc) with the high-level term value that they abstract to. We
then prove a number of lemmas that build towards proving that, given a logical term
t and a high-level bundle B that abstracts a low-level bundle B, [t]§ s [t g.

Definition 6.8. Let B be a low-level bundle and B be a bundle that abstracts it
using a node map . z is abstracted by y, denoted z /‘w y, iff one of the following
clauses applies:

e 2,y € AUNUCUZU AU Channels U {+, -} and z = y;
o 1€ Np, ycNg and z 1 y;

e 7 is a low-level strand, y is a high-level strand, app__heights(z) = heights(y)
and, for all indices i < heightg(y), (v, app__node(z, 1)) e (y,1);

e 1 is a set of strands, y is a set of strands and there exists a bijection u between
z and y such that, for each pair (st, st’) € p, st /‘wA st!.

We lift the above definition to apply to logical term environments. I' v Iiff r

and I" are defined on the same variables and for each variable v, I'(v) o1 (v).
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Note that the above definition has a clause for each possible logical term type.

Lemma 6.9. Let B be a low-level bundle and B be a high-level bundle that abstracts
B using a node map . Further, let n € B and n € B be regular nodes such that
n ¢ 7A. Then, strand(n) /7 ; strand(n).

Proof. This follows immediately from the definitions. O

In order to prove compatibility we need to assume that the set of regular strands
(i.e. Roley and Roley,) are properly defined as follows.

Assumption 6.10. Let B be a low-level bundle and B be a high-level bundle that
abstracts B using an abstraction function 1. Then, for all k:

{strand(n) | n € N} N Roley /7 Roley N {strand(n) | n € Ng}.

One consequence of the way that logical terms were defined is that we only ever
consider regular nodes and regular strands, i.e. it is impossible to write a term that
is interpreted as a penetrator node. This can be formalised as follows.

Lemma 6.11. Let ¢ be a logical term, B be a low-level bundle, B be a high-level
bundle and I" be a high or low-level term environment. Then, if I" - ¢ : Node then
[t]§ and [[t]]g are regular and [t]5 € Npayioad- Also, if I' =t : Strand then [¢]f and

It] g are regular.
Proof (Sketch). This can be proven by a trivial structural induction over . O
Using the above results we are now able to prove the main result of this section.

Lemma 6.12. Let ¢ be a logical term, B be a low-level bundle and B be a high-
level bundle that abstracts B using a node map . Further, let I" and I" pe logical
term environments defined on all free variables in ¢ such that I" & ¥ I'. Then,
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Proof. Let t, B, l’;’, I, I' and wA be as per the lemma. We prove the result by
structural induction on the logical term, t.

Case height(¢) By the inductive hypothesis [t]% e [[t]]g Hence, by definition
of /s, app__heightz([t]5) = hez’ghté([[tﬂg), as required.

Case roleiy This follows immediately from Assumption [6.10]

Case node(t,n) By applying the inductive hypothesis it follows that [n]f = [[n]]g
and that [t]E 76 [[t]]g Thus, by definition of the  relation on strands, it
follows that (assuming [n]f < heightg([[t]]g)):

[node(t, n)]5 = ([t]5. app_node([t]5, [n]5))
2 (115, [1)
= [node(t, n)}]g
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Case strand(t) By the inductive hypothesis [t]5 1 [[t]]g Further by Lemma |6.11
both [¢]§ and [[t]]g are regular and thAerefore Lemma can be applied to
deduce that strand([t]5) 7 strand([[t]]g), as required.

Case msg(t) As I' F ¢ : Node it follows, by the inductive hypothesis, that [¢]5 ¥

[[t]]g Therefore, by definition of a regular node map (Definition 4.12), it must
be the case that:

ags(msg([t]5)) = msg(([1]k) = msg([t]%)-

Hence, by definition of [msg(t)]§ and [[msg(t)]]g it follows that [msg(¢)]5 =
[[msg(t)]]]f, as required.

The remaining cases follow trivially from the induction hypothesis. O

6.5 Logical Equivalence

In this section we prove that, if B abstracts B and B does not satisfy a bundle
predicate ¢, then B also does not satisfy ¢. We start by proving several lemmas that
cover the more complicated cases in the above proof.

6.5.1 Origination

Firstly, we prove that our definition of application-layer origination (cf. Defini-
tion is correct, in that it matches the definition of origination in high-level
bundles.

Lemma 6.13. Let B be a normal low-level bundle and B be a high-level bundle
that abstracts it using a node map 1. Further, let n € N N Npgyioaq and i € Ny

be regular nodes such that n wA 7. Then, for every atom ¢ ¢ A%, t originates in the
application layer at n in B iff ¢ originates at 7 in B.

Proof. Let B, B, 1/;, t, n and 7 be as per the lemma. Firstly, suppose that ¢ originates
in the application layer at n in B. As n is a regular node it follows that ¢t C
appmsg(n) and t Z appmsg(n’) for any n’ € Npgyioqq such that n’ =71 n. Hence,
as appmsg(n) = appmsg(n) (since gZ;(n) = n) it follows that ¢t C appmsg(n). Let
i’ be such that ' =% 7. By Lemma @ st 7 st, and thus ¢~ (A’) must
lie on st. Therefore, by Definition LA = noso t Z appmsg(p! (1))
and appmsg(—1 (1)) = appmsg(i’) so t T appmsg(n’). Hence, it follows that ¢
originates at 7 in B, as required.

Otherwise, if ¢ originates at 7 in B then a similar proof to the above can be used

to show that ¢ must originate in the application-layer at n. O

We now prove a simple extension of the above lemma that shows the high and
low-level semantics of UniquelyOriginates(t, n) are compatible.
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Corollary 6.14. Let B be a normal low-level bundle and B be a high-level bundle
that abstracts it using a node map . Further, let n € N and 7 € NB be such that
n 5 n. Then, for every atom ¢ ¢ A%, ¢ uniquely originates in the application-layer

at n in B iff ¢ uniquely originates at 7 in B.

Proof. Let B, B, 1/;, n, 7 and t be as per the lemma. As t ¢ A} it must be the case
that ¢ originates only on regular nodes (as atoms cannot originate on constructive
penetrator strands) in both B and B. Further, by definition of application-layer
origination, it follows that if ¢ originates in the application-layer at a regular node n,
then n € Nygyioaq- The result therefore follows immediately from Lemma [6.13] O

6.5.2 Confidentiality

We now prove that the application-layer values that are confidential are identical in
the low and high-level semantics. We firstly prove that if a value is confidential at
the low-level, then it is confidential at the high-level. This result follows immediately
from the observation that the penetrator knows at least as many values at the low-
level as the high-level, so can still perform the requisite decryptions.

Lemma 6.15. Let B be a low-level bundle and B be a bundle that abstractsAit using
an abstraction function ¢. If ¢ is confidential in B then ¢ is confidential in B.

Proof. Let B, B, wA and t be as per the lemma. Suppose, for a contradiction, that ¢
is confidential in B but not in B. Thus, it follows that there must exist an equivalent
high-level bundle B’ and a node 7 € B’ such that msg(n) = +(7, 7, _, t, 1).
Further, a low-level bundle B’ can be constructed such that B’ abstracts B/ by altering
B in the same way that B was altered to obtain B’ , mapping each high-level strand
to a low-level subpath. Further, note that B and B’ must be equivalent, as the
high-level bundles that abstract them contain the same regular nodes. However, this
contradicts the fact that ¢ was confidential in B. Hence, t is confidential in l’;’, as

required. O

We now consider how to prove the opposite direction; i.e. whenever a value is
confidential in the high-level bundle, then it is confidential in the low-level bundle.
The correctness of this lemma can be informally justified by recalling from the logical
semantics that we restrict our attention to the confidentiality of application-layer
values (i.e. terms from A,y,). Therefore, we would expect that the penetrator gains
no more relevant information from the low-level bundle and hence, there should
be no way for him to compromise the confidentiality of the value in the low-level
bundle. The following proof is similar in structure to Lemma [5.23] As before, we
only consider the case of non-concatenations but lift this restriction in Lemma [6.1

Lemma 6.16. Let B be a low-level bundle and B be a bundle that abstracts it
using an abstraction function . If £ is not a concatenation, is confidential in B and
t € Agpp, then t is confidential in B.

Proof. Let B, B, wA and t be as per the lemma. Note that since ¢ is confidential in
B, t ¢ Ap. Suppose, for a contradiction, that ¢ is not confidential in B. Thus, it
follows that there must exist an equivalent low-level bundle B’ and a node n such
that msg(n) = +t. Without loss of generality, assume that B’ is normal (but still
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includes the penetrator node n) and let ny.y be the node that originates the copy of
t that ends up at n. Further, let p,.y be the path between n,.4 and n, and, for each
J, let tpath; be the extraction path used to extract the copy of ¢ that is used at n from
Porig(j). Note that, by definition, p,py does not traverse any key edges or KG strands
(although 7n4,44 could be the positive node on a KG strand). Let i be the index, if it
exists, of the last regular node on po.y such that ¢ occurs in the application layer;
Le. p(i) € N or porig(i) € Ny and expath® (chan(p(i))) < tpath;. There are three
cases to consider:

Case 1 No such node ppg(i) exists. Consider the node nyry and suppose, for a
contradiction, that it is regular. Then it must be the case that either ny., €
N non-pagloads OF Morig € Nippe but expath® (chan(norig)) £ tpath;. However, as
t € Agpp \ Ap and is not a concatenation, this contradicts Assumption .
Hence n,rig must be a penetrator node, and further, as ¢ originates on ng,
Norig Must be the positive node of either a M, E or KG strand, since ¢ is not a
concatenation.

Suppose ngrig lies on a E strand. Let ¢t = {m[}; and note that at least one of
m and k must be confidential in B. Thus, the same argument as the previous
paragraph can be applied to derive an equivalent contradiction. Thus, n,pg
cannot lie on a E strand. Further, an identical argument can be applied to
show that 7., cannot lie on a KG strand.

Otherwise, suppose nypg lies on a M strand. Since ¢ is confidential in B it
follows that there must exist es < tpath;, m and k such that {m[}; Ces
msg(Norig) k=1 ¢ Ap and k~! is confidential in B. Let es be the shortest such
extraction path. As ¢t € A,p,, Assumption @ can be applied to deduce
that every encryption that encloses t in msg(norig) is in Eqpp. Therefore, since
es < tpath; we have {{ml[}; € Eqpp. We consider how the penetrator removes
the encryption {{m[}; in B'.

Firstly, suppose that the penetrator uses a D strand to decrypt {ml[}z. As
{mlr € Eapp, k=1 is the inverse key of an application-layer encryption and,
by definition of Agpy, k=7 € Aupp. Therefore, as k~! is confidential in B this
lemma can be inductively appliedlﬂ to prove that k=7 is confidential in B, and
thus B’. This contradicts the existence of the negative key node on the D
strand.

The only other possibility is that there exists a regular node at an index 4 such
that {m[}z T msg(porig(i)), and an index ¢’ > 7 such that {{m[}; has been
decrypted (i.e. the penetrator uses the regular agent to do the decryption).
However, in such a case it immediately follows, since ¢ does not appear in the
application-layer on porig, that porig(i) € Npon-payioad OF Porig(i) € Ny but
expath® (chan(porig(1))) £ tpath;. Therefore, at porig(), {{m}r € Etrpt-non-msg
or {{m[}y € Eupe. However, this implies that either {{mf}r € Eypr N Eapp,
contradicting Assumption , or {{mltr € Etrpt-non-msg N Eapp- In the latter

L If there is an encryption cycle, e.g. if {{m[}x = {k~[}x, then this is not well founded. It would
be possible to rewrite this proof to take this into account by considering a set of terms that are
required to be confidential, rather than an individual term. For ease of exposition, we do not give
this version.
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(a) The penetrator paths for Case (2).

Figure 6.3: An illustration of Lemma .

case, by Assumption , k=1 € Ap, contradicting the earlier assumption
that k=1 ¢ Ap. Hence, the penetrator cannot use a regular node to do the
decryption.

As we derive a contradiction in all cases, this case cannot occur.

Case 2 Such a node p,ig(7) exists and there exists an index j > i such that porig(7)
is regular. Thus, let j be the first such regular node and note that ¢ does not
occur in the application layer at porig(j). Hence, either porig(j) € Npon-payioad
O Porig(j) € Ny but expath® (chan(porig(j))) £ tj. Consider the normal
penetrator path p’ between porig(4) and porig(j). Further, let pg“p. = p’ where
pq is destructive and p. is constructive and let popig(im) be the middle node
(i.e. pc(1)), as illustrated in Figure We aim to apply Lemma with
i = Porig(), N2 = Dorig(J), Mm = Dorig(im) and es; = t;,. By definition
of 7 and tpath; it follows that, if porg(i) ¢ N, expath® (chan(porig(i))) <
tpath; = expath (pg)~t;,,, as required. Further, by definition of j it follows
that expath® (chan(porig(j))) £ tj = expath™ (p.)"t;,, as required. Hence, all
assumptions of Lemma are satisfied and therefore any encryption that
encloses t within msg(porig(im)) is in Erpt-non-msg N Eapp-

Therefore, by Assumption , the inverse of every key egclosing tisin Ap.
However, this clearly contradicts the confidentiality of ¢ in B. In particular, pg
could be mapped to a RV or LN strand followed by D strands with keys from
M strands, in order to to extract ¢ from the application-layer payload.

Case 3 Such a node porig(i) exists but no further node on pypg is regular. In this
case, as 3 is normal there exists a normal penetrator path p’ from porig(3) to n.
Note that p’ must be destructive as if it were to finish with a constructive path
then t would originate at n since msg(n) = t. Thus p’ is destructive and note
that, by definition of tpath;, tpath; = expath (p’). Hence, if porig(i) € Ny
then expath® (chan(porig(i))) < tpath; = expath (p’). Therefore, there exists
a path p” < p’ such that expath® (chan(porig(i))) = expath (p”) and thus, p”
can be mapped to either a RV or LN strand in B. Thus, there exists a bundle
in B that is equivalent to B, but such that there can exist a node n’ such
that msg(n') = (7,7, _, appmsg(porig(i)), L) (noting that it trivially follows if
porig(z') € NJ_)

Therefore, as t is confidential in l’;’, it follows that ¢ must be enclosed by an
encryption {{m[}; in appmsg(porig(i)) such that the inverse key k=7 is confi-
dential in B (otherwise it would be trivial to extract t). Hence, k~! ¢ Ap
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and further, since {{ml[}; C appmsg(tpath;), {mf}x € Eapp. Hence, k=7 is the
inverse key of an application-layer encryption and therefore k=1 € Agpp. Thus,
the arguments of this lemma can be applied inductively to £~! to deduce that
k=1 must be confidential in B (and hence B'), contradicting this case.

Hence, in each of the above cases we derive a contradiction and therefore it follows
that t is confidential in B, as required. O

We now lift the restriction on concatenations.

Lemma 6.17. Let B be a low-level bundle and B be a bundle that abstracts it using
an abstraction function 9. If ¢ is confidential in B and ¢ € A, then ¢ is confidential
in B.

Proof. Let B, B, sz and ¢ be as per the lemma. If ¢ is not a concatenation the result
follows immediately from Lemma Otherwise, let t = ¢; "t and observe that
t is confidential in B only if at least one of its components (i.e. ¢; or t5) is. Thus,
suppose that ¢;, j € {1, 2}, is confidential in B and hence, by definition of Agpp, as
t € Agpp, tj € Agpp. Thus, this lemma may be applied inductively to prove that ¢;
is confidential in B. Thus, it follows that t; “ts is confidential in B, as required. [

6.5.3 Causal Precedence

We now consider under what circumstances the < relation between application-layer
nodes is preserved between low and high-level bundles. Consider two nodes n; and
ng in a low-level bundle such that n; < me. If the path between n; and ng transfers
only transport-layer values then the path does not need to be abstracted. Hence, it is
not necessarily the case that the same relation holds amongst the abstracted nodes
and, therefore, we can only prove that if n; =< 7y in the high-level bundle, then
n; = ng. This result follows from the observation that any path in the high-level
bundle must be reflected (by the definition of a node map) in a (possibly extended)
path in the low-level bundle.

Lemma 6.18. Let BB be a normal low-level bundle and B be a high-level bundle that
abstracts it using a node map ¢. Then, if n1, ng € Npayioads V(n1) = 11, ¥(ng) = nig
and 7y jB N, then n; <5 ns.

Proof. Let B, B, wA, ny, ne, 1; and 7s be as per the lemma. Recall that < is the
reflexive transitive closure of — U =. Thus, there exists a sequence of nodes 7; =
My, ..., 7y, = ng such that for each i € {1..m — 1}, 7; og 74 ; where o5 = =3 U

ig If there exists 4 such that 7; —; 7;4; then, by Definition 4.23} wA—] (1) —n

O (i 1)

Alternatively, suppose 7i; = 7i;+1. We prove the existence of a series of nodes
nj,...,n; such that I = 0, b (g ) = n; and for each k € {1..j — 1},
ng 0B N+ where o = —g U =p. Thus, define n, and n]’ as above. There are two
cases to consider. If 7; and 7,4 are regular, then by Definition [4.12] strand(n}) =
strand(n;) and n =45 n.

Otherwise, 7; and 7;4; are penetrator nodes. By Definition n, and n]/
are either related by an application-layer penetrator node map, or a transport-layer
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penetrator node map. In the former case, Definition requires the = relation
to be preserved and thus nj = n;. Otherwise, by Deﬁmtlon there must exist
a penetrator subpath (i.e. a Recelve Learn, Fake subpath etc.) between n, and
nj’ Hence, we can find a sequence of nodes from the subpath such that for each

ke{l.j—1}, ny o ny, ,, as required. O

6.5.4 The Main Result

Using the results from the previous section we are now able to prove our main result,
namely that bundle satisfaction is preserved by abstraction. In light of Lemma [6.18
we are only able to consider formulas where < only occurs positively (i.e. within the
scope of an even number of negations only). However, this is not a restriction in
practice; all the predicates that we are likely to want to express will take the form of
an implication where < will occur only on the right hand side (i.e. as a conclusion
of the predicate), and thus will occur positively.

Proposition 6.19. Let ¢ be a closed high-level bundle predicate in which < occurs
only positively. Further, let B be a normal low-level bundle in a strand space that
satisfies layer-disjoint encryption and B be a high-level bundle that abstracts B. If
(B,T') £ ¢ then (B,T) E ¢.

Proof. Let B, B and ¢ be as per the lemma. Without loss of generality we assume
that ¢ is in negation normal form. We prove the claim by structural induction
on the formula ¢ using the inductive hypothesis that I’ /‘w ﬁ, and if (B, ﬁ) = o}
then (B,I") F ¢. Most cases follow immediately from Lemma or the inductive
hypothesis, so are omitted.

Case t; < tp: By Lemma [6.12] it follows that [t;]5 [[t1]]£ and [to]5 [[tg]]g
Further, by Lemma [6.11} [t/]5, [t2]%. [[tﬂ]g and [tg]}g are all regular and,
further, [¢;1]5, [t2]s € Npayioad- Thus, suppose [[t]]]g = [[tg]]g. Therefore,
Lemma can be applied to deduce that [t;]5 < [t2]%, as required.

Cases Confidential(t), —=Confidential(¢): By Lemma [6.12|it follows that [¢t]5 = [[t]]g

Let ¢’ = [t]5. Suppose (B, I') F Confidential(t). Then, ¢ must be confidential
in B and ¢’ must be the inverse key of an apphcatlon—layer encryption, or
t' € Agpp. Hence, by Lemma t' is confidential in B. Hence, (B, ') £
Confidential(t).

Conversely, suppose (B, ﬁ) = Confidential(¢). It thus follows that ¢ is confiden-
tial in B and ¢ must be the inverse key of an application-layer encryption, or
t € Agpp. Thus, Lemma can be applied to show that ¢ is confidential in
B and thus that (B, I') & Confidential(¢), as required.

Cases UniquelyOriginates(¢;, t2), ~UniquelyOriginates(t;, t2): By Lemmal6.12]it im-
mediately follows that [t,]L = [[t]]]g and [t2]f e [[tg]]g Hence, let ¢ be

equal to [¢;]%. If t ¢ T\ A% then the result immediately follows. Otherwise,
t € T \ A% and the result follows immediately from Corollary O

114



6.6 Proofs by Abstraction

We now consider how to combine the results of Proposition [5.34] and Proposition [6.19]
to show that the high-level strand spaces model is sound. In particular, we show that
whenever a low-level bundle B does not satisfy a bundle predicate then there is a
high-level bundle B’ that also does not satisfy the bundle predicate. We prove the
above by using Proposition to obtain a bundle B’ that is abstractable and such
that B > B’. Then, we can apply Proposition to deduce that if B’ does not
satisfy a particular bundle predicate, then there exists a high-level bundle B’ that
abstracts B and such that B’ also does not. Hence, it suffices to show that whenever
B > B’ and B does not satisfy a property, B’ also does not satisfy this property. We
begin by proving this result.

Lemma 6.20. Let B and B’ be equivalent low-level bundles, ¢ be a logical term and
I' alow-level term environment defined on all free variables of t. Then, [t]§ = [¢]%.

Proof. This follows from a trivial structural induction on t. O

Lemma 6.21. Let ¢ be a closed high-level bundle predicate in which < occurs only
positively. Let B, B’ be two low-level bundles such that B > B’ and (B',0) FE ¢.
Then (B,0) F ¢.

Proof. Let ¢, B and B’ be as per the lemma. Let ¢’ be the negation normal form
of ¢. Since, for any low-level bundle B, (B,I") F ¢ iff (B,I") E ¢/, it follows it is
sufficient to consider ¢’. We prove the claim by structural induction on the formula
¢’ using the inductive hypothesis that if (B', I") £ ¢’ then (B, I") E ¢/. We omit cases
that follow immediately from Lemma [6.20] or the inductive hypothesis.

Case t; < tp: By Lemma [t:15 = [t:]% and [t2]f = [te]k. Further, by
Lemma (6.1 [¢;]%, [t2]z € Npayioad. Thus, assume [¢;]§ <p [t2]§ and note
that, as B> B', <g C <5. Hence, [[tz]]g =B [[Ifgﬂg, as required.

Cases Confidential(¢), —Confidential(¢): These follow immediately from Lemma
and the observation that confidentiality is closed under bundle equivalence.

Cases UniquelyOriginates(t;, t2), ~UniquelyOriginates(¢;,t2): By = Lemma  [6.20
[t:15 = [t:]5 and [t2]§ = [t2]f- Suppose (B, I') F UniquelyOriginates(t;, t2).
Then, by definition of F it follows that ¢t € 7 \ A%. Thus, ¢ can only originate
on regular nodes (as ¢ is an atom it cannot originate on a constructive penetra-
tor strand). Therefore, since B and B’ are equivalent, it follows that the set of
regular nodes is identical between the two strands and thus application-layer
origination on regular nodes is unaffected. The other direction can be proven
in an identical fashion. O

Lastly, we can prove our main result that shows that a proof of protocol correct-
ness in the high-level model is sound, in that it will consider all attacks that could
have occurred in the low-level model.

Proposition 6.22. Let ¢ be a closed high-level bundle predicate in which < occurs
only positively. Further, let X' be a low-level strand space satisfying layer-disjoint
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encryption and Yg be a high-level strand space abstracting Xg such that X and
Y'g are related according to Definition Then, if every high-level bundle of X
satisfies ¢, then every low-level bundle of X satisfies ¢.

Proof. Let ¢, X and Yz be as per the lemma. Suppose, for a contradiction, that
there exists a low-level bundle B of X such that (B, 0) & ¢, but that every bundle of
Y satisfies ¢. Then, by Proposition there exists a normal abstractable bundle
B’ of Xg such that B > B’. Further, by Lemma it follows that (B',0) & ¢.
Let B’ abstract B and note that, by Proposition 3’ ,0) E? ¢, contradicting the
assumption. ]

Note that the above proposition requires the high-level strand space to abstract
X', rather than Y. Therefore, when doing the proof of protocol correctness in the
high-level model the penetrator’s initial knowledge must include Tx. In practice,
this should not cause any difficulty as Tx contains only items that are not in Agy,
meaning that nothing of consequence to the application-layer security of the protocol
is added to Ap. This means that when constructing proofs of protocol correctness,
any assumptions on the contents of Ap should be negative, in that they should
specify what is not in Ap, rather than what is.

6.6.1 High-Level Proofs

When proving the correctness of application-layer protocols in the high-level strand
spaces model we will frequently only consider normal bundles, for ease. Further,
recall that the high-level bundles produced as abstractions of low-level bundles in
Proposition contain HJRN and TX strands, which we do not normally consider
in high-level correctness proofs. We therefore need to prove that this is sound. The
proof of this is identical to the proof of Lemmal6.21] for low-level bundles, and thus we
simply state the lemmas and definitions without proof or much explanation. We start
by defining a high-level version of &, >, and then proving that, given an arbitrary
high-level bundle, we can find a normal high-level bundle that relates to the original
bundle using &> and, further, contains no HJRN or TX strands.

Definition 6.23. A high-level bundle B can be reduced to B' , denoted B > B , iff B
and B’ are equivalent and <, relates no more regular nodes than =g, i.e:

reg reg R Teg Teg N
(V52 x NE9) %5 2 (W x V7)1 2
Lemma 6.24. Let B be a high-level bundle. Then there exists a normal bundle B
such that B> B'.

Proof. This can be proven by adapting Lemma in an identical fashion to
Lemma by noting that removing redundancies does not increase <. O

Lemma 6.25. Let B be a normal high-level bundle. Then there exists a normal
high-level bundle B’ such that B > B’ and such that B’ contains no TX or HJRN
strands.

Proof. The result immediately follows from the fact that the transformation used in
Lemma [£.16] to remove the TX and HJRN strands does not increase <. O
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Lemma 6.26. Let ¢ pe a closed high-level bundle predicate in Whjch = occurs oAnly
positively and let B, B’ be two high-level bundles such that B = B’ and (B/,0) F ¢.
Then (B,0) E ¢.

Proof. This can be proven in identical fashion to Lemma O

Proposition 6.27. Let X be a high-level strand space and ¢ be a closed high-level
bAundle predicate in which < occurs only positively. Then, if every normal bundle of
X that contains no TX or HJRN strands satisfies ¢, then every bundle of X satisfies

é.

Proof. Let Y and ¢ be as per the lemma. Suppose every normal bundle of ¥ that
contains no TX or HIRN strands satisfies ¢. Let B be an arbitrary bundle of 2.
By Lemma it follows that there exists a normal bundle B’ such that B = B'.
Further, by Lemma it follows that there exists a normal bundle B” that contains
no TX or HJRN strands and such that 5’ > B Thus, as > is transitive and since
(B',0) E ¢, Lemma can be applied to deduce that (B, 0) E ¢. O

Henceforth, in all high-level strand spaces proofs we can, without loss of gener-
ality, consider only normal bundles.

6.7 Summary

In this chapter we have proven the main soundness result of the thesis. In partic-
ular, we proved in Proposition [6.22] that, if a protocol has been proven to satisfy a
given property in the high-level strand spaces model, then it also satisfies the same
property in any corresponding low-level strand spaces model, assuming the transport
protocols satisfy the relevant channel types. We also showed, in Proposition [6.27]
that if a correctness property is satisfied by all high-level normal bundles then that
it is satisfied by all high-level bundles. This is particularly important as it is of-
ten necessary to make such an assumption in order to easily prove application-layer
protocols correct.

In order to prove these results, we began, in Section [6.1] by formally defining
a logic of correctness properties that can express a number of useful correctness
properties. Then, in Section and Section we formally defined what it meant
for high and low-level bundles to satisfy the correctness properties. In Section [6.4]
we then proved that, given a high-level bundle that abstracts a low-level bundle, the
value of any logical term in the low-level bundle is related, according to Definition [6.8]
to its value in the high-level bundle. This was then used in Section[6.5]and Section [6.6]
to prove that whenever a low-level bundle satisfies a correctness property, then the
corresponding high-level bundle also satisfies the property.

Related Work Many other logics for expressing protocol correctness properties
have been proposed in the past. In general, most logics are, like the one proposed
in this chapter, tightly coupled to the theory in which the properties are being con-
sidered, making general comparisons less useful. As an example, Casper [Low97| has
a simple past-time temporal logic that can be used to express that certain messages
received by certain agents must agree. In [ACCOT7| the authors specify correctness
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properties in LTL, where the individual predicates express that an agent knows a
message, or that a particular agent is in a particular role, amongst others. The
former is a generalisation of Confidential(#) which we can use to express what the
penetrator knows, whilst the latter can be expressed using role,. Many of the model
checking tools, including Scyther [Cre08a] ProVerif [Bla01] and Casper, have simple
assertion-based logics in which correctness properties can be expressed. In particu-
lar, all of the above tools supports simple assertions that terms are secret, or that
two agents have successfully completed a run of the protocol together.
We discuss related work more generally at the end of Chapter [7] in Section [7.4]
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Chapter 7

TLS

As TLS |[DROS§]| is the most widespread secure transport protocol, we need to ensure
that our model allows application-layer protocols that use TLS to be analysed. TLS
is really two separate protocols: bilateral TLS, where the server is authenticated to
the client and the client is authenticated to the server, and unilateral TLS, where
only the former occurs. Unfortunately, as we illustrate in Section TLS does not
satisfy Assumption[5.9as it is possible for some encryptions to be shared between the
two forms of TLS in a (harmless) way that it is not allowed by Assumption In
this chapter we describe how any low-level bundle that uses TLS can be transformed
into a bundle of a strand space that does satisfy Assumption [5.9 and has precisely
the same application-layer behaviour.

We start in Section by describing what the problem is. We then formalise the
transformation of low-level bundles to the new strand space by defining a new notion
of low-level bundle equivalence that is true whenever the bundles have the same
application-layer behaviour. In Section [7.2] we then prove that any low-level bundle
that uses TLS and does not satisfy a bundle predicate ¢ (i.e. as per Definition
can be transformed to a bundle that also does not satisfy ¢, and is in the strand
space that satisfies Assumption In this section we follow the presentation of
TLS given in Section 3 of [KL11].

7.1 The Transformation

Unilateral and bilateral TLS both have two stages. The first phase, called the hand-
shake phase, involves the two participants exchanging data in order to derive a master
key; this is then used in the second phase to protect the messages sent in the ses-
sion. In the second phase, the identities of the sender and recipient of the message
are not included in the message packaging. Thus, if the penetrator can somehow
cause two sessions to use the same encryption keys then he will be able to pass mes-
sages between the two sessions without the other participants detecting it. If the
two participants are regular agents then this is not possible [KL11]. However, if the
penetrator is a legitimate participant in two different TLS sessions, one as the client
and one as the server (i.e. both regular agents are aware they are communicating
with the penetrator), he is able to manipulate the messages to cause this to occur.
The encryption keys used in the second phase are generated from a nonce n. sent
by the client, a nonce n, sent by the server and the pre-master secret pms, which is
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Figure 7.1: A example of a session where the penetrator causes a unilateral TLS
session between C' and Pgerer to use the same encryption key as the bilateral TLS
session between Pcyen: and S. The above uses a simplified version of TLS, rather
than the full version.

generated by the client (and sent securely so it can only be received by the server).
Thus, the penetrator could act as the server in one session, taking the client nonce
and pre-master secret and play these into a second session, in which he acts as the
client. Further, he can pass back the server nonce from the second session to the
client in the first session, as illustrated in Figure [7.I] The participants will then all
generate the same master key for use in the protocols.

If one of the sessions is using unilateral TLS and the other is using bilateral TLS
then Et%ts “7% and Etz%ts “°% are not disjoint, as required by Assumption and
Assumption . Further, there are also some penetrator paths that start at a
bilateral TLS node and end at a unilateral TLS node, as the penetrator can simply
forward messages from one session directly into the other. There is no high-level
strand that corresponds to this behaviour, as no strand allows the channel to be
changed.

Whilst such behaviour contradicts our assumptions, it is clear that any bundle in
which such behaviour occurs could be replaced by a bundle in which disjoint message
encryption is satisfied by:

1. Replacing every path that crosses between the two sessions by a Receive sub-
path, then a Send subpath; then

2. Making the penetrator generate fresh nonces, rather than passing the nonces
directly between the sessions.

The first step ensures that messages are no longer passed directly between the
strands, whilst the second step ensures that the sessions will use disjoint keys and
hence Et%ts “>% and Et%ts “°F are disjoint. The first transformation step is possible as
the above situation can only arise when the penetrator is legitimately involved with
both sessions, and thus he knows the keys required to send and receive messages. The
second transformation is permitted as the penetrator was the intended participant,
so can change the values that he uses.

Unfortunately, the low-level bundle that results from the above transformation
is not equivalent to the original bundle, since the regular behaviour has changed as

the keys used have been altered. However, the application-layer behaviour has not
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changed. We can formalise the notion of equivalence between the two bundles as
follows.

Definition 7.1. Two low-level bundles B and B’ are application-layer-equivalent iff
there exists a bijection vy between the regular application-layer nodes of B and B’
(i.e. v Ngeg N Npayload — Ngfg N Npayload) such that:

1. For all (n,n’) € v, dg(msg(n)) = dg(msg(n’));

2. 7 respects the regular strand structure on application-layer nodes, i.e. for all
ng,ng € Npayloadv ny :>?3_ na2 iff 7(”1) :>23_/ 7("2)

In the above, the first clause ensure that the application-layer messages are iden-
tical. The second clause then ensures that none of the nodes have been re-ordered, as
two regular strands will be related by this bijection iff every application-layer node
is related by . Together, these two points ensure that, if two regular strands in two
application-layer-equivalent bundles are related by -y, then the strands can abstract
to the same high-level strand. Further, the above induces an obvious bijection on
regular strands with application-layer nodes. We now prove that application-layer-
equivalent bundles do indeed abstract to equivalent high-level bundles.

Lemma 7.2. Let B and B’ be low-level application-layer-equivalent abstractable
bundles that abstract to B and B’ respectively. Then B and B’ are equivalent.

Proof. Let B, B/, B and B’ be as per the lemma. Let 7y be the bijection between
the regular application-layer nodes of B and B’. As B and B’ abstract to B and B/,

respectively, it follows that there must exist node maps wA and z/;’ between the nodes
of B and B, and B’ and B’, respectively. We define the function 7/ : NV, lgeg — N gg by

v () = 4'(v(¢p=1(A))). This is a bijection as v, ¥ and ¢ are bijections on regular
application-layer nodes. Further, +' satisfies the following properties:

1. For all (n,7") € v/, msg(n) = msg(n’');

2. For all regular nodes 7, 7', i :>'g n' iff ' (n) :>E, v (7).

The above properties immediately imply that B and B’ are equivalent. O

As with standard bundle equivalence, application-layer equivalence does not pre-
serve the correctness of application-layer correctness properties that include < (cf.
Section. Therefore, we introduce a relation >,,, analogous to > (from Defini-
tion , that ensures < only decreases in size (recalling that we are only interesting
in using < positively). We also require that transport-layer encryptions are replaced
with encryptions such that the inverse keys are equivalently confidential. This en-
sures that the penetrator cannot learn the value of application-layer messages in one
bundle, but not the other. This is required when we later consider how confidentiality
of application-layer values is preserved by >;,,.

Definition 7.3. A low-level bundle B can be application-layer reduced to B', denoted
B, B, iff:

1. B and B’ are application-layer-equivalent using a bijection ~;

121



2. For all regular application-layer nodes ny,ns € Npgyioaa N Npr, if ny < ng
then v~ 1(n;) < v 1(ng);

3. For all regular application-layer nodes n € Npgoea N N5, if es <
expath® (chan(n)) is such that {{m[ly Ces msg(n) then, letting {m/[}r Ces
msg(y(n)), k is complex iff & is, and k'~! is confidential iff k~! is confidential.

It is clear that the transformation that we described above will result in a bundle
that is application-layer-equivalent to the original bundle. Thus, we can formalise
the notion that any TLS bundle can be converted into an application-layer-equivalent
bundle that satisfies out assumptions as follows.

Claim 7.4. Let X be a low-level strand space that satisfies layer-disjoint encryption,
except for disjoint message encryption or disjoint transport-layer payload messages
between unilateral and bilateral TLS. Then, there exists a strand space X749 CHS,
satisfying full layer-disjoint encryption and such that there is a bijection x between
the bundles of X' and X’ such that, for all (B,B’) € x, B >4 B

We believe that the truth of the above claim is intuitively clear. However, a
formal proof requires a complete analysis of both forms of TLS, which is beyond
scope of this thesis.

7.2 Bundle Predicate Preservation

We now consider how to show that the transformation of Claim [7:4] preserves the
correctness of high-level bundle predicates. We do so by proving that application-
layer equivalence preserves the correctness of high-level bundle predicates. The proofs
in this section follows the same outline as the proofs in Section and Section [6.5

Definition 7.5. Let B and B’ be application-layer-equivalent bundles using a bijec-
tion . We write x < y iff one of the following clauses applies:

e z,yc AUNUCUZUAU Channels U {+,—} and = = y;
e z€Np,y€Np,v(z) =y and dg(msg(z)) = dg(msg(y));

e z is a low-level strand in B, y is a low-level strand in B', app_ heightp(st) =
app__heightp (st) and for all i < app_ heightg(st), (z,app_node(z,i)) <~
(y, app__node(y, 7));

e 1,y are sets of strands in B and B’ respectively such that there exists a bijection
p such that for each pair (st, st’) € p, st < st’.

We lift the above definition to logical term environments as follows: I' <, I'" iff I'
and I" are defined on the same variables and for each variable v, z(v) < y(v).

Note that <, is an equivalence relation. We now prove that if two bundles are
application-layer-equivalent, then evaluating a logical term in each of the bundles
results in a value that is related using the <, relation.

Lemma 7.6. Let B and B’ be low-level bundles that are application-layer-equivalent
using a bijection «. Further, let ¢ be a logical term and I', I be low-level term
environments defined on all free variables of ¢ such that I' <., I"". Then [¢]§ <~ [t]% -
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Proof. Let t, B, B, v, I' and I" be as per the lemma. We prove the result by
structural induction on the logical term, t.

Case node(n, t): By applying the inductive hypothesis it follows that [n]§ < [n]&
and that [t]§ <, [t]5 . Thus, by definition of the <, relation on strands, it
follows that (assuming n < app__heightz([t]5)):

[node(n, t)]5 = ([t]5, app_node([t]5, [n]5))
=<+ ([t , app_node([t]%, [n]%))
= [node(n, t)]k .

Hence, [node(n, t)]5 <~ [node(n, t)]%, as required.

Case strand(t): By the inductive hypothesis and the definition of <., it follows that
(15 <, [t]g. Thus, let n = [t]5 and n’ = [t]5 and observe that, by
Lemma , n and n’ are regular. Thus, by definition of ~ it follows that each
application-layer node on strand(n) must map to a node in B’. Further, as ~y
requires the = relation to be preserved, it follows that each node in Npgyi0a4 0N
strand(n) must map to a node on strand(n') (since y(n) = n'). Moreover, as
every node in Npgyioqq 00 strand(n') must be mapped to by a node on strand(n)
and -y is a bijection, it follows that the strands must be of the same application-
layer height (i.e. app_ heights(strand(n)) = app__heights (strand(n’))).

By definition of 7y, the = relation must be preserved. Hence the only option
is to map each node i < app__heightg(strand(n)) to the i" application-layer
node on strand(n’) and thus, for each such i:

v((strand(n), app__node(strand(n),1))) =
(strand(n'), app__node(strand(n), i)).

Hence, [strand(t)]5 <~ [strand(t)]% -
The remaining cases follow trivially from the induction hypothesis. O

Given the above we can now prove that application-layer reduction preserves

satisfaction of high-level bundle properties (cf. Lemma and Lemma [6.26]).

Lemma 7.7. Let B and B’ be low-level bundles such that B >,,, B’ and ¢ be
a closed high-level bundle predicate such that < occurs only positively. Then, if
(B',0) E ¢ then (B,0) E ¢.

Proof. Let ¢, B and B’ be as per the lemma. Further, let v be the bijection between
B and B’, as per Definition Without loss of generality, we assume that ¢ is in
negation normal form. We prove the claim by structural induction on the formula ¢
using the inductive hypothesis that, if I' <, I'" and (B',I") F ¢, then (B, I") F ¢.

Case t; = tp: This follows immediately from Lemma [7.6] and the definition of
application-layer reduction.
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Cases Confidential(¢), —Confidential(?): Informally, this holds because the confiden-
tiality of application-layer values is not affected by the precise values of the
transport-layer keys and both bundles use the same application-layer keys.
This is because of our disjoint encryption assumptions, from Assumption [5.9]
that prevent application-layer encryptions from intersecting with transport-
layer encryptions, meaning that the penetrator will not be able to compromise
any new application-layer encryptions in B’. Further, application-layer reduc-
tion (Definition requires that confidential transport-layer encryption keys
are replaced only with confidential encryption keys, meaning that the pene-
trator will not be able to decrypt the contents of any more transport-layer
messages in B'.

If can be formally proven in the same way as Lemma firstly using
Lemma|[7.6] The only difference in the proof is the use of penetrator subpaths,
rather than high-level penetrator strands.

Cases UniquelyOriginates(t;, t2), ~UniquelyOriginates(¢;,t2): By = Lemma
t1s = [[tl]]g,l and v([t2]5) = [[tg]]g,/ The result then follows by observing
that ~ preserves the application-layer content of messages. Therefore, it
preserves origination in the application layer, and hence unique origination in
the application layer.

Cases t; o' tg, =(t; o' tg), o' € {C,=,<}: This follows immediately from
Lemma [7.6] noting that ~ ensures there is a bijection on nodes and
strands.

The remaining cases follow immediately from Lemma and the inductive hy-
pothesis. O

The following proposition shows that whenever a property is proven correct in a
high-level abstraction of the transformed TLS strand space, then it is also correct in
the original strand space that did not satisfy Assumption [5.9]

Proposition 7.8. Let X be a low-level strand space that satisfies layer-disjoint
encryption, except for disjoint message encryption between unilateral and bilateral
TLS or disjoint transport-layer payload messages between unilateral and bilateral
TLS. Further, let S TLSC?% e the strand space resulting from Claim ZET,LSCHS
be related to X TLS* by Definition ¢ be a closed high-level bundle predicate
and Z:’gLSCHS be a strand space abstracting EELSCHS. Then, if every bundle of
b ETLS “% satisfies ¢ then every bundle of X satisfies ¢.

Proof. Let ¥, £TLSC7%  $ILS?“" and ¢ be as per the lemma. By Claim
DTLSC™? gatisfies layer-disjoint encryption and hence Proposition can be ap-
plied to deduce that every bundle of X T “7 satisfies ¢. Further, by Claim
there is a bijection x between the bundles of X' and S TS quch that if x(B) =8,
then B >,,, B'. Hence, Lemma can be applied to deduce that every bundle of
X satisfies ¢, as required. ]
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7.3 Summary

In this chapter we have shown how TLS can be transformed into a form that satis-
fies Assumption In Section we explained why TLS does not satisfy our as-
sumptions, before defining a bundle transformation that preserves application-layer
behaviour, but removes transport-layer behaviour that contradicts Assumption [5.9
Then, in Section [7.2] we proved that the transformations of the previous chapters are
sound, in that they do not remove application-layer attacks against protocols. These
results, together with those of Section [3.3] imply that WebAuth, if implemented
using TLS as its transport-layer, satisfies the correctness properties of Section [3.3]

7.4 Related Work

In this section we discuss related work to Chapters The problem of when it
is safe to compose protocols has been widely considered before [GT00, DDMRO7,
CD08, IACG™08, [CC10]. However, most existing approaches consider when it is safe
to compose protocols together in parallel, rather than when it is safe to compose
the protocols on top of one another, or vertically. These two problems are subtly
different in a very important way: when parallel compositions are being considered,
terms for one protocol do not often occur embedded inside the terms of another
protocol. Clearly when protocols are being vertically composed, application-layer
terms will occur inside the transport-layer terms. We believe that this is one reason
why the result appears to be more complex to prove.

In [GM11] Grof and Modersheim consider what they term wertical protocol com-
position, which corresponds to our notion of layering protocols. They develop a
statically-checkable condition that guarantees arbitrary composition of the protocols
introduces no new attacks. In one sense, this is more general than the result we
prove since it permits arbitrary stacks of protocols to be composed, whereas we have
only considered the two layer case. However, it only allows transport-layer protocols
that establish two symmetric keys, one for protecting messages sent in each direc-
tion, meaning it is not a general result. Further, the disjointness condition that
they require prohibits a large class of encryptions from being shared between pro-
tocols. In particular, if a transport and an application-layer protocol were to both
use public-key certificates, then these protocols would not be considered disjoint and
would violate the condition.

In [MV11] Médersheim and Vigano also propose a statically-checkable condition
that allows for the composition of precisely two layers in a very similar way to the
approach presented in this thesis. However, their assumptions are more restrictive
than ours, and prevent TLS from being used as a secure transport-layer (since it
does not support transport-layer protocols with an unbounded number of messages),
as well as prohibiting a large class of application-layer protocols. For example, they
require the disjointness of all non-atomic messages, whereas we only require cer-
tain encryptions to be disjoint. They also require that distinct agents send disjoint
payloads, which appears to prohibit messages from being forwarded by agents, as is
commonplace. Additionally, they currently only consider transport-layer protocols
where a single message is sent.

The conditions that we propose in this chapter most closely relate to those of
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[GT00], in which the authors detail sufficient conditions for protocols to be composed
securely in parallel, using the strand spaces model. Unlike other parallel composition
methods, this does permit terms from one protocol to be re-used inside another
(e.g. for login tickets). The main assumption in [GTO00| essentially requires that
encryptions produced by one protocol may only be removed by the same protocol.
For example, if one protocol produces {{m[}; as a login ticket and then passes this
value to a second protocol, then the second protocol may not undo the encryption
but must treat this value as an indivisible value. Using this the authors prove that
any protocols that satisfy the condition can be safely composed in parallel.

Protocol Composition Logic [DDMROT7|, henceforth PCL, is a logic in which
security protocols can be proven correct. Uniquely, one of the main goals of PCL is to
allow protocols to be easily composed either in parallel, or sequentially (i.e. protocol
A runs and then protocol B is run using keys established by the first protocol). In
PCL, an invariant is identified for each protocol such that the invariant implies that
protocol correctness holds. Then, providing that the invariants are not violated by
other protocols, it immediately follows that the protocols are still correct in parallel
or sequential composition.
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Chapter 8

Multi-Layer Protocol Analysis

The results of the previous chapters have provided an effective and sound way of
verifying protocols that consist of precisely two layers. However, many application-
layer protocols actually consist of many more layers. Further, some application-layer
protocols might actually be easier to analyse if they are decomposed into a number
of layers, rather than considering them as one monolithic protocol. For example,
an application-layer protocol layered on a unilateral TLS connection might send a
username and password pair as the first message, in order to authenticate the client
to the server. This effectively turns a unilateral TLS connection into a bilateral TLS
connection for subsequent application-layer messages. In this chapter we develop a
technique that enables us to formalise and prove this notion.

In more detail, consider trying to prove the correctness of the above proto-
col. This protocol can be decomposed into three layers: the unilateral TLS layer,
the username/password layer and the actual application-layer (excluding the user-
name/password exchange). One way to prove that this protocol is correct is as
follows:

1. Prove unilateral TLS is correct in the low-level strand spaces model and pro-
vides an AC channel, but such that the sending name is unauthenticated;

2. Prove that the username/password protocol is correct in that it provides a bilat-
eral AC channel, providing it is layered on an arbitrary unilateral AC channel,

3. Prove that the application-layer protocol is correct in the high-level strand
spaces model when layered on a bilateral AC channel.

Clearly (1) and (3) can already be accomplished (the former using the standard
strand spaces model and the latter using the high-level model of Section . In
this chapter we provide a way of proving (2), i.e. to prove that a concrete transport-
layer protocol provides certain security guarantees when layered on an arbitrary (i.e.
abstracted) secondary transport-layer. This allows an arbitrary number of layered
to be combined together via a simple inductive argument. This also enables us to
prove the correctness of the username and password example above (which must
be one of the most widely deployed protocols on the internet). Further, thanks to
the abstractions involved, the proofs of the correctness of each layer are entirely
independent, meaning that any of the transport-layers could be exchanged for an
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alternative that provides equivalent guarantees. Also, since the proofs of each layer
are independent, it follows that the correctness proofs for each layer can be reused.

The Strand Spaces In order to formalise what we are proving, we firstly consider
the different transport-layer protocols that are under consideration. Firstly, there
is the bottom transport-layer, which, in the above username/password example, this
would be the unilateral TLS protocol. The new transport-layer protocol we refer
to as the middle transport-layer. In the above, this would correspond to the user-
name/password protocol itself. The combined transport-layer protocol refers to the
explicit combination of the two (i.e. considering them as one protocol).

There are also three different strand spaces under consideration in these proofs:

Bottom This is a low-level strand space that contains an explicit instantiation of
the combined transport-layer protocol.

Middle This is a high-level strand space that is an abstraction of the bottom strand
space, but only abstracts away from the bottom transport-layer.

Top This is a high-level strand space that abstracts the bottom strand space away
from the combined transport-layer, meaning that it abstracts directly to the
application-layer protocol.

Note that both the middle and the top strand spaces are high-level strand spaces:
messages are tuples of the form (Ay, By, i, m, c¢), and penetrator strands include
SD, FK strands etc. Also, there are two ways of viewing the bottom strand space:
we can view the strand space as containing transport-layer protocols that allow ab-
straction either to the middle strand space, or to the top strand space. We formalise
this in Section

In this chapter we prove that providing there are no penetrator subpaths of a
prohibited form in the middle strand space for the combined transport-layer protocol,
then there are no penetrator subpaths of a prohibited form in the low-level strand
space for the combined transport layer. Hence, if a given middle-transport-layer
protocol can be proven correct in the middle strand space, then it is guaranteed
that its composition with any bottom transport layer that satisfies the required
guarantees is also, itself, a secure transport layer. Further, this means that the
top-most application-layer protocol can be analysed in the usual way.

We prove this result in two stages, along the lines of Chapter [ and Chapter [5
We firstly prove that if there exists a normal interference-free bundle of the bottom
strand space that contains a prohibited subpath for the combined protocol, then there
exists a high-level bundle in the middle strand space that also contains a prohibited
subpath. We then prove that if there is an arbitrary bundle of the bottom strand
space that contains a prohibited subpath, then the transformations of Chapter
preserve the prohibited subpath. Together, these prove that analysing the middle
transport layer in the middle strand space is sufficient.

Outline We start in Section by formalising what a middle-transport-layer pro-
tocol is. Further, we define high-level analogues of the penetrator subpaths from
Chapter [4] that represent subpaths in high-level bundles against the middle trans-
port layer. In Section 8:2] we consider how the bottom, middle and top strand spaces
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are related and define an abstraction function from the middle to the top strand
space. Further, we also define what it means for a channel to be the combined
channel, i.e. the explicit combination of the bottom and middle transport-layers. In
Section [8:3] we then prove that, subject to the semantic condition from Chapter [4]
if a low-level bundle contains a prohibited penetrator subpath, then there exists a
high-level bundle in the middle strand space, containing a corresponding penetrator
subpath. In Section [8:4] we use the results of Chapter [5] to change the semantic
condition into a statically-checkable condition. In Section [8.5] we give two examples
of how the theorems in this chapter can be applied by proving the correctness of two
example multi-layer protocols, including the username/password protocol described
above. Lastly, in Section [B.6] we summarise the results of the chapter and make
detailed comparisons with related work.

8.1 High-Level Channels

Since we are going to prove the correctness of transport-layer protocols in the high-
level strand spaces model (in the middle strand space), we firstly consider how to
model arbitrary transport-layer protocols in a high-level strand space. In this section
we define high-level analogues of many of the low-level strand space definitions of
Section We deliberately define these in similar ways to how they are defined
for the low-level case, in order to allow us to prove, in later sections, that the two
definitions are compatible.

Firstly, we define a high-level version of extraction paths (cf. Definition that
extract a particular term from the application-layer content of a high-level term. If
the high-level term is sent on L, then we should be able to extract values from it in
an identical fashion to the low-level case. However, we need to add an extra case to
allow the application-layer content to be extracted from a message sent over a non-_L
channel: this corresponds to the action of a RV or LN strand.

Definition 8.1. A high-level extraction path is either an extraction path (i.e. from
EP), or is (Payload)”es where es € EP. The partial function extract is defined as
follows:

e%t((Aw, By, i, m, c),(Payload)”es) = extract(m, es)

emt((Aw, By, i, m, 1), es) = extract(m, es).

For example, assuming ¢ # L, ex/trRt((Aw, By, i, ti " tg, c),(Payload, 1)) = t,
whilst eztract((?, 7, _, t; ts, 1), (1)) = t;.

We now prove a lemma analogous to Lemma [£.3] and show that there is an ex-
traction path corresponding to each high-level constructive or destructive penetrator
path.

Lemma 8.2. Let p be a constructive or destructive penetrator path in a high-level
bundle B starting at a node n; and ending at a node ny,. Providing p does not
traverse a key edge or a KG strand there exists a high-level extraction path es such
that:

o If p is destructive extract(msg(n;), es) = appmsg(nyp); we define @1 (p) =
es;
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e If p is constructive e%t(msg(nm),es) = appmsg(ny); we define

e?pﬁﬁ (p) = es.

Proof. Let p, B, n; and njp| be as per the lemma. We consider how to prove (1),
noting that the proof for (2) can be constructed in a similar fashion. There are two
cases to consider.

Firstly, if chan(n;) = L then it follows that all nodes on the penetrator path
must have chan(n) = L, by definition of the penetrator strands. Thus, a proof
identical to that of Lemma can be applied to construct a suitable extraction
path, noting the above observation.

Otherwise, it follows that p must start with either a LN or RV strand, since
these are the only destructive penetrator strands that can have a non-1 channel.
Further, it immediately follows that the remainder of the penetrator strand will be
on 1. Thus, as above, a suitable extraction path can be constructed and Payload
prepended to yield the required extraction path. O

Using the above we can now define what a high-level channel is. Intuitively, these
correspond to the middle transport layer and are high-level analogues of channels.
More precisely, the username and password protocol is a family of high-level channels,
with one high-level channel for every bottom transport-protocol. Thus, the bottom
transport layer is modelled as a normal channel (i.e. it is a member of Channels), the
middle transport layer is modelled as a high-level channel, as defined below, whilst
the explicit combination of the bottom and middle transport protocols is modelled as
a normal channel. In Definition [8.6] we define what it means for a channel to actually
be the explicit combination of the bottom and middle transport-layer channels.

Definition 8.3. Let X be a high-level strand space. A high-level channel ¢ requires
the following to be defined:

. tr@ﬁ(é) # 1 that gives the channel the protocol is layered 0

C A that is the set of high-level terms that encode application-layer

¢
s payload

messages on this channel, which must be defined such that for all ¢ € ﬁiyload’

chan(t) = trmrt(é);

° egat\hC (¢) that is the high-level extraction path that extracts the application-

layer message from terms in ﬁiyload (cf. expath® (c))

For each high-level bundle B of ¥ we assume the existence of the following functions:

¢ o~
e sender(t) : Tpu 100 — L that extracts the sender of ¢;
° rec/ipgnt;(t) : ﬁzyload — 7 that extracts the recipient of t;

. @g(t) : ?\;Jc;yload — S that extracts the sequence number of ¢.

'Equivalently, we could define a high-level channel as a function from a transport-layer channel to
a high-level channel and remove this clause. We choose not to do this since it would only complicate
the definitions.

2Since tr@rt(é) # L it follows that e@c (é) must start with Payload.
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We elide the bundle from s@r, rec/z'pEnt and Seqno whenever it is clear from the

context. The set of high-level channels is denoted as Channels. The union of ﬁiyl oad

~

over all é € Channels is denoted by Tpayioad-

We require that tr@rt(é) # | since it enables us to simplify a number of the
results in this section. This is not a restriction in practice since a channel that is
layered on the bottom channel can be analysed in the normal low-level strand spaces
model.

As an example, which we will use as a running example throughout this chap-
ter, consider the (middle) transport-layer protocol that takes an AC channel that
does not provide sequence numbers, and augments it so that it does provide se-
quence numbers. This can be accomplished by simply pairing each application-
layer message m with the corresponding sequence number, e.g. 1"m. We for-
malise this as follows. tr@rt(é) is defined as an arbitrary AC channel that

does not provide sequence numbers; 7;’3 Jload is defined as the set of all high-level

Q;

terms of the form (Ay, By, _, i"m, tr@rlf(é)); egat\hC (¢é) = (Payload, 2);
seqnog(Ay, By, _, i"m, tr@rt(é)) = . Then, for each high-level bundle B,

— ¢ — — ¢ —
senderg(t) = sendert™Por(e)(t) and recipientg(t) = recipient'™™PH(é)(t). Note
that this example illustrates that the middle transport layer is allowed to promote
values, such as the sender or recipient, directly from the bottom transport layer.

As with the low-level strand spaces model, we need to assume that the set of
transport-layer terms on distinct channels is disjoint in order to make sure that we
can detect over which channel a transport-layer message is sent. Whilst this might
appear restrictive, note that for any channel where the channel ends are not 7, it will
always be the case that the term sets are disjoint.

Assumption 8.4. For all é;,és € Channels such that é; # ¢o, 7A;Calyload N
~c _ 0
payload :

8.2 Defining Layering of Channels

As mentioned in the introduction to this chapter, there are two ways of abstracting
the bottom strand space: either the strand space could be abstracted directly to
the top strand space (i.e. abstracting the combined channel), or could be abstracted
to the middle strand space (i.e. abstracting the bottom transport-layer only). This
suggests that there are actually two ways of viewing a low-level strand space: either
it can be viewed with certain nodes being transport-layer nodes of the combined
channel, or it can be viewed with a superset of those nodes being transport-layer
nodes of the bottom transport-layer. For example, Figure [8:1] is a low-level bundle
that contains a Renumber penetrator subpath for the combination of the running
example and a simple bottom transport-layer protocol. In this figure, n; and n;s
can be identified either as nodes for the combined transport-layer protocol, or as
nodes for the bottom transport-layer protocol.
We formalise this by introducing the concept of a view, as follows.

Definition 8.5. A view v of a low-level strand space consists of a low-level strand

space along with compatible definitions of Channels, Ny, N1, Nyon-payioad: Ezyload
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Figure 8.1: The penetrator path (n;,ng,ny, ny, ns, ny, nig, niz, nig, Ny, nys5) is a
vp_s 7-Renumber subpath for the running example layered on a bottom transport-
layer protocol that encodes (A7, By, _, m, ¢) as A"B"m. The above bundle is a
low-level version of the HL-Renumber penetrator subpath of Figure .

and 7,5, sy such that Assumptions [1.4] [£.5] [4.6] [£.8 and [£.10] hold. When the

definition of a set, function, etc. is affected by the view, we indicate the view using
a dot. For example, v.N},, or v.d(t).

When the lemmas of earlier sections are referenced, in particular those of Chap-
ter [d, we will explicitly indicate which view is being used.

Using the above, we can define what it means for a low-level channel to be the
combined protocol in the bottom strand space. Thus, we are essentially defining
how an implementation of the multiple layers must be constructed. Informally, we
require:

1. There must be two views for the bottom strand space. Intuitively, the top view
of the bottom strand space abstracts directly to the top strand space, whilst
the meddle view abstracts to the middle strand space.

2. The channel extraction path for the combined protocol must be composed from
the extraction paths of the two transport layers.

3. The channels prohibit the same kinds of transport-layer penetrator subpaths.

4. Every transport-layer node for the combined protocol must be a transport-layer
node for the bottom-transport-layer protocol.

5. Every high-level term obtained by abstracting a message of a transport-layer
node of the combined protocol to the middle strand space must be a high-level
transport-layer term for the middle transport layer.

6. The high-level abstraction of a low-level transport-layer term of the combined
protocol matches that produced by abstracting via the middle strand space.
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These correspond to (1)—(6) in the following definition. We claim that the above
list is reasonable, and does in fact correspond to how implementations are likely to
work, but of course this is a proof obligation on the user.

Definition 8.6. Let X be a low-level strand space, Y be a high-level strand space

and ¢ be a high-level channel. Given two views vp_, 7 and vg_s s, ¢ is the abstraction
of ¢ in X iff:

1. The top view vg_, 7 of X includes ¢ € Channels. The middle view vg_ s of X
includes transport(¢) € Channels but ¢ ¢ Channels.

2. expath®(c) = expath® (tr@rt(é)) “es where (Payload) es = e@c (é).
3. ¢ and c prohibit the same transport-layer penetrator subpath types.

4. In the bottom strand space, every transport-layer payload or non-payload node
for the combined protocol must be a transport-layer payload node for the
bottom-transport-layer protocol. Formally:

e
UBHT'Ngrpt U UB%T'wan—payload € vB-M- t:Z?SpOT (C)

Note that these sets are not necessarily equal because many different high-level

channels could be layered on transport(é).

Further, for each low-level bundle B of X"

5. Every middle strand space term reached by abstracting the message of a
transport-layer node of the combined protocol in the bottom strand space must
be a transport-layer term for the high-level channel:

{’UB%M.OA[B(TTLSQ(TZ)) ’ ne UB*)T'N’?Tpt} - péayload'

6. For all bundles B in the middle strand space that abstract B, and for all

c .
te payload*

vy r.senderg(t) = smr;(UB%M.dB(t))
vp_sr.recipientg(t) = rec/z'pﬁnt;g(vBﬁM.dB(t))

vp—7.5eqnog(t) = seqnogz(vp—u-As(t)).

As an example of how the top and middle viewes are related, consider Fig-
ure @ In this figure, n; and n;5 are in both vp_, 7. Ny and vp_ Ny, since
vp—7.chan(ny) is the channel that represents the combined-transport-layer protocol,
whilst vp_,pr.chan(ny) is the bottom transport-layer.

Note Definition @ is well defined thanks to Definition . Further,

. . . ¢ t(é ..
Definition is well defined only if vBﬁT.ﬁfayload - UBﬁM'EJZZZZM (@) This is

. , . i(&
because vp— 1A gyamor(e) can only be applied to terms from vp— .7, Tanspor (C), but

payload
is being applied to terms from vp_, 7. pcayl vad- We prove that this inequality holds as
follows.
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Lemma 8.7. Let X be a low-level strand space, ¢ be a high-level channel and ¢ be
an explicit layering of ¢ on transport(é) in X. Then:

transport (¢
7- D! ( )

(&
vB—)T'anload g UB—)M payload

Proof. Let X, ¢ and ¢ be as per the lemma. By Definition [8.6] (4) it follows that

BTNyt € VB M./\/’Z;?SP ori(®), Therefore, since Assumption guarantees that
(for any view), for any channel ¢, 70 .0 = {msg(n)|n € Ny}, the required
relationship immediately follows. O

We can now define two additional functions that give the application-layer mes-
sage and the high-level channel for a high-level transport-layer term, respectively.
The latter of these requires Assumption [8:4] in order to be well defined.

Definition 8.8. The following functions are defined on all terms in ¢ € ﬁayload

° amgé : ’anload — A that extracts the application-layer message, and is
defined by appmsg (t) = extract(expathc (), t).
o chan : ﬁayload —s Channels that gives the high—level channel on which the term
is sent, and is defined as ¢ such that ¢t € 78 payload:
Given the above definition of Jl.(;l, we can lift s%ré to be defined indepen-
J— ——— chan(t)

dently of the channel in the obvious way: senderg(t) = senderp (t). We lift

o —

recipient, seqno and appmsg in similar ways.

We now define a function x that abstracts high-level terms from the middle strand
space to high-level terms of the top strand space. This is defined in a similar way
to @, which abstracts terms from the low-level bottom strand space to either the
middle or the top strand space.

Definition 8.9. Let Bbea high-level bundle. The high-level term mapping function
Xz : ﬁayload — A that maps high-level transport-layer terms to the corresponding
high-level terms is defined as follows:

1. For t € ﬁayload, letting ¢ = @L(t) and ¢ be the explicit layering of ¢ on

transport(¢):

_—— ¢ —

x5(t) = (senderp(t), recipientfg(t), s/eq%%(t), aﬁm\sgé(t), c).
2. If t is a directed term then X 4(¢) has the same direction as .

For example, using our running example, X3(Ay, By, _, i"m, tr@rt(é)) =
(Ay, By, i, m, c), assuming c is the explicit layering of ¢ on tr@mﬁ(é). The
relationship between X and @ is indicated in Figure [8:2]

We now prove that the high-level term we reach by abstracting directly from
the bottom to the top strand space is equivalent to the high-level term obtained by
abstracting via the middle strand space (i.e. using & to obtain a term of the middle
strand space, and then x to obtain a term of the top strand space).
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Figure 8.2: An illustration of how the terms of the three strand spaces are related.

Lemma 8.10. Let X be a low-level strand space, Y be a middle strand space, ¢ be a
high-level channel and ¢ be a channel that is an explicit layering of ¢ on tr@rt(é)
in ¥. For all bundles B of ¥, for all middle bundles B of X that abstract B and for
all n € v 7 Ny N NB:

vp—1-6(msg(n)) = Xz(vB—m-ap(msg(n))).

Proof. Let X, Z:’, ¢ and c¢ be as per the lemma. Firstly, we prove that the

above equation is well defined. Since vp_)r.d can only be applied to terms in

tr@rt(é) . . . . c .
UB_>M'7;ayload , but is being applied to terms in UB_>T'7;)ayload we require that

transport (¢ N . .
,UB—>T‘7;7§zyload C UB%M.anlan @, Further, ¥ can only be applied to terms in
Tpayioad 0 hence we require that {vg_,y.dp(msg(n)) | n € vp—1 Nyt € Tooviond-

The former follows from Lemma whilst the latter follows immediately from Def-
inition [8.6] (5). )

Let B be an arbitrary low-level bundle of X, n € vg_,7.N7,,; NN and B be an
arbitrary bundle of X that abstracts B. Further, define i¥ = vg_,y.dp(msg(n)),
tl' = vp_,p.dp(msg(n)) and iJ = )ZB(fM). In order to prove the desired equivalence
it is sufficient to prove that each component of tAIT and ng is equal, which we do as
follows.

1. By Definition @ and the definition of ¥, it immediately follows

that sender(tf) = smrfg(fM) = sender(t]), as required.  Simi-
larly recipient(t]) = re%nt;(fM) = recipient(t]) and segno({f) =

seqno () = seqno(tl), as required.
2. Let (Payload) " es = e@c (é).

appmsg(i])
= appmsgg(msg(n))
= extract(msg(n),expath® (¢))
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= extract(msg(n), expath® (tr%sp\m*t(é)) “es) (By Definition @)

= extract(vp_ pr.appmsg(msg(n)), es)

= extract(extract(vp_u.Ap(msg(n)), (Payload)), es) (By Definition [I11)

= emt(fM, egét\hc (é)) (By Definition
and Definition B.1))

= appmsgp(id).

3. Since n € vg_7.N' irpt> 1t immediately follows by definition of vp_,7.d that

chan(t{) = c. Further, since t¥ ¢ Té by Definition , it therefore

payload
follows that chan(T;) = ¢, since chan(fM) = ¢ and ¢ is the explicit layering
of ¢ on transport(é).

Hence, tAlT = fg and therefore the desired equivalence holds. O

8.2.1 High-Level Penetrator Subpaths

In this section we consider how to model the penetrator’s interaction with transport-
layer terms in the middle strand space. As in the low-level case, this requires us to
define what each of the transport-layer penetrator strands in the top strand space
(i.e. SD, FK, etc. strands) corresponds to in the middle strand space. We follow
the technique used in the low-level model, in Definition [f.19] and define a high-
level penetrator subpath in the middle strand space that corresponds to each type
of penetrator strand in the top strand space. For example, considering the running
example of a middle transport layer that adds session numbers to each message, a
high-level penetrator subpath that represents a RN strand is given in Figure B3] In
fact, Figure gives a low-level version of the high-level penetrator HL-Renumber
subpath of Figure [8.3] Thus, when abstracting the low-level bundle according to
vp— M, Figure B3| would be obtained.

In order to define the high-level penetrator subpaths, we firstly define what it
means for a high-level penetrator path to extract or send the application-layer mes-
sage of a given node. This definition is a high-level analogue of Definition

Definition 8.11. In a high-level strand space, we say that a destructive penetrator
path pg starting at a node n extracts the high-level application message from n,
written pg app-extracts n, iff ex/pﬁ1 (pa) = e@c (¢) where ¢ = @(msg(n)). A
constructive penetrator path p. ending at a node n packages the high-level application
message of m, denoted p, appmages n, iff @N (pe) = egat\hC (¢) where ¢ =
chan(msg(n)).

For example, considering Figure (ng,ng,ng,ny, ng, ny) app—/ext\racts n; and
(n6,n7,n10,M11,N12,n13) ApP-packages n;3.

Recall that when defining low-level penetrator subpaths that correspond to nor-
mal high-level penetrator strands (e.g. HJ strands), we insisted that the penetrator
did not divide the application-layer message (cf. Definition . In order to de-
fine high-level penetrator subpaths that correspond to normal high-level penetrator
strands, we lift this definition to the high-level strand space model.
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Figure 8.3: The penetrator path (ny, ng, ng, ny, ne, n7, nig, Ni1, N1z, nzg) is a high-
level penetrator renumber subpath for the running example. In the above, ¢ is the
bottom-transport-layer and it is assumed that it permits FK and LN strands (thus,
it is not an AC channel, in particular).

Definition 8.12. A normal high-level penetrator path p transports the high-

~

level application-layer message iff msg(p(1)), msg(p(|p|)) € Tpayioad, chan(p(1)) =
chan(p(|p|)), and there exists pg and p. such that p = pg”~pe, pq is destructive, p.
is constructive and expath (pg) = expath (p.) < expath® (chan(p(]))).

We now define the high-level penetrator subpaths, which are analogous to the
low-level penetrator subpaths defined in Definition .19} except each use of sender
is replaced by sender, etc.

Definition 8.13. A penetrator path p in a high-level bundle [%, starting at n and
ending at n’ is a transport-layer high-level penetrator subpath iff it is of one of the
following forms:

HL-Receive 1. p is destructive;
2. msg(n) € ’?\;Jayload;
3. s@r(msg(n)) SALE
4. rec/ipgnt(msg(n)) € Ipen,
5

.p app—/ext\racts n.

HL-Learn 1. p is destructive;

2. msg(n) S ﬁayload;
: smr(msg(n)) SARE

o —

3
4. rec/ip;nt(msg(n)) SALE
5. p app-extracts n.
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HL-Send
2
3
4.
5

HL-Fake
2.
3.
4.
5.

HL-Hijack
2.
3.

7.

1. p is constructive;

~

. msg(n/) c 7-payload;

: s%r(msg(n’)) € Iren;

re@nt(msg(n')) €1

—

. p app-packages n.

1. p is constructive;
msg(n') € ﬁayload;
s%r(msg(n’)) AL
remnt(msg(n')) SARE
p app-packages 7.

1. p is normal,;

msg(n), msg(n’) S 7;myload;
Either p is a normal penetrator strand or p transports the high-level
application-layer message;

appmsg(n) = appmsg(n');

chan(msg(n)) = chan(msg(n));

.sﬁr(msg(n)) + smr(msg(n’)) A s@r(msg(n’)) € I or

remnt(msg(n)) # recipient(msg(n’));

seqno(msg(n)) = seqno(msg(n')).

HL-Renumber 1. p is normal;

2.
3.

I R

~

msg(n)a msg(n/) c %ayload;
Either p is a normal penetrator strand or p transports the high-level
application-layer message;

appmsg(n) = appmsg(n’);
chan(msg(n)) = chan(msg(n'));

n'));
_ # seqno(msg(n)) # seqno(msg(n')) # _;

sﬁr(msg(n)) = smr(msg(n’))
(

rechEnt(msg(n)) = Temnt(msg

HL-Hijack-Renumber 1. p is normal;

2.
3.

4.
5.
6.

~

msg(n), msg(n') € Tpayload;

Either p is a normal penetrator strand or p transports the high-level
application-layer message;

appmsg(n) = appmsg(n');

%(msg(n)) = %(msg(n’));

—

Smr(msg(n)) # smr(msg(n’)) or recipient(msg(n))  #
recipient(msg(n’));
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7. Seqno(msg(n)) # seqno(msg(n’)).

HL-Transmit 1. p is normal;

2. msg(n), mSQ(n/) € 7;)ayloaal;

3. Either p is a normal penetrator strand or p transports the high-level
application-layer message.

appmsg(n) = appmsg(n');
chan(msg(n)) = chan(msg(n'));
smr(msg(n)) = smr(msg(n’));

rec/im'\ent(msg(n)) = re%nt(msg(n’));

® N o ot

seqno(msg(n)) = seqno(msg(n')).

Using the above we can now define what it means for a high-level channel to be
abstractly correct in a high-level bundle. As in the low-level case (cf. Deﬁnition,
we need to ensure that we don’t prohibit HL-Hijack subpaths that correspond to a
HL-Receive subpath followed by a HL-Send subpath.

Definition 8.14. A HL-Hijack or HL-Hijack-Renumber subpath p is a innocuous
high-level penetrator subpath iff recipient(p(1)) € ZP™ and sender(p(|p|)) € ZP".

Definition 8.15. Let X be a high-level strand space and ¢ be a high-level channel.
¢ is abstractly correct in 3 iff every transport-layer high-level penetrator subpath
on ¢ is either a penetrator strand allowed by the definition of ¢, or is an innocuous
high-level subpath.

The remainder of this chapter essentially proves that high-level abstract correct-
ness implies low-level abstract correctness. In other words, proving the abstract
correctness of a middle-transport-layer protocol in the high-level model is sufficient.

8.3 High-Level Abstract Correctness

We now consider how to prove our first soundness result. In this section we build
on the results of Chapter [4] and prove that, subject to a semantic assumption, the
multi-layer analysis is sound. In particular, we prove that if a vg_, r-interference-free
(Definition bundle of the bottom strand space contains a prohibited penetrator
path of the combined protocol, then the middle strand space contains a corresponding
high-level penetrator path of the middle transport layer that is also prohibited. This
therefore implies that, subject to the semantic assumption that all bundles can be
made interference free, if no prohibited high-level penetrator subpaths exist in the
middle strand space, then no prohibited penetrator subpaths exist for the combined
transport-layer in the bottom strand space.

Before proving the above result, we prove a few simple lemmas that show how
low-level penetrator subpaths in the bottom strand space are related in different
views. For example, the penetrator subpath from n; to nys of Figure is both a
vg_, 7-Renumber subpath, and the concatenation of a vg_,)-Learn, an application-
layer subpath (from ns to n;;) and a vp_, p-Fake subpath.
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Firstly, we prove that a destructive vp_, p-penetrator subpath consists of a vg_, p/-
penetrator subpath, followed by some application-layer penetrator path. This can
be observed by noting that the middle-transport-layer protocol data is contained
solely in the application-layer message of the bottom transport-layer. Hence, the
penetrator can only manipulate this by first extracting it using a Receive or Learn
subpath for the bottom transport-layer.

Lemma 8.16. Let ) be a low-level strand space, ¢ be a channel and ¢ be a high-
level channel such that ¢ is an explicit layering of ¢ on tr@ﬁ(é). Further, let
B be a normal low-level bundle that contains a destructive vp_, p-transport-layer
penetrator subpath p. Then p = p’"p” where p’ is a destructive vg_, p/-transport-
layer penetrator subpath (i.e. either a vp_,j-Learn or Receive subpath).

Proof. Let X', ¢, ¢ and B be as per the lemma. Since p is a destructive transport-
layer penetrator subpath it follows that p must be either a Learn or Receive subpath.
Thus, by Definition [£.19

1. p(1) is a positive regular node and p(|p|) is a negative penetrator node;

2. p(]) S UB—>T-N§rpt§

w

. P vp— 7. app-extracts p(1);
4. vp_yr.senderg(p(1)) € I9.
Consider p in vp_p. By Definition [8.6| (), since p(1) € vp7.Ni,, p(1) €

v NP ort(é) Further, by Definition @ 1’ it follows that there exists 4 such

trpt
that p[1..i] vp_ . app-extracts p(1) and thus:

expath (p[1..7]) = expath® (tr@rt(é)) .

Therefore, define p’ = p[1...7] and p” = p[i + 1...|p|]] and note that by As-
sumption v m.senderg(msg(p’(1)) € ™. Hence, by Definition p’is a
vp—m-Learn or Receive subpath (depending on whether vg_, pr.recipientg(p(1)) is in
Z79 or IP"), as required. O

Note that in the above proof, there is nothing to prevent p being a Learn subpath
whilst p’ is a Receive subpath. This could occur when the bottom transport-layer
protocol is not confidential, and therefore permits Learn subpaths, but the middle
transport layer implements its own encryption to ensure confidentiality, and thus
does not allow Learn subpaths.

We can also prove a similar result for constructive paths. By the same argument
as above, it follows that for the penetrator to send an application-layer message over
the combined transport layer, he must first construct the necessary values for the
middle transport layer and then enclose these within the application-layer message
of a middle transport-layer message using a Fake or Send subpath.

Lemma 8.17. Let ) be a low-level strand space, ¢ be a channel and ¢ be a high-
level channel such that ¢ is an explicit layering of ¢ on trﬂsp?ort(é). Further, let
B be a normal low-level bundle that contains a constructive vg_, p-transport-layer
penetrator subpath p. Then p = p”"p’ where p’ is a constructive vg_, /-transport-
layer penetrator subpath (i.e. either a vp_,j/-Fake or Send subpath).
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Figure 8.4: The penetrator path (n;, ng, ny, ng, nig) is a vp_,p-Hijack subpath for
the running example layered on a bottom transport-layer protocol that encodes
(A7, By, _, am, c¢) as A"B"am (in the above am = 1"m). Note that the subpath
is also a wp_,)r-Hijack subpath and hence will be abstracted to a HJ strand in the
middle strand space.

Proof. This can be proven in a similar fashion to Lemma [8.16 O

We now consider how normal subpaths of vp_, 7 are related to subpaths in vg_, ;.
As an example, suppose p is a vp_, p-Hijack subpath in which sender has been altered
and recipient has remained unchanged. There are, realistically, two different ways in
which sender could have been defined: either it merely promotes the values received
from the underlying transport-layer, or, similarly to the running example, defines
it as some function over the application-layer message extracted from the bottom
transport layer. It therefore follows that there are two different ways for p to be
viewed in vg_/:

1. p is also a normal vg_,/-transport-layer penetrator subpath of some type;

2. p is not a normal wvp_,j/-transport-layer penetrator subpath, but can be
decomposed into the concatenation of a destructive wp_,j/-penetrator sub-
path, a vp_, pr-application-layer penetrator subpath, and a constructive vg_ pr-
penetrator subpath.

The first case corresponds to sender simply promoting the value contained in the
lower layer, and thus the penetrator can hijack a message simply by using a penetra-
tor subpath for the bottom transport layer, as illustrated in Figure The second
case corresponds to sender being defined as some function over the application-layer
message of the bottom transport layer. In this case it is clear the penetrator cannot
alter the sender without first extracting the bottom-transport-layer application-layer
message. A similar case for a Renumber subpath is illustrated in Figure [8.1

Note that in the first case, the vgp_, yr-penetrator subpath does not have to be of
the same type. For example, suppose sender was defined as some function over the
sequence number field of the bottom transport-layer. In this case it follows that a
vg_, p-Hijack subpath could actually arise from a vg_, y;-Renumber subpath. Whilst
such transport-layer protocols are unlikely to be practical, we do not prohibit them
since it does not simplify the proofs.

We now prove that the above options are the only types of vp_, p-penetrator
subpaths.
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Lemma 8.18. Let X be a low-level strand space, ¢ be a channel and ¢ be a high-
level channel such that c¢ is an explicit layering of ¢ on tm/nert(é). Further, let B
be a normal low-level vg_, yr-interference-free bundle that contains a normal vg_, -
transport-layer penetrator subpath p for ¢. Then either:

1. pis a normal vg_,)/-transport-layer penetrator subpath; or

2. p=p; pqg pc pe where p; is a vg_, pr-Learn or Receive penetrator subpath, py
is a destructive penetrator subpath, p. is a constructive penetrator subpath,
P2 is a vp_, )r-Fake or Send penetrator subpath and expath (p;) = expath™ (p.).

Proof. Let X, ¢, ¢ and B be as per the lemma. Since p is a normal vg_, p-
transport-layer penetrator subpath it follows that p must be either a Hijack,
Renumber, Hijack-Renumber or Transmit subpath. By Definition , since
p(1),p(Ipl) € vp—1 Ny (according to the deﬁnition of a vp_,p-transport-layer

penetrator subpath), p(1),p(|p|) € vBoum M:Z?SP °ri(®) " Therefore, by definition of

Nipt, vB=mr-chan(p(1)) = v u.chan(p(|p|)) = transport(é).
By Definition it follows that p transports the (top-level) application-layer

message and thus, by Definition .18, p = ps p. where pg is destructive, p. is
constructive and expath (pg) = expath™ (p.) < expath®(c). Hence, it follows, by

Definition , that either, Case (1), expath (pg) < expath€© (tr@ﬁ(é)), or,
Case (2), expath(pg) = expath® (trﬁsp\ort(é))ks where es # (). In Case (1),
expath (pg) = expath™ (p.) < expath® (tr@rt(é)). Therefore, let es be such that

expath (pg) "~ es = expath® <tr@rt(é)> and observe that:

v p-appmsg(p(1)) = extract(expath® (tr@rt(é)) ,msg(p(1)))
= extract(expath (pg)”es, msg(p(1)))

(

(
= extract(es, msg(pc(1))))
= extract(expath™ (p.) " es, msg(p(|p])))
(

= extract(expath® (tr@rt(é)) ,msg(p(|pl)))
= vp—um-appmsg(p(|pl))-
Thus, by Definition p must be a normal vp_, y7-transport-layer penetrator sub-
path and thus satisfies (1).
Otherwise, in Case (2), expath (p;) = expath™ (p.) = expath® (tr@rt(é)) “es

for an es # (). Hence, there must exist p;, p), p. and pp such that
Pd pe = p = p1 Py p. p2, pr and p/, are destructive, p/, and ps are construc-

tive, expath(p;) = expath™ (p2) = expath® (trmrt(é)), and expath (p/)) =

expath™ (p.). Further, by Assumption vp_n-senderg(msg(py(1))) € ™ and
v .recipientg(msg(pz(|p2|))) € Z™9. Therefore, p; is either a vp_,-Learn or
Receive subpath, and pg is a vp_, py-Fake or Send subpath, as required by (2). O

Given low and high-level penetrator paths that are related according to the node
abstraction function Sy, it follows that the extraction paths for each should be exactly
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the same. This follows from the fact that ,é 7 maps nodes from a strand of one type
to strands of the same type.

Lemma 8.19. Let p be either a destructive or constructive high-level penetrator
path, and p be a penetrator path of the same type, such that p and p are related
according to f; (i.e. |p| = |p| and, for all 1 < i < |p|, p(s) B; p(i)). Then, if
p is destructive, ex/p-ﬁ1 (p) = expath(p), and if p is constructive, e?pﬁﬁ (p) =
expath™ (p).

Proof. This follows immediately from the observation that B maps strands to
strands of the same type. O

We now prove the main result of this section and show that, given an interference-
free bundle that contains a vp_, p-transport-layer penetrator subpath prohibited by
the definition of the combined channel, the bundle can be abstracted to a bundle of
the middle strand space that contains a high-level version of the prohibited penetrator
subpath. Thus, whilst most of the results of the previous pages have shown that a
low-level penetrator subpath can be of different types in different views, the following
proposition proves that the actual application-layer behaviour (i.e. in the top strand
space) is always the same.

Proposition 8.20. Let X be a low-level strand space, ¢ be a channel and ¢ be a
high-level channel such that ¢ is an explicit layering of é on trmrt(é). Further,
let B be a normal, vg_, js-interference-free, vg_, pr-abstractly-correct low-level bundle
such that ¢ is not vp_, p-abstractly correct. Then, there exists a high-level bundle B
in the middle strand space such that B abstracts B and in which ¢ is not abstractly
correct.

Proof. Let X, ¢, ¢ and B be as per the lemma. Since c is not vp_, p-abstractly correct
in B it follows that there must exist a transport-layer penetrator subpath p that is
prohibited by the definition of ¢. We define a high-level bundle B that contains a
transport-layer penetrator subpath p that is prohibited by the definition of é. Note
that in the following, we partially define a high-level bundle B of the middle strand
space that vg_,s-abstracts B, but defer to Proposition to construct the rest of
the bundle. This is justified by observing that B is normal, vp_, ps-interference-free
and vp_, y-abstractly-correct and hence B can be vp_,s-abstracted to a high-level
bundle B.

We perform a case analysis on the penetrator p, as follows.

p is destructive Therefore, p must either be a vg_,p-Learn or Receiveﬂ subpath
for ¢. Suppose p is a Learn subpath; the proof when p is a Receive is almost
identical and is therefore elided. Consider p in vg_, ;. We aim to construct
a penetrator path p in a bundle of the middle strand space such that p is a
high-level transport-layer penetrator subpath of the same type.

By Lemma p = p'"p” where p’ is a vg_,p-Learn or Receive subpath, as
illustrated in Figure[8.5] Hence, by Definition p’ can be vp_, r-abstracted
to a LN or RV strand. Therefore, we define two high-level nodes in B, 7; and

3Whilst no practical transport-layer protocol will prohibit RV strands, there is no reason math-
ematically why they cannot.
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Figure 8.5: An illustration of the case of Proposition where p is destructive.
In the above, dotted lines indicate the relation that relates the nodes of the two
bundles.

fig, such that p/(2) ¥ ﬁz P (Ip') = 1) ¥ 7is (cf. Definition [4.21) and (7i;, ris)
is a LN or RV strand, as appropriate.

We now construct a high-level subpath p that abstracts p. Note that since
p’ is a Learn or Receive subpath, p’(1) is a positive regular node and p’(|p|)
is a negative penetrator node. Further, as p is a Learn subpath, p”(|p"|) is a
negative penetrator node. Thus, p is as follows:

1) = p'(2) =T p'(3) = ... (IP']) =T (1) = ... = p"(Ip"]).

We therefore define p by: p(1) = 1z, p(2) = 7ig and, for 1 < i <|[p"|, p(1 +1i)
is defined according to the definition of 8; (cf. Definition . The remainder
of B is constructed according to Proposition

We now prove that p is a HL-Learn subpath, by proving that (1)—(5) of the
definition of a HL-Learn subpath hold, according to Definition [8.13

1. p is destructive by definition of p.

2. By Definition msg(p(1)) = vp—m-dp(msg(p(1))) and therefore, by
Definition |D msg(p(1)) € Tpayioad, as required.

3. Note that by Lemma [8.10}

vB—T-&(msg(n1)) = X(vB—n-a(msg(n1))) = X(msg(p(1)))-

Therefore, by definition of x and wvp_ 7.4, smr(msg(;ﬁ(l)) =
v r.sender(msg(ny)). Hence, since vp_,r.sender(msg(n;)) € ™ (as
p is Learn subpath), sender(msg(p(1))) € I, as required.

4. As above, it follows that remnt(msg(ﬁj)) = vp_,p.recipient(msg(ny)).

Thus, since vp_,7.recipient(msg(ny)) € Z™9 (as p is Learn subpath),
recipient(msg(p(1))) € I.

4This is not p’(1) since, by definition of a Learn subpath, p’(1) is a regular node.
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5. Hence, we need to prove that p app-extracts p(1), ie. ex/pﬁﬂﬁ) =
expathe (). By definition of p: expath (§) = (Payload) expath (5[3 .. .]).
Further, since p[3...] is related to p” by (;, it follows by
Lemma that ex/pﬁ1 (p[3...]) = expath(p”). Hence, m (p) =
(Payload) “expath (p”) and therefore, letting (Payload)”es = expathe (é):

expath® (tr@rt(é)) “es

= expath® (¢) (By Definition [8.6] (2)))
= expath (p) (As p is a vp_yp-Learn subpath)
= expath (p’) “expath (p") (By definition of p’ and p”)

= expath® (tr@rt(é)) “expath (p”)

(p' is a vp_,pr-Learn or Receive subpath)

—

Thus it follows that es = expath (p”), hence expath (p) = egat\hc (é) and
thus p app-extracts p(1).

Therefore, p is a high-level transport-layer penetrator subpath of the same
type as p. Thus, by Definition it follows that p is also disallowed by
the definition of ¢ and hence B is not abstractly correct, as required.

p is constructive Therefore p is a Fake or Send subpath. The proof of this case is
similar to the above case and is therefore elided.

p is normal Therefore p is a vg_, p-Hijack, Hijack-Renumber, Renumber or Transmit
subpath. As above, consider p in vp_ ). We aim to construct a high-level
penetrator path p in a bundle of the middle strand space such that p is a high-
level transport-layer penetrator subpath of the same type. Firstly, we prove
by case analysis, using Lemma that p can be abstracted to a normal
penetrator subpath p such that p is either, Case (1), a normal penetrator
strand, or, Case (2), transports the high-level application-layer message.

For Case (1), suppose p is also a normal vg_, y/-transport-layer penetrator sub-
path of some type. By Definition [£.2T] p can be vp_,j-abstracted to a normal
penetrator strand of the same type as the vp_,p-transport-layer penetrator
subpath (which may not be the same type as p in vp_, 7). Thus, we define two
high-level nodes in B, fi; and 7y, such that p(2) U Ay, p(lp| — 1) ¥ Ay and
(fig,Mg) is a normal high-level strand of the type as p in vp_, ). In this case,
P is defined as (nis, nig) and thus, p is a normal penetrator strand, as required.

For Case (2), as illustrated in Figure p=p; pqg pe pe where p; isa vg_ -
Learn or Receive penetrator subpath, pg is a destructive penetrator path, p,. is
a constructive penetrator path, ps is a vp_, yr-Fake or Send penetrator subpath,
and expath (pg) = expath™ (p.). Therefore, we abstract p; to a high-level LN
or RV strand in an identical fashion to the abstraction performed in the case
when p is destructive. ps is abstracted to a high-level SD or FK strand, as
per the the case for p being constructive. Lastly, pq and p. are abstracted
according to Definition @ (i.e. under B 1) to high-level penetrator paths pgy
and p.. p can then be defined as the concatenation of the destructive high-level
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Figure 8.6: An illustration of the case of Proposition where p is normal, and is
not a normal vp_,js-transport-layer penetrator subpath.

strand, the normal penetrator paths pg and p., and the constructive high-level
strand.

We now prove that p transports the application-layer message. Firstly,

note that since expath (pg) = expath™ (p.), by Lemma ex/pﬁﬂﬁd) =
e></pE1N (Pe). Further, by construction there exists p/, and p} such that
p = P p,, where p); is destructive, p, is constructive (i.e. p/; is a LN or RV
strand followed by pg4, and similarly for p) and such that:

—_—~

expath (py) = (Payload) “expath (pg) = (Payload) “expath™ (p.) = expath (pl.) .

Thus, all that remains to prove is that ex/pﬁ1 (p)) < e@c (é). By Defini-
tion , there exists es such that expath® (¢) = expath® (tr@rt(é)) “es

where (Payload)”es = e@c (é). Since p transports the application-
layer message, expath (p; pg) < expath®(c¢) and thus, as expath (p;)
expath® (trmrt(é)), pa < es. However, by construction, expath (pg) =

o —

expath (pg), and thus it follows that ex/pﬁ1 (pa) < es. Therefore:

expath (p})
= (Payload)Aex/pﬁl (Pa)
< (Payload) " es
= expath® (mﬁs?ort(é)) )
Hence, p transports the high-level application-layer message.

In both cases the rest of the high-level bundle is constructed according to
Proposition We now prove that p is a prohibited high-level transport-
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layer penetrator subpath of the same type as p. Firstly, note that p is nor-
mal by construction and that, by Definition B, msg(p(1)), msg(p(|p])) €

Tpayioad- Further, by construction, either, Case (1), p is a normal penetra-
tor strand or, Case (2) p = p/,"p, where p); is destructive, p, is constructive
and expath (p) = expath (L) < expathe (¢) so p transports the high-level
application-layer message. Lastly, since msg(p(1)) = vp—p.a(msg(p(1))), it
follows by Lemma [8.10] that vp_, 7.dn(msg(p(1))) = X(msg(p(1))). Hence:

sender(msg(p(1))) = vp7-sender(msg(p(1)));
° reWnt(msg( (1))) = vg_s.recipient(msg(p(1)));

1 (
e seqno(msg(p(1))) = vp_r.seqno(msg(p(1)));
o appmsg(msg(p(1))) = vp_r.appmsg(msg(p(1

));
. chan(msg( (1))) = ¢ and ¢ = v, 7.chan(msg(p(1))).

Further, since similar results hold for p(|p|) and p(|p]), it follows, by Defini-
tion [813] that p is a normal high-level transport-layer penetrator subpath of
the same type as p. ]

Note that in order to apply the above proposition, both views (i.e. vp_ s and
vp—y7) of the low-level strand space must be well-defined low-level strand spaces.
Whilst it is reasonable to assume that vp_, s satisfies the assumptions (since we
are abstracting away from bottom transport-layer), it is not reasonable to assume
that vp_, 1 does since this is defined partially in terms of the middle transport-layer.
Therefore, we now consider how to easily prove that vg_,p satisfies the necessary
assumptions, assuming vg_, s does.

Firstly, observe Assumptions [£.4] and are essentially defining the low-
level strand space, and thus impose no real proof obligations. Assumption [1.§ is
a simple disjointness condition, and is a proof obligation on the user of the results
to ensure that they only use the protocol in situations where it holds. Lastly, As-
sumption specifies various conditions on the transport-layer terms, including
that regular strands use distinct channel ends etc. Clearly, such conditions do im-
pose proof obligations, and further, they would be more easily proven in the middle
strand space than in the bottom strand space. Hence, we formalise this assump-
tion as an assumption on the middle strand space and then prove that this implies
Assumption holds in vg_, 7.

Definition 8.21. A high-level channel ¢é in a middle strand space Y s defined
correctly iff:

1. For all bundles B of %, and terms t;, ts € T

payload sent on ¢:

(a) name(smré(tl)) =7iff name(s%rlg(tg)) =7
(b) end(senderz(t;)) =7 iff end(senderB(tg)) 7

(c) name(recipient(t;)) =7 iff name(reczpzentg( ))
(d) end(re@nté(tl)) 7 iff end(rec/zp;nt 2(t2)) =

(e) Seqnog(ts) = _iff seqnog(tz) = _;
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(f) If Seqnoy(t;) # _ then end(smrlg(tj)) # 7 and end(rec/im\enté(h)) #
? (and similarly for ¢2).

2. For all bundles B and strands st and st’ in B, if st # st' then @/B(st) N
—/ —
endspg(st’) = 0 (cf. Equation , where endsg is formally defined a
— —_— A~ A
endsg(st) = {end(senderg(n)) | n € NgAmsg(n) € Toiond
A sign(n) = + An is on st}

U {end(regpi\entg(n)) | n € NgAmsg(n) € ?\;?zyload

A sign(n) = — A n is on st}.

3. For all bundles B and for all regular strands st in by , the function th¥ : CxC —
S*, which returns the list of sequence numbers sent between two channel ends
on a strand, is defined by:

thi(é,4,¢) = (seqnog(msg(st, i) | i € (1..),i < |st|,n € N,
msg(n) € ﬁiylmd, end(smrlg(msg(st, i))) = 1,
end(rec/im'\entlg(msg(st, i) = ¢).

For all regular strands st, and all ¥,¢ € C, either th*®(¢é,4,¢) < (1..), or
thst(é,4, ¢) € {__}*.

Using the above we now prove that this implies Assumption holds in any
corresponding bottom strand space.

Lemma 8.22. Let ) be a low-level strand space, ¢ be a channel and ¢ be a high-
level channel such that ¢ is an explicit layering of ¢ on transport(é). If é is defined
correctly, then Y satisfies Assumption [4.10]in vp_, 7 with respect to c.

Proof. This follows immediately from Definition [8.21] Assumption and the def-
inition of a. O

8.4 Disjoint Encryption

In the previous section we proved that, subject to vp_,p-interference-freedom, if
the middle transport-layer protocol is correct in the middle strand space, then it is
correct in the bottom strand space. In this section we use the results of Chapter [5| to
replace the semantic condition with a statically-checkable condition. In particular,
we replace the requirement that each bundle is interference-free with a requirement
that the strand space satisfies layer-disjoint encryption, as per Definition [5.8]

Firstly, we prove that if a low-level bundle of the bottom strand space contains
a prohibited transport-layer penetrator subpath for the combined transport-layer
protocol, then providing the strand space satisfies layer-disjoint encryption (with
respect to vp_ ) then there exists a bundle of the middle strand space that also
contains a prohibited transport-layer penetrator subpath.

®Note this definition differs from that given in Definition since the latter does not consider
which bundle the strand is in.
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Lemma 8.23. Let X' be a low-level strand space that satisfies vp_, ps-layer-disjoint
encryption, ¢ be a channel and ¢ be a high-level channel such that ¢ is an explicit
layering of ¢ on tr@rt(é). Further, let B be a low-level bundle such that ¢ is
not vp_, p-abstractly correct and Y5 be a high-level strand space that contains ¢
and that abstracts the low-level strand space X'z according to Definition [5.15] Then,
there exists a high-level bundle B of X such that B abstracts B and in which ¢ is
not abstractly correct.

Proof. Let X, ¢, é, B and Y5 be as per the lemma. Since ¢ is not vg_, p-abstractly
correct in X' there must exist a transport-layer penetrator subpath p that is pro-
hibited by the definition of ¢. By Proposition there exists a normal, vp_, -
interference-free bundle B’ of the enlarged strand space Yg such that B > B'. In
order to apply Proposition [8.20] it is necessary to show that Xg is not abstractly
correct, i.e. the transformations performed by Proposition [5.34] should not remove
the prohibited penetrator subpath. Thus, we consider the penetrator subpaths that
are removed by each of the transformations performed, as follows.

Lemma [5.20F In this lemma a new M strand is connected to a pre-existing message-
construction path (Definition , replacing an existing crossing path (Defini-
tion . The only way this could have an effect is if p traversed a crossing
path in a way that meant it was removed by the transformation. If p is a
constructive transport-layer penetrator subpath, then it must be a suffix of
the message-construction path and is hence unaffected. If p is a destructive
transport-layer penetrator subpath then it is unaffected since the join happens
in the constructive section. Otherwise, p must be a normal transport-layer
penetrator subpath and therefore must be the crossing path. However, this
contradicts the definition of a crossing path: all normal transport-layer pene-
trator subpaths require that the extraction path for the destructive portion is
a prefix of the channel extraction path, which is explicitly not the case for a
crossing path.

Lemma [5.23t This lemma only removes crossing paths, as above.

Lemma [5.24% This lemma does not remove any penetrator paths, but does alter
them by adding redundant S and C strand pairs. If p is a destructive or
constructive transport-layer penetrator subpath, then this transformation has
no effect. If p is a normal penetrator subpath, then the transformation again
has no effect since the values of sender etc are left unchanged and, further,
since the S and C strands are introduced in pairs, any extraction paths that
are required to be equivalent will remain equivalent. Clearly, if too many extra
S and C strand pairs were added this could cause the penetrator path to not
transport the application-layer message. However, since the extra S and C
strands are added only to reveal Send and Receive subpaths, it immediately
follows that the path still transports the application-layer message.

Lemma [5.30F This lemma only adds extra S and C strand pairs, as above.

Proposition This proposition applies the above lemmas, but also applies
Lemma to obtain a normal bundle. Note that normalising a bundle will
not remove p. Clearly, if p is already a normal penetrator path, then since
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it is between two regular nodes it will not be removed. If p is a destructive
transport-layer penetrator subpath, starting at a regular node, then again, the
transformation can leave the path unaltered. Lastly, if p is a constructive path,
it will end at a regular node and can again be preserved by the transformation.

Hence, Yy is not vp_, p-abstractly correct and thus Proposition can be applied

to deduce that there exists a high-level bundle of Y such that B abstracts B and in
which ¢ is not abstractly correct, as required. ]

Using the above we can now prove our main result. In particular, we prove that if
the middle strand space contains no prohibited high-level penetrator subpaths, then
the bottom strand space contains no prohibited penetrator subpaths. In particular,
this means that we can now analyse protocols in the middle strand space and be
confident that this is sound.

Proposition 8.24. Let Y be a low-level strand space that satisfies vg_, pr-layer-
disjoint encryption, ¢ be a channel and ¢ be a high-level channel such that c¢ is
an explicit layering of ¢ on trmrt(é). Further, let X5 be a high-level strand
space that contains ¢ and that abstracts the low-level strand space X' according to
Definition . Then, if ¢ is abstractly correct in Yg then ¢ is abstractly correct in
Y.

Proof. Let X, ¢, ¢, B and Y be as per the lemma. Suppose, for a contradiction that
¢ is not abstractly correct in Y. Then it follows that there exists a bundle B that is
not vp_, p-abstractly correct with respect to ¢. Thus, Lemma [8.23] can be applied to
deduce that there exists a high-level bundle B of X5 such that B abstracts B and in
which ¢ is not abstractly correct, contradicting the abstract correctness of Yp. O

8.5 Examples

In this section we present two simple examples of multi-layer protocols and prove
them correct. In Section[8.5.1]we consider the running example of a middle transport-
layer that ensures messages cannot be reordered. Secondly, in Section [8.5.2| we prove
the correctness of the middle transport-layer that converts a unilateral channel into
a bilateral channel by use of a username/password exchange, as described in the
introduction to this chapter.

8.5.1 Sequence Numbers

In this section we prove the correctness of the running example throughout this
chapter. Firstly, we formally define the transport-layer protocol that we are going
to verify.

Definition 8.25. The anti-renumbering high-level channel, denoted, S, is defined
by:

° trc%s;?ort(S) is defined as an arbitrary channel that satisfies AC and that au-
thenticates the sender and recipient (i.e. if ¢t € A and chan(t) = transport(S),
then end(sender(t)) # 77 and end(recipient(t)) # 77);
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e S satisfies AC;
° ﬁigload is defined as the set of all high-level terms of the form

(Ay, By, _, i"m, transport(é));

o expath® (¢) = (Payload, 2);

e For each high-level bundle B, ﬁqn\og(/w, By, _, i"m, tr@rt(é)) = 4

~ A —S
e For cach high-level bundle B, and for all ¢t € A, senderg(t) = sender(t) and
— S
recipient z(t) = recipient(t).

e S satisfies AC.

We now make an assumption that ensures regular strands are correctly checking
sequence numbers, as required by any implementation involving sequence numbers.

Assumption 8.26. Let Y bea high-level strand space containing S. Then, for all
regular strands st and all channel ends ¢ and ¢, thgt(S,w,gzﬁ) = (1..) (cf. Defini-

tion [8.21]).

Using this we can now prove that S is defined correctly in any middle strand
space. In light of Lemma [8:22] this means that if a particular user wishes to use S
as a middle transport-layer, this reduces the proof obligations required to show that
vp_, 7 satisfies the necessary assumptions.

Lemma 8.27. § is defined correctly in any middle strand space 3.

Proof. This follows from the fact that apart from seqno, all other values, such as
sender and recT'pEnt, are lifted directly from the underlying transport-layer and
thus Definition (1) and (2) hold. Further, by Assumption it follows that
sequence numbers are also correctly defined and thus Definition (3) holds, as

required. O

We now prove that any high-level bundle of the middle strand space does not
contain any prohibited high-level transport-layer penetrator subpaths on ¢, i.e. the
only high-level penetrator subpaths that a high-level bundle contains must be HL-
Send, HL-Receive and HL-Transmit subpaths. We prove this via a series of lemmas,
several of which are applicable to other middle-transport-layer protocols.

Firstly, we prove if a high-level channel obtains its recipient directly from the
underlying transport layer (i.e. Tec/z’p;nt = recipient), and the underlying channel
satisfies C, then any high-level bundle cannot contain any HL-Learn subpaths. This
follows from the fact that a HL-Learn subpath for such a channel must be built using a
LN strand for the bottom transport-layer, since T@Wnt = recipient. However, such
strands are prohibited by the definition of C. Note that this lemma is not specific
to S.

Lemma 8.28. Let B be a normal high-level bundle and ¢ be a high-level channel
such that rechEntfg(t) = recipient(t). If trmrt(é) satisfies C and, for all ¢ €

A

tn%s;?ort(c"), recipient(t) # 7, then B contains no HL-Learn subpaths.
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Proof. Let B, ¢ be as per the lemma. Suppose, for a contradiction, that B con-
tains a HL-Learn subpath p. Thus, p app-extracts p(1) and, since tr@rt(é) #+ 1
(by definition of a high-level channel), it follows that p must start with a RV or
LN strand. Since transport(é) satisfies C it follows that only a RV strand is per-
mitted and therefore, recipient(p(1)) € ZP°". Since p is a HL-Learn subpath it fol-
lows that remnt(p(l )) € I"9. Further, since, by assumption, recfp%nt(p(])) =
recipient(p(1)), it follows that recipient(p(1)) € Z™9. However, this is a contradic-
tion since Z™ N ZP™ = 7, but, by assumption, recipient(p(1)) # ?7. Therefore, B
contains no HL-Learn subpaths, as required. O

We now prove another lemma that is independent of S and show that, if a
high-level channel obtains its sender directly from the underlying transport-layer
(i.e. sender = sender), and the underlying channel satisfies A, then no high-level
bundle contains any HL-Fake subpaths. As above, this follows from the fact that any
such HL-Fake subpath must start with a FK for the underlying channel, which are
prohibited by the definition of A.

Lemma 8.29. Let B be a normal high-level bundle and ¢ be a high-level channel such

that smrfg(t) = sender(t). If transport(¢) satisfies A and, for all t € transport(é),
sender(t) # 77, then B contains no HL-Fake subpaths.

Proof. Let B, ¢ be as per the lemma. Suppose, for a contradiction, that B contains
a HL-Fake subpath p. Thus, p app—pa/c\kages p(|p]), and since tr@rt(é) # 1L
(by definition of a high-level channel), it follows that p must start with a SD or
FK strand. Since tr@rt(é) satisfies C, it follows that only a SD strand is per-
mitted and therefore, sender(p(|p|)) € ZP". Since p is a HL-Fake subpath it fol-
lows that smr(p(]p\)) € 7"™9. Further, since, by assumption, s%r(pﬂp])) =
sender(p(|p|)), it follows that sender(p(|p|)) € Z™9. However, this is a contradiction
since Z™NZP" = 7, but, by assumption, sender(p(|p|)) # 72. Therefore, B contains
no HL-Fake subpaths, as required. O

We now prove that no high-level bundle contains any prohibited high-level
transport-layer penetrator subpaths for §. This can be proven relatively simply,
given the above definitions. In particular, the only type of high-level penetrator
subpath that does not consist almost entirely of a high-level strand from the bottom
transport-layer is a HL-Renumber subpath.

Lemma 8.30. Let B be a normal high-level bundle. Then, § is abstractly correct
in B.

Proof. Let B and trmrt(S) be as per the lemma. Suppose, for a contradic-
tion, that B is not abstractly correct and therefore contains a prohibited high-level
transport-layer penetrator subpath p. Clearly p cannot be a HL-Receive, HL-Send
or HL-Transmit subpath, since these are not prohibited. Further, by Lemma [8.28
and Lemma p also cannot be a HL-Learn or HL-Fake subpath. Hence, p must
not be an innocuous high-level subpath and be either a HL-Hijack, HL-Renumber or
HL-Hijack-Renumber penetrator subpath.

Therefore, either p is a normal penetrator strand, or p transports the high-level
application-layer message. Suppose the former holds. However, since tr@rt(S)
satisfies AC no normal penetrator strands are permitted.

152



Hence, p must transport the high-level application-layer message.  Since
chan(p(1)) = transport(S) satisfies AC, it follows that chan(p(1)) # L and
hence the only penetrator strand that p can possibly start with is a RV strand.
Hence, since tr@rt(&') satisfies C, recipient(p(1)) € ZP*". Further, since
chan(p(|p|)) = chan(p(1)) it follows that somewhere along p the penetrator must
resend the application-layer message using a SD or FK strand. As chan(p(1))
satisfies AC, this has to be using a SD strand which, since p is normal, must
come at the end of p. Therefore, sender(p(|p|)) € ZP*" and hence, since
smr(p(\pm = sender(p(|p|)) and remnt(p(l)) = recipient(p(1)), it follows
that s%r(p(\p])), remnt(p(l)) € ZP¢". Hence, p is a innocuous high-level sub-
path, contradicting the fact that p was a prohibited transport-layer penetrator sub-
path. Hence, B contains no high-level penetrator subpaths on ¢é. ]

Whilst the above lemma proves that no normal bundles contain any HL-Renumber
subpaths, it does not show that an arbitrary high-level bundle does not contain any
HL-Renumber subpaths. In the following lemma we prove that this is indeed the
case. Note that the following lemma is not specific to S and can therefore be used
for other high-level channels too.

Lemma 8.31. Let Y be a high-level strand space and ¢ be a high-level channel. If
every normal bundle of X that does not contain TX or HJRN strands contains no
prohibited high-level transport-layer penetrator subpath on ¢, then no bundle of by
contains a prohibited high-level transport-layer penetrator subpath on ¢.

Proof. Let Y and ¢ be as per the lemma. Suppose, for a contradiction, that every
normal bundle of X that does not contain TX or HIJRN strands contains no prohibited
high-level penetrator subpath on ¢, but that some bundle B of ¥ does. Firstly, we
normalise B. Note that all normal high-level transport-layer penetrator subpaths are
normal paths between regular nodes, by definition, and hence will be present in any
normalised bundle. If p is a destructive penetrator path then it immediately follows
that, since p starts at a regular node, p can remain in any normal form of B. Thus,
p must be a constructive penetrator path. However, in this case it follows p ends at
a regular node and, therefore, p will be present in any normal form. Thus, it follows
that any normalised version of B must contain the prohibited penetrator path p.
Hence, Lemma can be applied to deduce the existence of a normal bundle B
that contains p. Further, note that the transformation specified in Lemma
will not remove p: they may alter p by removing TX strands, for example, but the
overall effect of p will remain the same. Thus, it follows that there exists a high-
level bundle B” that is normal, contains no TX or HJRN strands, but contains a
prohibited transport-layer penetrator subpath p, contradicting the assumption that
no such bundles exist. Hence, all bundles of Y contain no prohibited penetrator
subpaths on ¢é. ]

Lastly, we combine the results of the above lemma and prove that if ¢ is a
combined protocol with S as the middle-layer-transport protocol then it is abstractly
correct in every low-level strand space.

Proposition 8.32. Let X be a low-level strand space such that vg_ s and vg_ 7
are valid views, and such that X' satisfies vp_,js-layer-disjoint encryption. Further,
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let ¢ be a channel that is an explicit layering of S on an abstractly-correct channel
¢’ that satisfies AC and authenticates the sender. Then, c is abstractly correct in X.

Proof. Let X, ¢, and ¢’ be as per the lemma. Let Y5 be an arbitrary high-level
strand space that abstracts the low-level strand space Y, which is defined according
to Definition By Lemma it follows that all normal bundles of X5 contain
no prohibited transport-layer penetrator subpaths for S. Further, by Lemma [8.31
it follows that all bundles of X contain no prohibited transport-layer penetrator
subpaths for S and, hence, § is abstractly correct in Y. Thus, by Proposition
¢ is abstractly correct in Xg. Further, since the bundles of X are a subset of those
of X, it immediately follows that ¢ is abstractly correct in Y. O

8.5.2 Username and Password Protocol

In this section we prove the correctness of a middle transport-layer protocol that
authenticates the user using a username and password combination. In particular,
this protocol can be used in conjunction with unilateral TLS to authenticate the
client to the server and thus create a bilateral TLS-like connection. For example, a
client C can login to a server S and send an application-layer message m by sending
the following messages:

1. 7y =8y :C passwds(C)
2. 75— 84 :m

The primary complication when defining the username and password channel is
how to extract the username that is being used by the client. For example, the
second message of the above example needs to be abstracted to the high-level term
(Cy, Sg, m, UP), but note that C is not contained anywhere within the second
message. We solve this in the following definition by defining a function over channel
ends that gives the username that was used to login to the server. Thus, in the above
example, the function would associate ¢ with C'. We formalise this function, and its
domain, as follows.

Definition 8.33. CY? C C is defined as the set of all channel ends that are used by
clients running the username and password protocol (e.g. given the example in the
introduction, ¢ € CY%).

For each high-level bundle B, the function userna me_ for s : (CYP CUPY — Trhames
gives the username sent as the first message from the first to the second channel end.
Formally, username_ fors(1, ¢) is defined as C' if there exists n, S such that:

n € Ng A (nis regular vV 3n' € Nig-n —p5 n') (8.1)
Amsg(n) = +(Py, Sp, 1, C"passwds(C), transportrc=*)) |

or is defined as an arbitrary member of T, f;mes, denoted by N .

In Assumption [8.36] we make assumptions that ensure username_ for is well de-
fined, before proving that it is indeed well defined in Lemma [8.38, The definition
of username__for can be explained as follows. Suppose 1 is a channel end in cUP.
Then, assuming that the agent is correctly implementing the username and password
protocol (we formalise this assumption in Assumption , it follows that the first
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message sent from 1 (formalised by the last clause) must be the message to login to
the server, i.e. C'"passwdg(C). Thus, the above function correctly associates 1) with
C. In order to ensure that username_ for is well defined, we also require the login
message to actually be received by another agent (i.e. the n — n’ clause). If we did
not have this clause then it follows that username_for in a bundle that contained
lots of SD strands that are not connected to anything, each sending a login message,
could have many different usernames.

We now formalise the username and password protocol as a high-level chan-
nel UP. As with TLS, we actually define two channels: one from the client to
the server, denoted uP¢~%, and one from the server to the client, uP5>¢. This is
necessary because, in particular, the definition of sender and rec/z'pﬁnt are direction
dependant. For example, from the client to the server, sender needs to extract the
username for the channel end, whilst from the server to the client sender promotes
the value from the layer below. We start by defining the channel from the client to
server, leaving the definition of z75—~¢ until Definition [8.43

Definition 8.34. The client to server username and password high-level channel
uP©—5 is defined by:

1. trc%sp?ort(uPC”S ) is defined as an arbitrary channel that satisfies AC and such
e C—S
that for all t € T/ rensportP ), end(sender(t)) # 7, name(recipient(t)) # 7

payload
and end(recipient(t)) # 7.
2. AP%Z;;S is defined as the set of all high-level terms of the form

(Ay, Sg, i, m, tr@rt(wﬁ”s)) where 1) € CYP and i # 1.

—

3. expath® (up¢—*) = (Payload).

4. For each high-level bundle B, ﬁqn\ogpc_}s(t) = seqno(t) — 1.

R — u/PC%S
5. For each high-level bundle B, recipient (t) = recipient(t).

o u'PC—>S

6. sendergp (t) = (username_ fory (v, end(recipient(t))),)) where 1) =
end(sender(t))).

7. upC—s satisfies AC.

We now prove that «p©—5 is defined correctly in any middle strand space. Again,
in light of Lemma this reduces the proof obligations required to show that vg_,
satisfies the necessary assumptions if #P¢—5 is used.

Lemma 8.35. uP¢—% is defined correctly in any middle strand space x.

Proof. This follows immediately from the definition of uP¢—5, Assumptions and

B:3] and Equation [3:1] O

In order to prove that the username and password channel is correct we require
several assumptions on the strand space. In particular, we require:
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1. The penetrator does not initially posses any passwords for regular agents.
Clearly if this is not the case the penetrator can trivially impersonate regular
agents.

2. If ¢ € CYP is used to send a message from a regular node n, then there must be
a node that precedes n in which the username and password are sent. Further,
such a node must be unique. This is required to make sure that regular clients
are correctly implementing the protocol by logging on exactly once, as the first
message.

3. If ¢ € CU% is used to receive a message at a node n, then there must be a node
that precedes n in which the valid username and password were received (and
hence, checked). Further, such a node must be unique. As above, this ensures
that regular servers are correctly implementing the protocol.

4. Usernames and passwords for regular agents are sent only as part of the login
message. This is necessary to ensure that the penetrator cannot obtain the
username and password via other means.

These are formalised as (1)—(5) below.
Assumption 8.36. Y satisfies the following properties:
1. If U, S € Tnames then passwds(U) ¢ A% and passwdg(U) is an atom.

2. For all ¢ € CY7, for all positive regular nodes n € Ny: if end(sender(n)) =
¢ then there must exist a positive n’ such that n’ =* n, msg(n’) =
+(?y, S, 1, C passwds(C), transport(urc—5)) for some C € Thames-

3. For all ¢ € CYP | for all negative regular nodes n € Ny: if end(sender(n)) =
1 then there must exist a negative n’ such that n’ =* n, msg(n’) =
—(7y, Sg, 1, C " passwdg(C), transport(urc=%)).

4. For all positive regular nodes n in X, if passwdg(C) C appmsg(n) for some C €
Tnames and S € Tnames then name(recipient(n)) # ?, name(recipient(n)) €
Tnames and chan(n) must satisfy C.

Note that the fourth assumption above does not preclude the user from using the
same password for multiple honest servers. However, it does prevent the user from
using the same password at an honest and a dishonest server.

We now prove that the password for a honest user logging into an honest server
is confidential according to Definition [3.14]

Lemma 8.37. If C, S € Trames then passwords(C) is confidential in all high-level
bundles B.

Proof. Let C and S be as per the lemma and let B be an arbitrary high-level bun-

dle. By Assumption (1), passwds(C) ¢ A%. We now prove that passwds(C')

is sent confidentially in B. Hence, let n be a node of B such that msg(n) =

(Ay, By, i, m, c) where passwds(C) & m. If n is regular then, by Assump-

tion [8.36] (4), chan(n) satisfies C, name(recipient(n)) # ? and name(recipient(n)) €
Teg

names- Lherefore, passwdg(C') is sent confidentially from positive regular nodes.

Thus, by Definition|3.17] ¢ is a safe atom and therefore, by Lemma passwdg(C')
is confidential in B. O]
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We now prove that username_ for is well defined. For regular channel ends
this follows from Assumption [8.36] (2), which ensures that the login message is
always sent as the first message. For penetrator channel ends, this is ensured
by Assumption m (3), which ensures that the login message is the first mes-

N

sage received by the server. In the following, we use the function ends(B) which

returns the set of channel ends used in a bundle and is defined by: ends(B) =
{end(sender(n)), end(recipient(n)) | n € Ng}.

Lemma 8.38. Let B be a normal high-level bundle. Then, username_ forz(v, @) is
well-defined on all ¢ € ends(B) NCYP and ¢ € ends(B).

Proof. Let B be as per the lemma. Firstly, note that, by definition username_ for is
defined on all ¥ and ¢. Hence, it suffices to show that username_ for is uniquely de-
fined. Given the definition of username__for , it follows that if username__for3(¢, ¢) =
N, then it is by definition uniquely defined. Hence, suppose there exists
n; such that: msg(n;) = +(?y, S 1, C passwds(C), transport(upc—5))
and either n; is regular or there exists n) such that n; —; nj. We prove
that n; is uniquely defined by supposing there exists ng such that msg(ng) =
+(Py, Sy 1, C" passwdg(C”), transport(uPp©—5)) and either ny is regular or there
exists nj, such that ng —3 ny,. We prove that n; = ng by a case analysis on n;.

Firstly, suppose n; is a regular node. Then it must be the case that @) € C™ and
thus, since 1) # 7 (by Definition (1)), by Equation ng must lie on the same
strand as n;. Therefore, since seqno(n;) = seqno(ng), by Assumption n; = ng
and thus usernameiforl;, is well defined.

Otherwise, suppose n; is a penetrator node. Thus, 1» € CP*" and therefore, since
1 # 7, it follows that ne must also be a penetrator node (as no positive regular
node sends messages from a penetrator channel end). Further, since SD strands
can only be used to send messages to regular channel ends, it follows that n, and
nj, must be regular nodes. By definition, end(recipient(n’)) = end(recipient(n}))
and therefore, by Equation , ny and nj, must lie on the same strand. Since
Assumption [8.36] (3) requires that segno(msg(n;)) = 1 and seqno(msg(nz)) = 1, it
follows by Assumption that ny = ny. Hence, as ny — g ny and ng — 3 ny = nf,

n; = ng. Therefore, usernamefforé is well defined. O
— Cc—S
Recall that sendery (t) is defined as username_fory(i),#) where ¢ =

end(sender(t)), and ¢ = end(recipient(t)). Thus, in order for sender to be well
defined, it has to return a value in Z, which is defined as the union of 7™ and ZP¢".
This means that sender is only well defined if ¢ € C" iff username__for3(¢, ¢) € C™.
This can be proven as follows.

Lemma 8.39. Let B be a normal high-level bundle, ¢» € CYP and ¢ € C. Then,

~

Y € C"™ N ends(B) iff username_ for (1), @) € Tnaines-

Proof. Let B and 1) be as per the lemma. There are two cases to consider.

~

1. Firstly, suppose » € C™ N ends(B). Then, by definition of ends there
must exist a regular node n such that end(sender(msg(n))) = 1. We
prove that username_ forp (1), ¢) € Trames. By Assumption W (2), it fol-
lows that there must exist a positive node n” =* n such that msg(n”) =
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Figure 8.7: An illustration of the second case of Lemma (where n is a penetrator
node). In the above, é = transport(uprc—=5).

+(Py, Sy, 1, C passwds(C), transportupPc=5)) for some C € Ty
Thus, by Definition and Lemma username_ fory (1)) = C and thus
userna mefforé(d}) € Tnames, as required.

2. Otherwise, ¢ € CP™ N ends(B). There are two cases to consider. Firstly, if
there exists no n and S such that Equation [8.I] holds, then it immediately
follows that username_forz(v,¢) = N € Thoes, as required. Otherwise,
there exists n and S such that Equation holds. Then, it follows that n is
a penetrator node and thus there exists a node n/ such that n — n’. Since
tr@rt(uwc—*s) # 1 and satisfies AC, it follows that n can only be the
positive node on a SD strand. Thus, it follows that sender(msg(n)) € ZP",
recipient(msg(n)) € Z™ and hence ¢ € CP*" and S € Tpames-

As recipient(msg(n)) € Z™ it immediately follows that n’ is a regular node.
By Assumptionm (3), it follows that there must exist a negative node n” =*
n' such that msg(n”) = —(?y, Sg, 1, C passwds(C), transport UP©=7s));
this is illustrated in Figure Let n; be such that n; — n”. Since
P € CP" (as sender(msg(n)) € ZP") it follows that n; must be a pos-
itive node on a penetrator strand. Further, since n; — n”, msg(n;) =
+(?y, Sy, 1, m, C"passwds(C)), as required. Hence, passwds(C) is not
confidential in B. Therefore, C & Tnames, since by Lemma passwdg(C') is
confidential for all S, C' € Tpames. Thus, C € Tlames, as required. O

We now prove the correctness of 4P¢—% by proving that it is abstractly correct
in an arbitrary high-level bundle. We do this in a series of lemmas. Firstly, we
prove that no high-level bundle contains any HL-Hijack, HL-Renumber or HL-Hijack-
Renumber subpaths.

Lemma 8.40. Let BB be a normal high-level bundle. Then B contains no prohibited
HL-Hijack, HL-Renumber or HL-Hijack-Renumber subpaths on up¢-5.

Proof. Let B be as per the lemma. Suppose, for a contradiction, that B contains a
HL-Hijack, HL-Renumber or HL-Hijack-Renumber subpath p on uP¢—5. Thus, either
p is a normal penetrator strand, or p transports the high-level application-layer
message. If p is a normal penetrator strand, it follows that p must either be a HJ or
RN strand. However, since tr@rt(upcas) satisfies AC, p cannot be a RN or HJ
strand.
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Thus, p must transport the high-level application-layer message. Hence, there
exists pg, pe such that p = pg p. and expath (pg) = expath™ (p.). Clearly pg and
pe. must be non-empty, otherwise a renumber or a hijack is not possible. Hence,
since trmrt(uPCﬁs ) # L, pg must start with a LN or RV strand and p, must end
with a SD or FK strand. Since tr@rt(uPCHs) satisfies AC it follows that only RV
and SD strands are permitted and therefore, recipient(p(1)), sender(p(|p|)) € ZP".
Thus, as refz’p%nt(p(])) = recipient(p(1)), rec/ipﬁnt(p(l)) € ZIP".  Further,
since end(s%r(p(\pm) = end(sender(p(|p|))), it follows by Lemma not-
ing that end(sender(p(|p|))) € CYP since p is a high-level penetrator path on
tr@rt(upc*s), that smr(p(m)) € IP°". Therefore, p is a high-level innocuous
penetrator subpath, contradicting the assumption that p is a prohibited subpath.
Hence, B contains no prohibited HL-Hijack, HL-Renumber or HL-Hijack-Renumber
subpaths, as required. O

We now prove that upP¢—3 is abstractly correct in every normal bundle. Given
the above lemma and Lemma [8.28] we are able to prove this simply by proving that
there are no HL-Fake subpaths. This follows simply from Lemma [8.39

Lemma 8.41. Let B be a normal high-level bundle. Then, uP¢—5 is abstractly
correct in B.

Proof. Let B and tr@rt(upc—'s) be as per the lemma. Suppose, for a contradic-
tion, that B is not abstractly correct and therefore contains a prohibited high-level
transport-layer penetrator subpath p. Clearly p cannot be a HL-Receive, HL-Send
or HL-Transmit subpath, since these are not prohibited. Further, by Lemma D
also cannot be a HL-Learn subpath and by Lemma[8:40] p cannot be a HL-Renumber,
HL-Hijack or HL-Hijack-Renumber penetrator subpath. Hence, p must be a HL-Fake
subpath. Thus, as tr@rt(upc—w) # 1, p must end with either a SD or FK
strand. Further, since p is a HL-Fake subpath, s%r(pﬂp\)) € I™9 and thus, by
Lemma and the definition of smr, sender(p(|p|)) € 2. Therefore, p ends
with a FK strand, contradicting the fact that trc%sp\ort(uPCHS) satisfies A. Thus, p
is abstractly correct in B. O

Lastly, we use the above lemma and Proposition to prove that if ¢ is a
combined protocol with uP¢—~% as the middle-layer-transport protocol, then it is
abstractly correct in every low-level strand space.

Proposition 8.42. Let X be a low-level strand space that satisfies vp_, pr-layer-
disjoint encryption, ¢ be a channel that is an explicit layering of «P¢~5 on an
abstractly correct channel ¢’ that satisfies the appropriate properties. Then, c is
abstractly correct in /.

Proof. Let X, ¢, and ¢’ be as per the lemma. Let Yz be an arbitrary high-level
strand space that abstracts the low-level strand space Y, which is defined accord-
ing to Definition By Lemma it follows that all normal bundles of X
contain no prohibited transport-layer penetrator subpaths for «p¢—5. Further, by
Lemma it follows that all bundles of X contain no prohibited transport-layer
penetrator subpaths for uP¢—5 and, hence, uP¢—5 is abstractly correct in X Thus,
by Proposition ¢ is abstractly correct in X'g. Further, since the bundles of X
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are a subset of those of X, it immediately follows that ¢ is abstractly correct in
Y. O

Recall that the above proposition only proves that the channel from the client to
the server is secure, not that the corresponding channel from the server to the client
is. Thus, we now consider the latter. Firstly, we formally define the channel from
the server to the client, 4P$~¢, similarly to Definition [8.34]

Definition 8.43. The server to client username and password high-level channel
uPs=°¢ is defined by:

1. tr@rt(ups—’c ) is defined as an arbitrary channel that satisfies AC and such

that for all ¢ € Etgsﬁzzon(UPSﬁc), end(recipient(t)) # 7, name(sender(t)) # 7

and end(sender(t)) # 7.

2 /\ups'ﬁ C
* " payload

(Ay, Sg, i, m, tr@rt(ups—’c)) where ¢ € CYP and i # 1.

is defined as the set of all high-level terms of the form

—

3. expath¢ (ups5—¢) = (Payload).

S—C

4. For each high-level bundle B, W%W (t) = seqno(t) — 1.

o upS—)C

5. For each high-level bundle B, sender (t) = sender(t).
_—Uu S—C

6. recipientg (t) = (username_forz (1, end(sender(t))),), where ¢ =
end(recipient(t))).

7. uPS—¢ satisfies AC.

We now prove that upP$—¢ is abstractly correct. We elide the full proof since
it, and the required subsidiary lemmas, are almost identical to those that prove the
correctness of ypc—5.

Proposition 8.44. Let X be a low-level strand space that satisfies vp_, pr-layer-
disjoint encryption, ¢ be a channel that is an explicit layering of uP5~¢ on an
abstractly correct channel ¢’ that satisfies the appropriate properties. Then, ¢ is
abstractly correct in .

Proof. This can be proven by trivially adapting the proofs of Lemma
Lemma [8:41] and Proposition [8:42) to ups—¢. O

8.6 Summary

In this chapter we have developed a model in which protocols that consist of an
arbitrary number of layers can be proven correct. In particular, we have developed
a way of proving that a middle transport-layer protocol is abstractly correct, whilst
abstracting away from the transport-layer that it is layered on. Therefore, it follows
that the composition of an arbitrary number of layers can be proven by inductively
applying the results of this chapter.

160



In order to do this, we firstly defined, in Section the concept of a high-
level channel, and what it means for a high-level channel to be abstractly correct
in a high-level bundle. This can be used to analyse the correctness of the middle
transport layer in the high-level strand spaces model, thus abstracting away from the
underlying transport layer. In Section [8.2] we defined what it means for a low-level
channel to be the composition of a low-level channel and a high-level channel.

In Section [8:3] we proved the soundness of our approach, subject to a semantic
condition. In particular, we proved that if a high-level channel is abstractly correct
in a high-level strand space, and it is layered on an abstractly-correct transport layer,
then any low-level composition of the two transport layers is abstractly correct. In
Section [8:4] we extended the results of Chapter [5] and proved that our approach is
sound subject to a statically-checkable condition.

In Section [8:5] we demonstrated the effectiveness of our technique by proving the
correctness of two simple examples of multi-layer protocols. The first is a transport-
layer protocol that adds sequence numbers to an underlying transport-layer protocol
that does not have sequence numbers. The second example proved that a username
and password layered on a unilateral-TLS-like transport-layer provides a channel
that is bilateral-TLS-like, by authenticating the user to the server. This example is
particularly important, given the number of websites and services that make use of
this protocol.

Related Work Whilst there has been a reasonable amount of work on verifying
when the composition of precisely two layers is secure, there has been surprisingly
little on verifying the correctness of an arbitrary number of layers. In particular, rel-
atively few authors have considered the problem of trying to prove that a transport-
layer protocol that depends on a second transport-layer protocol is secure, other than
by considering their explicit concatenation. We outline the only related work that
we are aware of as follows.

In |[GM11] Grof and Médersheim consider how to verify arbitrary stacks of pro-
tocols. In this they differentiate between three different types of protocol. Concrete
application protocols are application-layer protocols that have been explicitly com-
posed with a transport-layer protocol, and are verified independently of the frame-
work. This is essentially equivalent to an application-layer protocol that implements
its own transport-layer security and therefore sends all messages over L. Abstract
application protocols are like our regular application-layer protocols (i.e. of the top
strand space), and require a transport-layer in order to ensure security. Lastly, chan-
nel protocols are equivalent to our high-level channels, and correspond to the middle
transport-layer. As noted in Section [7.4] they only permit transport-layer protocols
that establish symmetric keys, and thus do not permit the full range of transport-
layers that we do. Our proof approaches also share some similarities. We define
what it means for a low-level channel to be the combined channel in Definition [8:6]
whilst [GM11] defines the realise composition of an abstract application protocol and
a channel protocol.

In [MVT1I], as discussed in Section the authors define a statically-checkable
condition for when protocols can be securely layered. The authors do not explicitly
state that their model supports arbitrary stacks of protocols, but there is no obvious
reason why it could not be extended if it does not. The authors do consider the
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example of turning a unilateral TLS channel into a bilateral TLS channel using a
username and password, but only sketch how it could be considered in their model.
As discussed in Section [7.4] their model does not actually permit TLS to be analysed
in full.
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Chapter 9

Conclusions

In this thesis we have presented the high-level strand spaces model that models the
guarantees provided by a wide variety of transport-layer protocols. In particular,
it supports both unilateral and bilateral transport-layer protocols that, optionally,
can group messages into sessions and may also prevent message reordering. We
have also given and proven the correctness of a number of proof rules that allow
application-layer protocols to be easily proven correct by abstracting away from the
underlying transport-layer protocol. We illustrated the effectiveness of these proof
rules by proving the correctness of WebAuth.

The second contribution of this thesis is the soundness proof of the high-level
strand spaces model. We have proven that, subject to certain assumptions, whenever
there exists a low-level bundle that does not satisfy a protocol correctness property,
then there exists a high-level bundle that also does not satisfy the property. There-
fore, if a protocol can be proven correct at the high-level, then it is guaranteed to be
correct at the low-level. We have also proven how TLS can be transformed to satisfy
our assumptions. Thus, given the results of this thesis, it is now possible to deduce
that WebAuth, when layered on top of TLS, is secure in the sense of the propositions
of Section B.3l

The soundness result was proven by firstly, in Chapter proving that all
interference-free bundles can be abstracted. In Chapter [5] we proved that a bundle B
of a strand space X that satisfies disjoint-layered encryption can be transformed to
an interference-free bundle B’ of a strand space Xz such that B > B’. In Chapter |§|
we defined a logic of protocol-correctness properties, before proving that whenever B
does not satisfy a correctness property ¢ and B > B’, then B’ also does not satisfy ¢.
Lastly, we proved that whenever B’ abstracts B’ and B’ does not satisfy a property
¢, then B’ also does not satisfy ¢.

As a result of this contribution, it is now possible to assert the correctness of
application-layer protocols when explicitly layered on TLS, or other protocols for
which formal results have been deduced, providing the application-layer protocol has
been proven correct in the high-level strand spaces model.

We have also extended the high-level strand spaces model to allow protocols that
consist of an arbitrary number of layers to be proven correct. In particular, we
defined how to model secondary transport-layer protocols in the high-level strand
spaces model. We then defined high-level penetrator subpaths that correspond to
each of the transport-layer penetrator strands. We also proved the soundness of the
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approach by adapting the results from Chapter [ and Chapter [5} In particular, we
proved that if a channel has been proven correct in the high-level model, then its
explicit combination with any channel in the low-level model is guaranteed to also
be secure. Lastly, we demonstrated the effectiveness of this technique by proving
the correctness a transport-layer protocol that turns a unilaterally authenticating
secure transport protocol into a bilaterally authenticating secure transport protocol
by authenticating the user to login using a username and password.

One particular benefit of the multi-layer model that we have defined in this thesis
is that each layer is abstracted. This means that the correctness proofs for each layer
are completely independent and therefore arbitrary stacks can be composed together
without any extra proof. Further, the correctness proofs are simpler to construct
since only one layer has to be proven correct at a time.

As discussed in Section [3.4] the high-level strand spaces model appears to sup-
port the guarantees provided by a wider range of transport-layer protocols than
any other technique that proves protocols correct by abstraction. As mentioned in
Section [7-4] our model appears to be the first model that proves layered protocols
correct by abstraction, and has a formally proven soundness result that depends only
on statically-checkable conditions. Lastly, as discussed in Section [8.0] relatively few
techniques have explicit support for verifying protocols that consist of an arbitrary
number of layers. Further, we are not aware of any techniques that have formally
proven soundness results that both permit TLS and can be checked statically.

9.1 Future Work

Whilst the high-level strand spaces model is able to analyse a wide variety of
application-layer protocols, there are several extensions that could be made to en-
hance the range of protocols that it can model. For example, consider an application-
layer protocol that allows two users to login to a server and then request a secure
channel be setup between them, to allow them to exchange messages. One way of
modelling the above protocol would be to have the server send each of the partici-
pants in the session a channel end for a secure channel. At the moment, the high-level
strand spaces model cannot model such a protocol, since it has no way of commu-
nicating channel ends in messages and it provides no way of migrating channel ends
from one strand to another. In particular, recall that Equation [3.I] explicitly requires
that no channel ends are shared between distinct regular strands. Thus, it would be
interesting to extend the high-level strand spaces model to allow channel ends to be
mobile (in the sense of the pi-Calculus [Mil99]), in that they can be sent between
different agents. This might be an interesting way of verifying some peer-to-peer
protocols in which the users authenticate to a central sever, but communicate data
directly from one user to another.

Whilst the proof rules that we have developed in this thesis make proofs of cor-
rectness relatively easy to construct, the amount of required knowledge is still a
barrier to wider use. Further, the proofs require lots of small details to be tracked
(such as which parts of which messages are equal), which makes them difficult to
construct. Therefore, it would be useful to develop a tool that automates the con-
struction of these proofs. Gavin Lowe has developed a prototype of such a tool that
is able to construct the correctness proofs for WebAuth automatically. The tool
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proceeds by firstly attempting to prove the safety of atoms, along the lines of Def-
inition [3.I7} It then applies the authentication proof rules in order to deduce how
the strands are related to each other. Currently, the tool requires user input in order
to decide which rule to apply. More work is required in order to allow the tool to
automatically apply the correct proof rule.

It would be useful to expand the above tool to allow the correctness of protocols
that consist of arbitrarily many layers to be analysed. This tool would be composed
of two parts. Firstly, the tool would need to be extended to allow high-level channels
to be specified and to allow the tool to prove the absence of the required high-level
penetrator subpaths. Further, the tool could also be extended to automatically prove
the correctness of an arbitrary number of layers by automatically applying the rules
inductively.

Given the complexity of the assumptions of Section [5.2] it would be useful to
construct a tool that would check if the assumptions are satisfied. In particular, the
tool should take as input the list of low-level transport-layer protocols that are being
used, and the list of high-level application-layer protocols that are being abstracted,
and then check if the various disjointness conditions are satisfied. This will likely
require certain domain-specific assumptions to be specified, in order for the disjoint-
ness conditions to be satisfied. In fact, it would be helpful if the tool were able to
suggest sufficient disjointness conditions for the assumptions to be satisfied. The de-
velopment of this tool would require a sophisticated way of reasoning about protocols
syntactically; this would likely be the most challenging aspect of the research.

It would be useful if the tools that are developed above could each produce a
certificate of correctness, in the form of a machine-checkable proof. For example,
suppose we have a tool that essentially proves the correctness of a application-layer
protocol by applying the proof rules of this thesis. One way of producing a certificate
is to formalise the high-level strand spaces model and the proof techniques we have
developed for it in a theorem prover (e.g. Coq [Tea04] or Isabelle [NWP02|). Then,
it should be possible to make the tool output a script that details which proof rules
were applied when, which could then be checked by a theorem prover. This approach
would be similar to [MCBI13] where the authors develop a tool to automatically
construct proofs for Isabelle [NWP02] based on a custom protocol security model
that supports secrecy and authentication properties.
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Appendix A

Index of Notation

t; Ces t2 Equivalent to t; = extract(tz, es) (Definition |4.2))..

B > B’ Denotes that the two bundles are equivalent and =< relates no-more regular

nodes (Definition .

A Indicates that a channel is authenticated (Definition [3.10))..

AC Indicates that a channel is both authenticated and confidential..

A, The subterm-closure of 7, together with the set of all encryption keys (both
the key and its inverse) for terms in 7, (Definition [5.1))..

Ap The set of all terms initially known to the penetrator (Definition ..

pg app-extracts n Denotes that the destructive penetrator path pg extracts the
application-layer message sent from n (Definition 4.17))..

D opp B >qpp B iff the bundles are application-layer-equivalent and < relates no-
more regular application-layer nodes (Definition [7.3))..

appmsg(t) Gives the application-layer message of the high-level term ¢ (Defini-

tion ..

p. app-packages n Denotes that the constructive penetrator path p. packages the
application-layer message received at n (Definition 4.17])..

C The set of all channel ends (Definition ..
C Indicates that a channel is confidential (Definition ..
chan(t) Gives the channel of the high-level term ¢ (Definition [3.2))..

Channels The set of all transport-layer channels (Definition [B.1))..

E The set of all encryptions (Definition ..

Eqpp The set of encryptions that occur within the application-layer in messages sent
along channel ¢ (Definition [5.2))..
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endpoints(st) Returns the set of channel endpoints that the regular strand st uses

(Definition .

ends(st) Returns the set of channel ends that the regular strand st uses (Defini-

tion .
EP The set of all extraction paths (Definition 4.2])..

c

irpt The set of transport-layer encryptions that enclose application-layer messages

sent on channel ¢ (Definition [5.2))..

£

trpt-non-msg L 1€ set of transport-layer encryptions that do not enclose application-
layer messages on channel ¢ (Definition [5.2))..

expath (pg) The extraction path corresponding to the destructive penetrator path

pq (Lemma[4.3))..

expath™ (p.) The extraction path corresponding to the constructive penetrator path

pe (Lemma[£.3)..

expath® (¢) The extraction path that extracts the application-layer message from a
transport-layer payload term (Assumption ..

extract(t, es) Extracts the term ¢ using the extraction path es (Definition [4.2)..
heightg(st) The B-height of the strand st..

Z The set of all endpoints (Definition ..

ingredient t; ingredient tp iff ¢; is required in order to construct ts..

Nopayioaa The set of regular nodes that send application-layer messages (Assump-

tion ..

Nyt The set of regular nodes that send application-layer messages over a channel
other than | (Assumption |4.4))..

N The set of regular nodes that send application-layer messages over L (Assump-

tion (4.4))..
recipient(t) Gives the recipient of the high-level term ¢ (Definition [3.2))..
S The set of all sequence numbers (Definition ..

sender(t) Gives the sender of the high-level term ¢ (Definition [3.2))..

seqno(t) Gives the sequence number of the high-level term ¢ (Definition [3.2))..

TC

app

TLs°=S The type of a unilateral TLS channel from client to server (Definition ..

The set of application-layer messages sent along channel ¢ (Definition 5.1))..

rL55=¢ The type of a unilateral TLS channel from server to client (Definition [3.4))..
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Tron-msg Lhe subterm-closed set of terms that appear in the transport-layer packag-
ing of channel ¢ (Definition [5.1])..

ncon_payl oaq Lhe set of transport-layer non-payload (e.g.handshake terms) terms for

channel ¢ (Assumption [4.5))..

pfzyload The set of transport-layer terms that contain application-layer messages for
channel ¢ (Assumption [4.5))..
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Appendix B

Index of Assumptions

Assumption This requires that there is a format for high-level terms on a
particular high-level channel. For example, two high-level terms on a channel
¢ must either both have a sequence number, or neither must have.

Assumption Regular agents in high-level bundles must correctly use sequence
numbers, in that they must send and receive consecutively numbered messages.

Assumption All channels in a high-level strand space must be sensible, in
that if they prohibit a certain combination of strands, they must prohibit all
equivalent combinations.

Assumption This details the assumptions necessary to prove the correctness
of WebAuth.

Assumption The set of regular nodes is partitioned between nodes that send
and receive transport-layer payload messages, and those that manipulate
transport-layer non-payload messages (e.g.handshake terms).

Assumption For each low-level channel, this requires the existence of various
sets of terms, such as Tpayioad-

Assumption This ensures the existence of various functions, such as sender,
that extract components of low-level transport-layer messages.

Assumption This assumption ensures that all low-level channels have disjoint
sets of transport-layer payload terms.

Assumption This assumption is a low-level analogue of Assumptions and
[3.5] along with Equation 3.1} In particular, it ensures that low-level transport-
layer terms have a well-defined and consistent format.

Assumption All channels permit TX and HJRN strands iff they permit equiv-
alent combinations of HJ and RN strands..

Assumption Formalises the main statically checkable assumption that X' sat-
isfies layer-disjoint encryption.
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Assumption This ensures that all channel types are sensible in that when-
ever a HJ strand is prohibited, then so to must the equivalent LN and FK
combination).

Assumption Assumes that any innocuous non-expanded subpath in a low-
level bundle can be expanded.

Assumption The sets of regular strands Role, and E@k are well-defined, in
that they consist of strands related using an abstraction function.

Assumption Regular agents in a high-level strand space use sequence num-
bers correctly when using the high-level channel S.

Assumption Defines the assumptions that are required to prove the user-
name/password channel correct.
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