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ABSTRACT Edward Snowden’s revelations of the extensive global communications surveillance activities
of foreign intelligence services have led countries such as Indonesia to take concrete steps to enhance
protective information security for classified data and communications. This paper develops the wideband
Delphi method to study the Indonesian Government’s requirements for cyber-defence in response to reported
secret intelligence collection by the Australian Signals Directorate. It provides a clearer understanding
of the issues that influence Indonesian policymakers’ views on the mitigation of foreign surveillance.
We developed and conducted an adaptive wideband Delphi study with senior Indonesian officials, with group
discussions and individual sessions to explore how to mitigate the surveillance activities of the Five Eyes
(the U.S.–U.K.–Canada–Australia–New Zealand) intelligence alliance. We used the U.S. National Security
Agency framework of the three elements of defence in depth (people, operations, and technology), in combi-
nation with governance and legal remedies, as an analytical framework. We identified twenty-five mitigation
controls to deal with the priority concerns of policymakers, which were divided into a five-defence in depth
elements. We discuss the key requirements for protecting against foreign surveillance to be taken into account
in state cyber-defence frameworks and suggest effective mitigation controls for safeguarding and protecting
states’ national interests.

INDEX TERMS State self-defence, defence in depth, adaptive wideband Delphi, foreign surveillance,
national interests, information security, requirements.

I. INTRODUCTION
Edward Snowden’s revelations have created unprece-
dented public awareness of the global communications
surveillance practices of the five-nation UKUSA alliance
(the U.S.-U.K.-Canada-Australia-New Zealand) [8]. Other
sovereign states are responding by developing their capac-
ity to protect classified information, as well as to conduct
surveillance.

Factors found to affect state perceptions of cyber-defence
needs have been explored in several studies. [24] high-
lights the need for a state self-defence framework to deal
with threats and attacks in cyberspace such as distribution
of malicious software, unauthorised remote intrusions, and

Denial of Service attacks. In addition, theU.S. NSA considers
five categories of attacks: passive, active, close-in, insider,
and distribution attacks [2]. These categories of attacks can
seriously harm an asset in relation to information security
properties such as confidentiality, integrity, and availability.
Several recent attempts have been made to protect and

safeguard classified information against NSA surveillance
programs such as PRISM, Tempora, Upstream, Phone Col-
lection, Xkeyscore, and Stateroom [5], [7], [12], [15]. It is
difficult to detect and avoid these type of attacks. Therefore,
we have considered reasonable efforts to mitigate global
communications surveillance activities through developing
effective controls as state cyber-defence requirements.

VOLUME X, NO. X, XXXX 2015

2168-6750 ⌦ 2015 IEEE. Translations and content mining are permitted for academic research only.
Personal use is also permitted, but republication/redistribution requires IEEE permission.

See http://www.ieee.org/publications_standards/publications/rights/index.html for more information. 1



IEEE TRANSACTIONS ON

EMERGING TOPICS

IN COMPUTING Nugraha et al.: Adaptive Wideband Delphi Method

A number of researchers have suggested that local data
clouds, data protection laws, decentralised Internet services,
and investment in security professionals and intelligence
experts are potential mitigations that should be considered by
governments [5], [7], [12], [15].

The research to date has tended to focus on anticipatory
self-defence in cyberspace against active cyber-attacks [16],
rather than passive attacks such as surveillance, wiretapping
and Internet traffic analysis. However, recent studies explored
requirements from the Brazilian and German governments
against such attacks [5], [21]. These governments have been
leading critics of the Five Eyes’ activities.

This study investigates the Indonesian government’s
requirements for state self-defence in response to the
case of Australian surveillance of Indonesia. These are
analysed in a framework which considers five primary
elements - people, operations, technology, governance, and
legal remedies.

Indonesia is an interesting case study as a non-aligned,
large emerging economy. A quarter of Indonesia’s popula-
tion is currently online with GDP around IDR 9.084 trillion
(around USD 753.99 billion) [40]. However, the number
is increasing rapidly. According to the Indonesian Internet
Service Provider Association (APJII), the number of Indone-
sian Internet users will increase from 71.19 million in
2013 to 139 million by 2015 [41].

We investigated these requirements using an Adaptive
Wideband Delphi Study to gather information from key
national stakeholders. This was based on the Wideband
Delphi method, in combination with the Delphi study devel-
oped at RAND Corporation [6], [11], [13].

We identified twenty-five key requirements from all pan-
ellists for state self-defence, in the five-defence in depth
themes:
1) People:

a) Awareness, Training and Education;
b) Information Security Commitments;
c) Non-Disclosure Agreements;
d) Proof of Security Clearance;
e) Local Experts Requirement.

2) Operations:
a) Trustworthy Systems Certification;
b) Registration of Authorised Software;
c) Registration of Authorised Hardware;
d) Incident Response Management;
e) Security Continuous Monitoring.

3) Technology:
a) System and Communications Protection;
b) National Cryptographic Standards;
c) Local Applications Platform;
d) National Infrastructures Platform;
e) Control of International Traffic.

4) Governance:
a) Independent Review Agency;
b) Risk Management Process;
c) Information Security Baseline;

d) Impact of Potential Threats;
e) Domestic Hosting and Domains.

5) Legal Remedies:
a) Information Security Agreement;
b) Regulation of Data Protection;
c) Data Centre Localisation;
d) Lawful Interception Capability;
e) Code of Ethics and Conduct in Bilateral Cooperation

Treaties.
Indonesian policymakers’ preferences for state self-

defence requirements to mitigate foreign surveillance often
matched the security control sets from ISO/IEC 27001
Requirements - Information Security Management Sys-
tem [14], NIST Special Publication 800-53 on Security and
Privacy Controls [27], and 20 Critical Security Controls [29].
Every state must build their own state cyber defence

requirements against foreign intelligence services. Therefore,
such a model can be built on by less developed countries,
which have fewer resources to address the technical com-
plexity, policies, and activities needed to build confidence and
manage vulnerabilities and threats inherent in cyberspace.
The remainder of this article is structured as follows:

Section II describes background and related work to position
contributions of this work. Section III explains our research
methodology. Section IV provides a analytical framework
for state self-defence requirements. Section V presents the
results, followed by an analysis and discussion of their limi-
tations. Finally, Section VI concludes the paper.

II. BACKGROUND AND RELATED WORK
In this section we provide a brief review of a Delphi approach
to develop an understanding of the requirements for state self-
defence against communications surveillance by extremely
sophisticated opponents, using Indonesia as a case study. This
effort can illuminate possible solutions for other countries to
strengthen national security and protect against foreign intel-
ligence services in general. We then review the requirements
for state self-defence in cyberspace against active and passive
attacks. This section also includes a detailed description of the
cyber defence framework that we used in this study.

A. DELPHI APPROACH TO DEVELOP STRATEGY
The Delphi method was first developed at RAND Cor-
poration in the 1950s as part of a military defence
project [11], [25]. This method moderates the influence of
dominant individuals and follows a rigorous sequence of
steps for decision making in the context of policy formu-
lation [11]. All features of the Delphi procedures such as
anonymity, iteration and controlled feedback, and statistical
group response are used to elicit and refine group estima-
tion and consensus [11], [25]. It avoids direct conflict of
the participating experts due to the absence of face-to-face
communication [28].
A variety of adapted Delphi methods are widely used to

assess specific problems based on a number of situations [28].
For example, if the participants are distributed across
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different locations, the experts can participate by connecting
via a custom website [18] or email [25].

The wideband Delphi method involves greater interaction
and more communication between participants than the clas-
sic Delphi approach [33]. Group discussion occurs between
rounds in which participants explain their statements and
opinions [6]. Potter and Sakry’s variant requires further group
discussion to revise estimates and achieve consensus. An
iterative process terminates when no participants want to
revise the collective estimation [32].

Traditional Delphi studies avoid face-to-face meetings in
order to elicit genuine opinions and anonymous input. How-
ever, the wideband Delphi estimation panel discussion stage
can clarify the major issues when ‘‘judgmental information is
indispensable’’ [28], and is used to seek all requirements as
‘‘informed judgement’’ [39].

However, there are certain problemswith the use of Delphi.
There is less control over the period from securing work
schedules of policymakers and experts when conducting face-
to-face meetings. Every country has a different culture and
work behaviour. In addition, policymakers and experts must
consider the context of policy formulation is of paramount
importance. Therefore, researchers need to give potential
participants a clear understanding of the problem description
and the Delphi steps before the study begins. At least one
researcher should be well-known by potential participations
and have contacts with the participating policymakers and
experts.

Due to the uncertainty inherent in the question with spe-
cific culture and work behaviour of Indonesia, we created
an adaptive Delphi method based on the Delphi technique
and the wideband Delphi approach. This method is one of
the more practical ways of eliciting requirements for state
self-defence by using appropriate features of Delphi such as
anonymous individual feedback, controlled feedback, group
responses with face to face meetings for eliciting and refining
the converged requirements. The final step of thismethod is to
obtain reviews and an initial approval from the policymakers.

B. RELATED WORK
There is not yet an international consensus on the definition
of state self-defence in cyberspace. Article 51 of the United
Nations Charter indicates that every state has the right of
self-defence and collective self-defence against attacks [17].
The issue of how to protect a state from such cyber-attacks
including global communications surveillance has not been
resolved. Thus, in this article, state self-defence refers to
continuous efforts to safeguard and protect state sovereignty,
national territory, and the nation’s safety against all type of
threats.1

1The definition of state self-defence is adopted from the Indonesian Law
Number 3 of 2002 on State Defence, in terms of how to protect a state against
cyber threats such as foreign intelligence services, industrial espionage,
organised cybercrime groups and non-state actors.

1) SELF DEFENCE AGAINST ACTIVE ATTACKS
Many countries regard cyberspace as a new theatre of
war [13]. As a result, nations need to look beyond article 51
of the UN Charter. It has been suggested that it is important
to maintain the rights of state self-defence as applied to
threats in cyberspace, as on other domains such as land,
sea, and air [23].
Kesan and Hayes analyse state self-defence rights to

protect critical national infrastructure (CNI) located within
their jurisdiction [24]. They draw on extensive range of
sources to assess whether ‘‘mitigative counterstriking capa-
bilities’’ can be implemented effectively in cyberspace for
protecting CNI. They propose a legal framework that would
allow the use of active self-defence in cyberspace in order
to reduce and mitigate risks from the current and immediate
threats against CNI.
Todd investigated the control of armed attacks in

cyberspace [35]. He argues that a state still cannot legiti-
mately act in self-defence without violating another state’s
sovereignty. He suggests that under the current law, the victim
state should send requests to another country as well as coop-
erate with other countries in gathering information, because
cyber attacks that come from another country may have been
carried out by a ‘hopping’ route-pattern through several other
countries.
Graham points out that the requirements such as neces-

sity and proportionality limit the use of self-defence tech-
niques. Therefore, policymakers need to pay attention to the
implementation of self-defence measures from both legal and
policy perspectives [19].
This view is supported by Caulkins, who examined devel-

oping proactive tools to combat new and emerging threats
in cyberspace [10]. He made a set of strategic recom-
mendations for establishing a proactive self-defence policy:
ratify cyber-related legislation, develop a robust architec-
ture for proactive cyber security, design disruption tolerant
networks (DTN), conduct security training and education in
the cyber realm, and to provide funding for cyber activities.
He suggests the use of both reactive and proactive tools so
that the governments have capabilities to protect CNI against
cyber-attacks.
In the same vein, Guiora proposed a new approach

to preventive self-defence against non-state actors [20].
He considers anticipatory operational measures that can
be implemented against cyber threats as well as com-
bating future threats. It offers some important insight
into the requirements for state self-defence. However,
further work would be needed to develop a self-defence
framework.
Gill and Paul were more concerned with legal frameworks

governing the exercise of anticipatory self-defence [16]. They
argue that anticipatory self-defence may be carried out in
response to an imminent cyber armed attack irrespective
of whether the attack is performed by a state, or non-state
actors, with or without much greater state involvement. They
establish a framework for the right of self-defence within the

VOLUME X, NO. X, XXXX 2015 3



IEEE TRANSACTIONS ON

EMERGING TOPICS

IN COMPUTING Nugraha et al.: Adaptive Wideband Delphi Method

current provisions of the UN Charter and customary inter-
national law. The findings can be used in state self-defence
to identify, which requirements should be addressed to meet
national interests.

2) SELF DEFENCE AGAINST PASSIVE ATTACKS
Following the leaked documents supplied by
Edward Snowden, a considerable amount of literature
has been published on state responses to communications
surveillance activities. Some requirements for state
self-defence against threats of global communications
surveillance have been identified.

For example, standard cryptographic protocols can be a
feasible control against ‘built-in wiretapping capabilities’ for
preserving privacy [12]. In the same vein, it seems clear
that centralised Internet services play an important role in
supporting the current surveillance practices. It has then
been proposed that the development of global Internet ser-
vices such as cloud services should be based on open-source
platforms and decentralised services-configuration [12].

Similarly, Brown elaborated requirements in relation to
privacy-protective standards for surveillance, including data
sharing privacy agreements, state-state negotiations over
intelligence sharing, and human rights protections [7].

Moreover, some policy practices from the Brazilian
government and the German government have been out-
lined by Bauman, et al. such as the creation of local data
clouds, development of surveillance capabilities, investment
in security professionals and intelligence experts, and in the
Brazilian case, attempts to develop domestic content as well
as international Internet connectivity beyond the scope of
the U.S. Internet infrastructure [5].

In addition, it has been shown that effective legal frame-
works must be in place to regulate state access to data so that
individual citizens can trust government [34].
3) FEATURES OF A STATE SELF DEFENCE FRAMEWORK
It is up to each state to determine to what extent it will
protect national security and privacy in cyberspace and how
to pursue this end. This study focuses on global communica-
tions surveillance as a passive attack that is operated by the
Five Eyes nations’ signals intelligence (SIGINT) operational
platforms [3]. The NSA considers passive attacks as a class
which includes monitoring of communications, decrypting
encrypted information, Internet traffic analysis, and capture
of authentication information that can lead to disclosure of
information without user consent [2].

The ITU Plenipotentiary Conference in Resolution 130
stated that every state has sovereign rights for the pur-
pose of national defence, national security, content, and
cybercrime [36]. In other words, a state is responsible
for developing a set of requirements for state self-defence
based on the state’s national interests. However, developing
the requirements for state self-defence to mitigate foreign
surveillance activities is likely to be a complex process
that requires a balanced perspective from different areas of
expertise.

States can manage and mitigate threats and risks from
communications surveillance through the implementation
of a defence in depth strategy. The NSA Framework
identifies three primary elements in achieving information
assurance, which are people, operations and technology [1].
The Trusted Information Sharing Network (TISN) introduced
another additional element, which is governance in order
to oversee the implementation of people, operations, and
technology [26]. The Lukasik-Goodman-Rutkowski (LGR)
framework defines mandatory cyber security activities, both
legal and other actions such as ‘‘measures for protection,
measures for threat detection, measures for thwarting, inves-
tigation and measure initiation, and legal remedies’’ [30].
The ITU Global Cybersecurity Agenda (GCA) also estab-
lished a framework within the development of national cyber
security strategy into five pillars, which are (1) legal mea-
sures, (2) technical and procedural measures, (3) organisa-
tional structures, (4) capacity building, and (5) international
cooperation [37].
This paper used the integration of the five primary ele-

ments, which are people, operations, technology, governance,
and legal remedies.
III. RESEARCH DESIGN
We used an adaptive wideband Delphi study to enable the
surveying of multiple panellists from key national Indonesian
stakeholders through face-to-face qualitative stages such as
panel discussions to clarify the major issues of global com-
munications surveillance, along with anonymous individual
feedback to gather genuine requirements to mitigate such
risks.
Since the motivation and experience of the participants

directly affects the quality of findings, particular attention
was paid to the selection of panellists. To achieve a wide
range of stakeholders, four relevant categories of panellists,
with valuable knowledge about requirements for state self-
defence, were chosen: government officials and military offi-
cers, academics, industries and practitioners.
Three industry panellists were from telecommunications

providers whose network infrastructure have been reported to
be compromised according to Edward Snowden’s revelations.
The rest of the industry panellists come from Indonesia’s
Internet Service Provider Association. Practitioners were
consultants who are working in the field of information
security.
Panellists were chosen according the following the selec-

tion criteria: 1) work experience and background, 2) a self-
critical attitude, 3) involvement in policy-making process,
and 4) a visible interest in the research topic, in order to
achieve meaningful results and keep the failure rate as low
as possible [22].
The panels were formed based on expertise and back-

ground experience. We invited 20 panellists2 consisting of
eight government officials; four academics; four panellists

2The information given will be anonymised and for additional informa-
tion, please contact the corresponding author.
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from telecommunication operators and the Internet Service
Provider Association; and four panellists from information
security practitioners. In this case, the size of the panel would
not have an effect on the findings; thus there is no requirement
to meet the size of a panel of experts [31]. However, it
is important to consider other characteristics of panels to
have qualified and appropriate panellists to discuss the major
issues and propose the solutions.

Based on the wideband Delphi steps, we conducted three
face to face meetings as follows:
1) Kick-off meeting during first round.
2) Panel discussion during second round.

a) Panel 1(Government officials and Military Officers).
b) Panel 2 (Academics).
c) Panel 3 (Industries).
d) Panel 4 (Practitioners).

3) Final meeting during third round.
We also adapted the features of the Delphi approach to

make separate panel discussions for the second round to
gather specific group responses, because these panels perhaps
would have different positions that related to participants’
affiliations.

We then further asked each panel to identify specific and
reasonable requirements. Finally, consolidated requirements
from each panel were summarised and combined to obtain
convergence requirements.

This design also allowsmaking the comparison of different
frames of mind from panellists. We asked each panellist
respectively to describe their opinions in relation to state self-
defence requirements. We then asked each panel to make
consolidated requirements.
A. DATA COLLECTION METHOD
Data collection took place in seven stages as follows,
as shown in figure 1:
1) Panel selections;
2) Kick-off meeting;
3) First individual feedback;
4) Panel discussion;
5) Convergence results;
6) Second individual feedback;
7) Consolidated meeting.
In the first step, we selected a moderator and formed four

panels of experts with three to seven members [31]. We also
asked the policymakers to advise on the potential panellists.
We then selected the panellists based on their confirmation.

The second step was the kick-off meeting where we deliv-
ered a presentation and provided related documents to the
panellists. We then asked all panellists to create a general
list of requirements and discuss the major issues that related
to cyber defence requirements. We asked each panellist to
give their opinions individually, followed by comments and
discussions on a general list of requirements.

For the third step, after themeeting, we asked each panellist
to review and revise the requirements based on the results.
Then, each panellist sent an individual anonymous feed-
back statement for the requirements for state self-defence by

FIGURE 1. Adaptive wideband delphi framework.

e-mail [25]. In this case, only the researchers know the indi-
vidual feedbacks behind the investigation of cyber defence
requirements [38].
The fourth step was the panel discussion, in which

each panel discussed a general list of requirements and
stated requirements for state self-defence derived from the
previous steps. This second round typically results in a nar-
rowing of the list of requirements through group discussion,
pointing to some clarification and asking each panellist to
sharpen their requirements specifically in relation to mitiga-
tion of foreign surveillance.
In the fifth step, we summarised the results, and asked each

panellist to individually review and revise the requirements in
the form of anonymous individual feedback. All individual
feedback was conducted anonymously through email, and
only the researchers knew who proposed and generated those
requirements.
The final step was a meeting to review the requirements for

state self-defence with all panels along with senior Indone-
sian policymakers. This third round summarised a list of
requirements to be reviewed, andwas approved by Indonesian
policymakers.
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FIGURE 2. Mitigation approach for foreign surveillance,
[modified from [4]].

IV. ANALYTICAL FRAMEWORK
We adopted the general defence in depth schema in [4] with
modifications in relation to mitigation approaches for passive
threats and attacks such as foreign surveillance activities, as
shown in figure 2. The study defined fundamental require-
ments as mitigation controls for each of the five-part defence
in depth elements based on states’ national interests. The
multiple elements of defence help ensure that the likelihood
can be mitigated or at least the attacks slowed down [4].

TABLE 1. Threat model for communications surveillance.

We then examine the threats of communications
surveillance as a real-life case shown in Table 1. We
adopted the table from the OCTAVE Allegro Method

FIGURE 3. A Five-Defence in Depth Elements.

TABLE 2. Defence in depth framework.

(Operationally Critical Threat, Asset, and Vulnerability
Evaluation) [9].
We introduced an information assurance model for the

requirements of state cyber defence that can help mitigate
foreign intelligence surveillance, as shown in figure 3. We
then provide details of this framework in Table 2.
Defence against the threat model we provided requires the

integration of the five primary elements-people, operations,
technology, governance, and legal remedies.

V. RESULTS AND ANALYSIS
This section presents the results of our adaptive wideband
Delphi study. We give an overview of the results. We then
present analysis and discussion for each element.
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FIGURE 4. Distributed requirements statements for state self
defence.

Our participants determined twenty-five primary
requirements for state self-defence. Each panellist stated
requirements based on their perception of the state’s national
interests.

Figure 4 shows that the first round identified thirty-five
general requirements. The second round, panel discussions,
found agreement on twenty-six requirements from each
panel. In the third round, the twenty-five requirements
were proposed by panellists and reviewed by Indonesian
policymakers.

Some considerations that one or two panels assessed to
be more worthy of attention were not selected by others.
For example, the top-ranked requirements for the government
panel were ‘security awareness’. Other panels also listed
this. However, not all panels selected the same items for
requirements. This supports the methodology of eliciting
requirements from multiple stakeholders because it enables
more comprehensive coverage.

It is difficult to create a list of requirements statements
across multiple stakeholder settings. However, the study
encouraged each panellist to identify the requirement state-
ments based on their expertise and experiences in order to
avoid situational requirements. We then asked panellists to
discuss and consolidate the requirements in common as con-
verged requirements.

The major types of selected requirements were almost the
same for each round because the levels of consistency on the
requirements were moderately strong within the three-round
Delphi. We then focused on the set of twenty-five require-
ments that were proposed by all four panels alongside an
initial approval from senior officials.

It is apparent in Table 8 that there are some novel con-
cepts of Indonesian requirements for state self-defence,
while other requirements are also addressed in the secu-
rity control sets in ISO/IEC 27001 [14], NIST Special
Publication 800-53 [27], and 20 Critical Security
Controls [29].

The list of the twenty-five requirements is a combina-
tion statement from all panellists, divided into the five
defence in depth elements of People, Operations, Technology,
Governance, and Legal Remedies. Each requirement is
written as a constraint on how a state might operate
for self-defence. In fact, the terminology for this study
follows the general format ‘The Government of Indonesia
must’ [4].

A. PEOPLE
In case of the People element, we asked panellists to indicate
the requirements that represented the appropriate control for
personnel security roles and responsibilities.
In this section, five common requirements are described

that are intended to improve the depth of security roles and
responsibilities for internal and external stakeholders, by
developing security culture and mind-set. The requirements
focus on management commitment for information security
and personnel security including security awareness.

TABLE 3. Risk and requirement of people element.

1) RESULTS
We determined the requirements in relation to People
as follows:
1) Awareness, Training and Education (ATE);
2) Information Security Commitment (ISC);
3) Non-Disclosure Agreement (NDA);
4) Proof of Security Clearance (PSC);
5) Local Experts Requirement (LER).
We summarise the details of these requirements

in Table 3.
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2) ANALYSIS AND DISCUSSION
The panellists indicated that the weakest elements are human
capacity building in terms of security awareness. Specifically,
awareness for those people who have access to the organisa-
tion’s information assets is the biggest challenge. In response
to this, the government should enhance security awareness
programs including developing security culture, behaviours
and security mind-set.

People factors are an important source of cyber security
risks generated by individual employees and contractors, and
third party users. In this case the most important risk factor
is lack of user awareness. If combined with other risks such
as lack of leadership, lack of rules and compliance, insider
threats and involvement of foreign experts create the number
of potential national threat points of entry.We summarise risk
associated with the requirements in Table 3.

It is obvious that some requirements map onto
other security standards such as ISO/IEC 27001 [14],
NIST SP 800-53 [27] and 20 Critical Security Controls [29].
Most of them cover these requirements except in terms of
local experts requirements. A summary of related controls in
relation to these requirements is in Table 8.

B. OPERATIONS
For the Operations element, we asked panellists to discuss
operational actions to improve the depth of security mech-
anisms for critical infrastructures. The majority preference
was to establish a security incident response team and security
continuous monitoring. The other requirements focus on all
the activities required to sustain an organisation’s security
posture on a day-to-day basis, and are used to ensure the
continuous security stance of the organisation.

1) RESULTS
We found the requirements in relation to Operations
as follows:
1) Trustworthy Systems Certification (TSC);
2) Registration of Authorised Software (RAS);
3) Registration of Authorised Hardware (RAH);
4) Incident Response Management(IRM);
5) Security Continuous Monitoring (SCM).
We summarise the details of these requirements in Table 4.

2) ANALYSIS AND DISCUSSION
It is clear that the policymakers want to build a trusted and
resilient cyber environment against threats and attacks in
cyberspace through certification and assessment in relation
to system components. The preference for state self-defence
requirements was evident even though there was a degree of
flexibility in relation to the priority requirements in which this
should be implemented.

From a cybersecurity risk perspective, lack of secu-
rity operations are often exploited by adversaries. Exam-
ples include installing backdoors in hardware and software.
In addition, known weaknesses and zero-day vulnerabilities
can be exploited by adversaries. Therefore, the policymakers
should make reasonable efforts to assure that the hardware

TABLE 4. Risk and requirement of operations element.

and software must pass the security evaluation and be certi-
fied by local authorities.
In this case the most important risk factor is the lack

of trustworthy systems used for critical national infrastruc-
ture. As a result, if combined with other risks such as
zero-day attacks and discontinuous controls and monitoring,
it can lead to a period of time in which security breaches and
attacks are much more common in critical national infras-
tructure. We summarise risk associated with the requirements
in Table 4.
The findings clearly highlight that the existing security

controls mostly cover these selected requirements, except one
requirement in relation to Trustworthy Systems Certification.
Details of related controls are listed in Table 8.

C. TECHNOLOGY
In this section, we describe five requirements identified by
panellists that are intended to improve the depth of technical
controls to protect critical information infrastructure.
A variety of perspectives were expressed. The panellists

stated it was important to strengthen national capabilities in
the development of appropriate technologies to reduce risks
related to foreign surveillance. For example, panellists stated
that paying attention to security and privacy must be in place
to protect and secure the classified information by means of
cryptographic controls and utilising national secure networks
and devices provided by National Crypto Agency.

1) RESULTS
We found the requirements in relation to Technology
as follows:
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1) System and Communications Protection (SCP);
2) National Cryptographic Standards (NCS);
3) Local Applications Platform (LAP);
4) National Infrastructures Platform (NIP);
5) Control of International Traffic (CIT).
We then summarised the detailed of these requirements

in Table 5.

TABLE 5. Risk and requirement of technology element.

2) ANALYSIS AND DISCUSSION
The panellists were clear about the requirement for the
establishment of national capabilities, especially to strengthen
critical information infrastructure security and resilience.

In the Indonesian case, attempts to employ national infras-
tructure such as the construction of a ‘Palapa Ring Project’,
Fibre Optic Backbone Infrastructure as well as to expand
national gateway for Internet connectivity within national
border are consistent with the idea of safeguarding and
protecting state security and privacy against communica-
tions surveillance. Indonesia’s domestic Internet connectivity
is highly dependent on international backbones. Zero-day
exploits exist for platforms and reduced control of informa-
tion flows creates a number of potential national risks against
global communications surveillance. In addition, the number
of potential threats outside the jurisdiction have grown due
to the degree of control over the Internet by the UKUSA
alliance. We summarise risk associated with the requirements
in Table 5.

Interestingly, the existing standards only cover two of the
identified requirements, in relation to system and commu-
nication protection, and cryptographic control. The other
three requirements seem to be novel requirements for the
government in order to mitigate foreign surveillance activi-
ties. Related controls are reported in Table 8.

D. GOVERNANCE
We asked panellists to discuss governance frameworks to
mitigate foreign surveillance. We identified five governance
requirements intended to provide oversight and coordination
of people, operations and technology, related to organisa-
tional structure, baseline information security implementa-
tion, risk management process, determination of threat level,
and use of domestic hosting and domain names.

1) RESULTS
We found the requirements in relation to Governance as
follows:
1) Agency of Independent Review (AIR);
2) Risk Management Process (RMP);
3) Information Security Baseline (ISB);
4) Impact of Potential Threats (IPT);
5) Domestic Hosting and Domains (DHD).
We summarise the details of these requirements

in Table 6.

TABLE 6. Risk and requirement of governance element.

2) ANALYSIS AND DISCUSSION
The development of National Hosting and Domains such as
a national email service and national hosting would allow
Indonesian citizens to keep their data within areas of national
jurisdiction. In this way, Indonesian authorities take reason-
able efforts to keep the citizen’s data out of the reach of
foreign companies. These efforts also take positions beyond
the domination of the U.S. global infrastructure networks
and services. One interesting result is that panellists stated
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a preference for the use of Indonesia’s national Top Level
Domain (.id).

With regard to state self-defence, there are several risk
scenarios that need to be addressed. Without a national secu-
rity risk assessment and determination of national threat
levels, information security policy and standards may not
adequately cover the requirements of state self-defence. The
best approach that the government can take is to man-
age and mitigate threats and risks against communications
surveillance. It seems that managing risks can identify
and respond against potential national threats and existing
vulnerabilities.

Another important risk factor is a lack of a culture of trust
that can lead to a risk of over-control. If combined with other
risks such as lack of compliance to security baseline, lack
of clarity around escalation procedures, it creates a number
of vulnerabilities. Therefore, state self-defence governance
requires very detailed and rigid requirements with numerous
security controls designed to cover the governance element in
relation to state cyber-defence requirements. We summarise
risk associated with the requirements in Table 6.

We found that some security controls such as
ISO-27001 and NIST SP800-53 fit these requirements,
except the Critical Security Controls. One novel requirement
was encouraging national domain names usage. Therefore,
there is no related security controls placed in relation to this
requirement. A summary of appropriate controls is contained
in Table 8.

E. LEGAL REMEDIES
We asked panellists to discuss legal remedies. We identified
five legal requirements intended to improve the depth of
legal remedies for internal and external persons. The majority
preference was to include information security agreement,
regulation of data protection, data centre localisation, lawful
intercept capability and laws, and develop a Bilateral Code of
Ethics and Conduct, which will likely map out future proto-
cols over electronic surveillance and intelligence gathering.
The requirements focus on contractual service agreements,
due diligence obligations to the national legal framework, and
lawful interception capabilities.

1) RESULTS
We found the requirements in relation to Legal Remedies as
follows:
1) Information Security Agreement (ISA);
2) Regulation of Data Protection (RDP);
3) Data Centre Localisation (DCL);
4) Lawful Interception Capability (LIC);
5) Code of Ethics and Conduct (CEC).
Detailed requirements in Legal Remedies are summarised

in Table 7.

2) ANALYSIS AND DISCUSSION
An effective legal and regulatory environment must be in
place to encourage good information security practice as well

TABLE 7. Risk and requirement of legal remedies.

as to establish resilience requirements to support delivery of
critical information protection.
Legal remedies, in conjunction with a data localisation

requirement, is part of protecting and safeguarding national
interests. In addition, the availability of information security
agreements between Indonesian organisations and foreign
entities must be in place for the organisation in relation to
critical national infrastructure sectors such as public services,
defence, energy, and telecommunications. We summarise
risks associated with the requirements in Table 7.
It seems clear that every state must build their own best

capacity to protect national interests against foreign intelli-
gence services as well as to conduct surveillance activities in
support of its own interests. However, it is important to bear
in mind that such intelligence agencies also have an impor-
tant role in safeguarding and protecting the state’s national
interests such as protecting national security, ensuring the
economic well being of the state, and preventing serious
crime. Therefore, initial efforts have been made by the
government to address the current surveillance programmes
of the foreign intelligence services, such as data protec-
tion regulation, information security agreements, data centre
localisation and a Bilateral Code of Ethics and Conduct,
which will map out future protocols over electronic commu-
nications surveillance.
We identified that only ISO-27001 and NIST SP800-53

cover these requirements and none from Critical Security
controls fit these requirements, except control 17 data pro-
tection. A summary of related controls is listed in Table 8.
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TABLE 8. Mapping requirements for other security controls sets.

In summary, the requirements identified by participants
for mitigation of foreign surveillance activities were clear.
Many of these are common to other scenarios, and have been
identified in information security best practice. A mapping
to three different cyber security standards is summarised in
Table 8.

This study found twenty-five Indonesian requirements for
state self-defence to mitigate foreign surveillance activities.
The requirements provide a series of significant notions of the
national interest. In this case, As stated in the preamble of the
1945 constitution of the Republic of Indonesia, Indonesia’s
national aspirations aim as follows3:
1) To protect the whole people of Indonesia and the entire

homeland of Indonesia (NI1).
2) To advance general prosperity (NI2).
3) To develop the nation’s intellectual life (NI3).
4) To contribute to the implementation of a world order

(NI4).
In addition, the implementation of state cyber defence
requirements may result in better means of mitigation of
foreign surveillance activities and increased public trust
in cyber security and privacy practices. The government
acknowledged that concrete steps are needed to meet and

3These four goals are in accordance with Indonesia’s national interests
(NI).

implement these main requirements. Encouraging in this
regard is the observation that some governmental institutions
have already started implementing some requirements as
described in the state self-defence framework. It is inevitable
that the implementation of improvements will take time and
may differ in details between organisations.
The outcome of the state cyber-defence requirements study

may be helpful to identify those requirements in national
security risk assessment that will potentially influence policy-
makers’ views on the mitigation of foreign surveillance. The
emphases placed on these requirements were prominent to
extend that panellists referred to them as ‘basic’ requirements
for state self-defence.
Beyond these requirements, it is difficult to order the

remaining factors universally across all four panels with
much statistical confidence. The panellists were also asked
to rate requirements statements on a sliding scale of ‘impor-
tance’. In doing so, panellists were allowed to state the same
requirements. These results were not useful for ranking pur-
poses, but did help to classify some requirements according to
their relative importance. Using this scale, three factors stood
out as receiving a high rating from all panels: (1) Security
Awareness, (2) Regulation on Lawful Interception, and (3)
Strong Leadership.
Given the importance attributed to these requirements,

there is certainly justification for further research to deter-
mine the means by which governments can ensure those
requirements can be implemented effectively in order to
mitigate foreign surveillance activities.

VI. CONCLUSION
We have described a variant of the wideband Delphi esti-
mation and traditional Delphi study, adapted to understand
policymakers’ requirements for state cyber-defence against
foreign intelligence surveillance. The variant includes three
rounds of the Delphi technique in order to achieve conver-
gence among experts, along with review and approval from
policymakers. Testing this method with the Indonesian gov-
ernment, we found that further rounds would have yielded
diminishing returns, particularly in terms of panellist partici-
pation.
Our Indonesian government, industry and academic expert

participants identified mitigation controls in relation to the
five-defence in depth elements: people, operations, technol-
ogy, governance and legal remedies.
The People element is a current weakness in Indonesia.

Creating a security mind-set and a culture of cyber secu-
rity awareness within the organisations are the biggest chal-
lenges. If ‘‘people are the weakest link’’ and ‘‘security is
only as good as its weakest link’’ [42], it means the gov-
ernment must better prepare society for information secu-
rity. This is due to the fact that people may also be the
greatest strength when organisations are able to develop a
culture of cyber security. Therefore, it is important to pro-
mote ethical behaviour and employee vigilance against cyber
threats.
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Our participants identified operational measures that
should be taken to protect critical information,
including a formal definition of national critical information
infrastructures. It is somewhat surprising that participants did
not present a consensus definition, which may be due to the
absence of a national cyber security strategy. We suggest
that the government should develop standards and incident
handling capabilities to deal with the threats discussed.

Security mechanisms are needed to protect critical infor-
mation infrastructures that may impact state sovereignty, and
people’s safety, prosperity, and well-being. The location and
potential path of classified information must be understood in
order to implement technical measures. This allows various
technical controls to be implemented to protect critical infor-
mation in layers.

A lack of strong leadership including governance and
coordination exists due to ambiguity concerning shared
responsibilities. The government should establish and main-
tain an information security governance framework to over-
come this.

Finally, even though Indonesia has passed a number
of laws addressing information security (the Telecommu-
nications Law Number 36 of 1999, the Information and
Electronic Transactions Law Number 11 of 2008, and the
Government Regulation on the Operation of Electronic Sys-
tems and Transactions Number 82 of 2012), Indonesia is
particularly weak in legal measures, especially lawful inter-
ception capabilities. A considerable effort has been made to
create the Bill concerning Lawful Interception, though it has
been a controversial addition to the laws because it contains
provisions that can harm human rights and privacy in commu-
nications. The government can carry out lawful interception
to protect and safeguard the state’s national interests as well
as to prevent crime in accordance with the laws. Therefore,
strong regulation is an essential part to protect the country
from threats and indeed part of strong defence.

The question remains whether the requirements identified
can be implemented effectively to mitigate passive communi-
cations surveillance. A controlled assessment in the areas of
people, operations, technology, governance, and legal reme-
dies for defence in depth will be required to implement the
selected requirements. Responsible stakeholders will need
to be identified, and the requirements linked with exam-
ple control references such as existing regulation, standards,
guidelines, and practices.

In future investigations, it might be possible to further
develop our variant Delphi approach to investigate to what
extent governments can protect national security and privacy
in cyberspace, and to examine the fundamental and essential
elements of sovereignty in cyberspace.
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