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"symbolic" means that Casper will produce its own values
to represent the results of the function applications.

#Actual Variables declares all variables and
their corresponding types, used in defining
the actual system to be verified.

Intruder’s initial knowledge.

#Specification defines the requirements of the protocol to be verified.

#Free Variables

A, B : Agent
S : Server
na, nb : Nonce
kab : SessionKey
SKey : Agent -> ServerKey
InverseKeys = (SKey, SKey), (kab, kab)

#Processes

INITIATOR(A, na) knows SKey(A)
RESPONDER(B, S, nb) knows SKey(B)
SERVER(S, kab) knows SKey

#Protocol description

0.    -> A : B

1.  A -> B : na
2.  B -> S : nb, {A, na}{SKey(B)}
3.  S -> A : nb, {B, kab, na}{SKey(A)}
4.  S -> B : nb, {A, kab, nb}{SKey(B)}
5.  A -> B : {nb}{kab}

# Specification

Agreement(B, A, [])

#Actual Variables

Alice, Mallory : Agent

Sam : Server
Na, Nb, Nm : Nonce
Kab : SessionKey
InverseKeys = (Kab, Kab)

#Functions

symbolic SKey

#System

INITIATOR(Alice, Na)
RESPONDER(Alice, Sam, Nb)
SERVER(Sam, Kab)

#Intruder Information

Intruder = Mallory
IntruderKnowledge = {Alice, Sam, Mallory, Nm, SKey(Mallory)}

#System defines the actual system to be verified.
In this case, our system is composed of one instance of
each agent process running in parallel with each other
(where each process can only perform one run).

taking part.  The first parameter of each
#Processes declares all the agent processes

process represents their identity.

Intruder’s identity within the system.

#Free Variables declares all variables and
their corresponding types, used in defining
the first part of the Casper script (in this case,
agent processes, protocol description and
specifications) together with inverse keys.
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Optional:  User can choose whether agents can
withdraw at any point during a run or not.

#Free Variables

A, B : Agent
S : Server
na, nb : Nonce
kab : SessionKey
SKey : Agent -> ServerKey
InverseKeys = (SKey, SKey), (kab, kab)

#Processes

#Protocol description

0.    -> A : B

1.  A -> B : na
2.  B -> S : nb, {A, na}{SKey(B)}
3.  S -> A : nb, {B, kab, na}{SKey(A)}
4.  S -> B : nb, {A, kab, nb}{SKey(B)}
5.  A -> B : {nb}{kab}

# Specification

Agreement(B, A, [])

#Actual Variables

Alice, Mallory : Agent

Sam : Server

NBp : Nonce
NBs : Nonce

KBp : SessionKey
KBs : SessionKey

INITIATOR(A) knows SKey(A)

SERVER(S) knows SKey
RESPONDER(B, S) knows SKey(B)generates nb

generates kab

N1, N2, N3 : Nonce

K1, K2, K3 : SessionKey

InverseKeys = (K1, K1), (K2, K2), (K3, K3), (KBp, KBp), (KBs, KBs)

generates na

(Foreground)
(KnownBackground)
(UnknownBackground)

(Foreground)
(KnownBackground)
(UnknownBackground)

#Functions

symbolic SKey

#System

INITIATOR(Alice)
RESPONDER(Alice, Sam)

Declared foreground values used by

generate the continous source of fresh values.

WithdrawOption = True / False

captured within the intruder process.
Functionality of SERVER process is to be

#Intruder Information

Intruder = Mallory
IntruderKnowledge = {Alice, Sam, Mallory, NBp, KBp, SKey(Mallory)}

IntruderProcesses = SERVER

manager processes.
freshly supplied by the
Values for na, nb, kab will be

Background values

mechanism.
used for the recycling

the corresponding manager processes to
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