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List Creation

(∃!y′x′.Π ∧ E #→x′ ∗ x′ #→F ∗Σ) ! (∃!y′.Π ∧ ls (E,F ) ∗Σ)
(when x′ &∈ FV(Π,Σ, E, F ))

(∃!y′x′.Π ∧ ls (E, x′) ∗ ls (x′, F ) ∗Σ) ! (∃!y′.Π ∧ ls (E,F ) ∗Σ)
(when y′ &∈ FV(Π,Σ, E, F ))

(∃!y′x′.Π ∧ x′ #→F ∗Σ) ! (∃!y′.Π ∧ true ∗Σ)
(when x′ &∈ FV(Π,Σ))

(∃!y′x′. x′=E ∧Π ∧Σ) ! (∃!y′. (Π ∧Σ)[E/x′])

∃x′x′′y′. x#→x′ ∗ x′ #→x′′ ∗ ls (x′′, 0) ∗ y′ #→0
!

∃x′′y′. ls (x, x′′) ∗ ls (x′′, 0) ∗ y′ #→0
!

∃y′. ls (x, 0) ∗ y′ #→0
!

ls (x, 0) ∗ true

2 Proofs

{emp}
x=0;n=0;

INV : ls (x, 0)
while (NONDET) {
{ls (x, 0)}
t=malloc(2);
{(t #→ , ) ∗ ls (x, 0)}
∗(t + 1)=x; ∗t=n;n=n+1;
{(t #→ , x) ∗ ls (x, 0)}
x=t;
{ls (x, 0)}

}
{ls (x, 0)}
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6

({P}k{Q} =⇒ {A}C{B}) ∧ {P ∗R}D{Q ∗R}
=⇒ {A ∗R}let k=D inC{B ∗R}

{P}k{Q} =⇒ {A}C{B}
{P ∗R}k{Q ∗R} =⇒ {A ∗R}C{B ∗R} Side Condition

{P}t=malloc(2){(t $→ , ) ∗ P}
(when t &∈ FV(P ))
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extern struct kmem_cache kmalloc_caches[PAGE_SHIFT + 1];

/∗
130 ∗ Sorry that the following has to be that ugly but some versions of GCC
∗ have trouble with constant propagation and loops.
∗/

static __always_inline int kmalloc_index(size_t size)
{

135 if (!size)
return 0;

if (size <= KMALLOC_MIN_SIZE)
return KMALLOC_SHIFT_LOW;

140

#if KMALLOC_MIN_SIZE <= 64
if (size > 64 && size <= 96)

return 1;
if (size > 128 && size <= 192)

145 return 2;
#endif

if (size <= 8) return 3;
if (size <= 16) return 4;
if (size <= 32) return 5;

150 if (size <= 64) return 6;
if (size <= 128) return 7;
if (size <= 256) return 8;
if (size <= 512) return 9;
if (size <= 1024) return 10;

155 if (size <= 2 ∗ 1024) return 11;
if (size <= 4 ∗ 1024) return 12;

/∗
∗ The following is only needed to support architectures with a larger page
∗ size than 4k.

160 ∗/
if (size <= 8 ∗ 1024) return 13;
if (size <= 16 ∗ 1024) return 14;
if (size <= 32 ∗ 1024) return 15;
if (size <= 64 ∗ 1024) return 16;

165 if (size <= 128 ∗ 1024) return 17;
if (size <= 256 ∗ 1024) return 18;
if (size <= 512 ∗ 1024) return 19;
if (size <= 1024 ∗ 1024) return 20;
if (size <= 2 ∗ 1024 ∗ 1024) return 21;

170 return 1;

/∗
∗ What we really wanted to do and cannot do because of compiler issues is:
∗ int i;

175 ∗ for (i = KMALLOC_SHIFT_LOW; i <= KMALLOC_SHIFT_HIGH; i++)
∗ if (size <= (1 << i))
∗ return i;
∗/

}
180

/∗
∗ Find the slab cache for a given combination of allocation flags and size.
∗
∗ This ought to end up with a global pointer to the right cache

185 ∗ in kmalloc_caches.
∗/

static __always_inline struct kmem_cache ∗kmalloc_slab(size_t size)
{

int index = kmalloc_index(size);
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unsigned long x;
65 };

/∗
∗ Slab cache management.
∗/

70 struct kmem_cache {
/∗ Used for retriving partial slabs etc ∗/
unsigned long flags;
int size; /∗ The size of an object including meta data ∗/
int objsize; /∗ The size of an object without meta data ∗/

75 int offset; /∗ Free pointer offset. ∗/
struct kmem_cache_order_objects oo;

/∗
∗ Avoid an extra cache line for UP, SMP and for the node local to

80 ∗ struct kmem_cache.
∗/

struct kmem_cache_node local_node;

/∗ Allocation and freeing of slabs ∗/
85 struct kmem_cache_order_objects max;

struct kmem_cache_order_objects min;
gfp_t allocflags; /∗ gfp flags to use on each alloc ∗/
int refcount; /∗ Refcount for slab cache destroy ∗/
void (∗ ctor)(void ∗ );

90 int inuse; /∗ Offset to metadata ∗/
int align; /∗ Alignment ∗/
const char ∗name; /∗ Name (only for display!) ∗/
struct list_head list; /∗ List of slab caches ∗/

#ifdef CONFIG_SLUB_DEBUG
95 struct kobject kobj; /∗ For sysfs ∗/

#endif

#ifdef CONFIG_NUMA
/∗

100 ∗ Defragmentation by allocating from a remote node.
∗/

int remote_node_defrag_ratio;
struct kmem_cache_node ∗node[MAX_NUMNODES];

#endif
105 #ifdef CONFIG_SMP

struct kmem_cache_cpu ∗ cpu_slab[NR_CPUS];
#else

struct kmem_cache_cpu cpu_slab;
#endif

110 };

/∗
∗ Kmalloc subsystem.
∗/

115 #if defined(ARCH_KMALLOC_MINALIGN) && ARCH_KMALLOC_MINALIGN > 8
#define KMALLOC_MIN_SIZE ARCH_KMALLOC_MINALIGN
#else
#define KMALLOC_MIN_SIZE 8
#endif

120

#define KMALLOC_SHIFT_LOW ilog2(KMALLOC_MIN_SIZE)

/∗
∗ We keep the general caches in an array of slab caches that are used for

125 ∗ 2ˆx bytes of allocations.
∗/
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∗/
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.... and about 19 fields ....

unsigned long x;
65 };

/∗
∗ Slab cache management.
∗/

70 struct kmem_cache {
/∗ Used for retriving partial slabs etc ∗/
unsigned long flags;
int size; /∗ The size of an object including meta data ∗/
int objsize; /∗ The size of an object without meta data ∗/

75 int offset; /∗ Free pointer offset. ∗/
struct kmem_cache_order_objects oo;

/∗
∗ Avoid an extra cache line for UP, SMP and for the node local to

80 ∗ struct kmem_cache.
∗/

struct kmem_cache_node local_node;

/∗ Allocation and freeing of slabs ∗/
85 struct kmem_cache_order_objects max;

struct kmem_cache_order_objects min;
gfp_t allocflags; /∗ gfp flags to use on each alloc ∗/
int refcount; /∗ Refcount for slab cache destroy ∗/
void (∗ ctor)(void ∗ );

90 int inuse; /∗ Offset to metadata ∗/
int align; /∗ Alignment ∗/
const char ∗name; /∗ Name (only for display!) ∗/
struct list_head list; /∗ List of slab caches ∗/

#ifdef CONFIG_SLUB_DEBUG
95 struct kobject kobj; /∗ For sysfs ∗/

#endif

#ifdef CONFIG_NUMA
/∗

100 ∗ Defragmentation by allocating from a remote node.
∗/

int remote_node_defrag_ratio;
struct kmem_cache_node ∗node[MAX_NUMNODES];

#endif
105 #ifdef CONFIG_SMP

struct kmem_cache_cpu ∗ cpu_slab[NR_CPUS];
#else

struct kmem_cache_cpu cpu_slab;
#endif

110 };

/∗
∗ Kmalloc subsystem.
∗/

115 #if defined(ARCH_KMALLOC_MINALIGN) && ARCH_KMALLOC_MINALIGN > 8
#define KMALLOC_MIN_SIZE ARCH_KMALLOC_MINALIGN
#else
#define KMALLOC_MIN_SIZE 8
#endif

120

#define KMALLOC_SHIFT_LOW ilog2(KMALLOC_MIN_SIZE)

/∗
∗ We keep the general caches in an array of slab caches that are used for

125 ∗ 2ˆx bytes of allocations.
∗/

2 linux/include/linux/slub_def.h (v2.6.27)

unsigned long x;
65 };

/∗
∗ Slab cache management.
∗/

70 struct kmem_cache {
/∗ Used for retriving partial slabs etc ∗/
unsigned long flags;
int size; /∗ The size of an object including meta data ∗/
int objsize; /∗ The size of an object without meta data ∗/

75 int offset; /∗ Free pointer offset. ∗/
struct kmem_cache_order_objects oo;

/∗
∗ Avoid an extra cache line for UP, SMP and for the node local to

80 ∗ struct kmem_cache.
∗/

struct kmem_cache_node local_node;

/∗ Allocation and freeing of slabs ∗/
85 struct kmem_cache_order_objects max;

struct kmem_cache_order_objects min;
gfp_t allocflags; /∗ gfp flags to use on each alloc ∗/
int refcount; /∗ Refcount for slab cache destroy ∗/
void (∗ ctor)(void ∗ );

90 int inuse; /∗ Offset to metadata ∗/
int align; /∗ Alignment ∗/
const char ∗name; /∗ Name (only for display!) ∗/
struct list_head list; /∗ List of slab caches ∗/

#ifdef CONFIG_SLUB_DEBUG
95 struct kobject kobj; /∗ For sysfs ∗/

#endif

#ifdef CONFIG_NUMA
/∗

100 ∗ Defragmentation by allocating from a remote node.
∗/

int remote_node_defrag_ratio;
struct kmem_cache_node ∗node[MAX_NUMNODES];

#endif
105 #ifdef CONFIG_SMP

struct kmem_cache_cpu ∗ cpu_slab[NR_CPUS];
#else

struct kmem_cache_cpu cpu_slab;
#endif

110 };

/∗
∗ Kmalloc subsystem.
∗/

115 #if defined(ARCH_KMALLOC_MINALIGN) && ARCH_KMALLOC_MINALIGN > 8
#define KMALLOC_MIN_SIZE ARCH_KMALLOC_MINALIGN
#else
#define KMALLOC_MIN_SIZE 8
#endif

120

#define KMALLOC_SHIFT_LOW ilog2(KMALLOC_MIN_SIZE)

/∗
∗ We keep the general caches in an array of slab caches that are used for

125 ∗ 2ˆx bytes of allocations.
∗/

2 linux/include/linux/slub_def.h (v2.6.27)

List Creation

1. Can we ignore internal data 
structures of malloc?

2. What about code pointers?

3. What if code pointers?

(∃!y′x′.Π ∧ E #→x′ ∗ x′ #→F ∗Σ) ! (∃!y′.Π ∧ ls (E,F ) ∗Σ)
(when x′ &∈ FV(Π,Σ, E, F ))

(∃!y′x′.Π ∧ ls (E, x′) ∗ ls (x′, F ) ∗Σ) ! (∃!y′.Π ∧ ls (E,F ) ∗Σ)
(when y′ &∈ FV(Π,Σ, E, F ))

(∃!y′x′.Π ∧ x′ #→F ∗Σ) ! (∃!y′.Π ∧ true ∗Σ)
(when x′ &∈ FV(Π,Σ))

(∃!y′x′. x′=E ∧Π ∧Σ) ! (∃!y′. (Π ∧Σ)[E/x′])

∃x′x′′y′. x#→x′ ∗ x′ #→x′′ ∗ ls (x′′, 0) ∗ y′ #→0
!

∃x′′y′. ls (x, x′′) ∗ ls (x′′, 0) ∗ y′ #→0
!

∃y′. ls (x, 0) ∗ y′ #→0
!

ls (x, 0) ∗ true

2 Proofs

{emp}
x=0;n=0;

INV : ls (x, 0)
while (NONDET) {
{ls (x, 0)}
t=malloc(2);
{(t #→ , ) ∗ ls (x, 0)}
∗(t + 1)=x; ∗t=n;n=n+1;
{(t #→ , x) ∗ ls (x, 0)}
x=t;
{ls (x, 0)}

}
{ls (x, 0)}
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extern struct kmem_cache kmalloc_caches[PAGE_SHIFT + 1];

/∗
130 ∗ Sorry that the following has to be that ugly but some versions of GCC
∗ have trouble with constant propagation and loops.
∗/

static __always_inline int kmalloc_index(size_t size)
{

135 if (!size)
return 0;

if (size <= KMALLOC_MIN_SIZE)
return KMALLOC_SHIFT_LOW;

140

#if KMALLOC_MIN_SIZE <= 64
if (size > 64 && size <= 96)

return 1;
if (size > 128 && size <= 192)

145 return 2;
#endif

if (size <= 8) return 3;
if (size <= 16) return 4;
if (size <= 32) return 5;

150 if (size <= 64) return 6;
if (size <= 128) return 7;
if (size <= 256) return 8;
if (size <= 512) return 9;
if (size <= 1024) return 10;

155 if (size <= 2 ∗ 1024) return 11;
if (size <= 4 ∗ 1024) return 12;

/∗
∗ The following is only needed to support architectures with a larger page
∗ size than 4k.

160 ∗/
if (size <= 8 ∗ 1024) return 13;
if (size <= 16 ∗ 1024) return 14;
if (size <= 32 ∗ 1024) return 15;
if (size <= 64 ∗ 1024) return 16;

165 if (size <= 128 ∗ 1024) return 17;
if (size <= 256 ∗ 1024) return 18;
if (size <= 512 ∗ 1024) return 19;
if (size <= 1024 ∗ 1024) return 20;
if (size <= 2 ∗ 1024 ∗ 1024) return 21;

170 return 1;

/∗
∗ What we really wanted to do and cannot do because of compiler issues is:
∗ int i;

175 ∗ for (i = KMALLOC_SHIFT_LOW; i <= KMALLOC_SHIFT_HIGH; i++)
∗ if (size <= (1 << i))
∗ return i;
∗/

}
180

/∗
∗ Find the slab cache for a given combination of allocation flags and size.
∗
∗ This ought to end up with a global pointer to the right cache

185 ∗ in kmalloc_caches.
∗/

static __always_inline struct kmem_cache ∗kmalloc_slab(size_t size)
{

int index = kmalloc_index(size);
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unsigned long x;
65 };

/∗
∗ Slab cache management.
∗/

70 struct kmem_cache {
/∗ Used for retriving partial slabs etc ∗/
unsigned long flags;
int size; /∗ The size of an object including meta data ∗/
int objsize; /∗ The size of an object without meta data ∗/

75 int offset; /∗ Free pointer offset. ∗/
struct kmem_cache_order_objects oo;

/∗
∗ Avoid an extra cache line for UP, SMP and for the node local to

80 ∗ struct kmem_cache.
∗/

struct kmem_cache_node local_node;

/∗ Allocation and freeing of slabs ∗/
85 struct kmem_cache_order_objects max;

struct kmem_cache_order_objects min;
gfp_t allocflags; /∗ gfp flags to use on each alloc ∗/
int refcount; /∗ Refcount for slab cache destroy ∗/
void (∗ ctor)(void ∗ );

90 int inuse; /∗ Offset to metadata ∗/
int align; /∗ Alignment ∗/
const char ∗name; /∗ Name (only for display!) ∗/
struct list_head list; /∗ List of slab caches ∗/

#ifdef CONFIG_SLUB_DEBUG
95 struct kobject kobj; /∗ For sysfs ∗/

#endif

#ifdef CONFIG_NUMA
/∗

100 ∗ Defragmentation by allocating from a remote node.
∗/

int remote_node_defrag_ratio;
struct kmem_cache_node ∗node[MAX_NUMNODES];

#endif
105 #ifdef CONFIG_SMP

struct kmem_cache_cpu ∗ cpu_slab[NR_CPUS];
#else

struct kmem_cache_cpu cpu_slab;
#endif

110 };

/∗
∗ Kmalloc subsystem.
∗/

115 #if defined(ARCH_KMALLOC_MINALIGN) && ARCH_KMALLOC_MINALIGN > 8
#define KMALLOC_MIN_SIZE ARCH_KMALLOC_MINALIGN
#else
#define KMALLOC_MIN_SIZE 8
#endif

120

#define KMALLOC_SHIFT_LOW ilog2(KMALLOC_MIN_SIZE)

/∗
∗ We keep the general caches in an array of slab caches that are used for

125 ∗ 2ˆx bytes of allocations.
∗/
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1. Can we ignore internal data 
structures of malloc?

2. What about code pointers?

3. What if malloc is updated?



Topics of the Course

1. Can we ignore internal data 
structures of malloc?

2. What about code pointers?

3. What if malloc is updated?

1. Higher-order Frame 
Rule.

2. General References.

3. Relational Reading 
of Sep. Logic.

4. Higher-order Sep. 
Logic.



Outcome of Today’s Lectures

• Be able to use HO frame rules and describe how it is 
related to information hiding.

• Learn one semantic technique: resource Kripke 
semantics. 
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Toy Memory Manager
mallocx

freex

f

nil

global var x

• Implementation

• Specification

({P}k{Q} =⇒ {A}C{B}) ∧ {P ∗R}D{Q ∗R}
=⇒ {A ∗R}let k=D inC{B ∗R}

{P}k{Q} =⇒ {A}C{B}
{P ∗R}k{Q ∗R} =⇒ {A ∗R}C{B ∗R} Side Condition

{P}t=malloc(2){(t $→ , ) ∗ P}
(when t &∈ FV(P ))

P ::= ...

ϕ ::= {P}M{Q} | ϕ ⇒ ϕ | ϕ ∧ ϕ | ∀x.ϕ | ∀k. ϕ | . . . | ϕ⊗ P

{A}k{B} ⇒ {P}C{Q}
{A ∗R}k{B ∗R} ⇒ {P ∗R}C{Q ∗R} Cond. on Vars

{A}k{B} ⇒ {P}C{Q} {A ∗R}D{B ∗R}
{P ∗R}let k=D in C{Q ∗R} Cond. on Vars

mallocx ::= if (f==nil) { x=new(); } else { x=f ; f=f→nxt ; }
freex ::= x→nxt=f ; f=x;

{emp ∗ list(f)}mallocx{(x$→ , ) ∗ list(f)}
{(x$→ , ) ∗ list(f)}freex{emp ∗ list(f)}
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Protection from Outside Interference

• Tie a cycle in the free list f.

• Cannot fill in ???:
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{emp}
∗x=x

{???}

8
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{x "→ , }
freex;
{emp}
∗x=x

{???}
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• Can derive the modular proc. call rule.

 Exercise:  Derive it.



Issues
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Storage Model

mallocx; freex; ∗x=x

{emp}
mallocx;
{x "→ , }
freex;
{emp}
∗x=x

{???}

Val = Locs ∪ {nil}
Heaps = Locs ⇀fin Vals× Vals

States = Heaps
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No ints. Location values only.
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Binary cells.



Storage Model
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No stack. Heap only.
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Higher-order Programs with 
Read-only Vars

(∃!y′x′.Π ∧ E #→x′ ∗ x′ #→F ∗Σ) ! (∃!y′.Π ∧ ls (E,F ) ∗Σ)
(when x′ &∈ FV(Π,Σ, E, F ))

(∃!y′x′.Π ∧ ls (E, x′) ∗ ls (x′, F ) ∗Σ) ! (∃!y′.Π ∧ ls (E,F ) ∗Σ)
(when y′ &∈ FV(Π,Σ, E, F ))

(∃!y′x′.Π ∧ x′ #→F ∗Σ) ! (∃!y′.Π ∧ true ∗Σ)
(when x′ &∈ FV(Π,Σ))

(∃!y′x′. x′=E ∧Π ∧Σ) ! (∃!y′. (Π ∧Σ)[E/x′])

∃x′x′′y′. x#→x′ ∗ x′ #→x′′ ∗ ls (x′′, 0) ∗ y′ #→0
!

∃x′′y′. ls (x, x′′) ∗ ls (x′′, 0) ∗ y′ #→0
!

∃y′. ls (x, 0) ∗ y′ #→0
!

ls (x, 0) ∗ true

2 Proofs

{emp}
x=0;n=0;

INV : ls (x, 0)
while (NONDET) {
{ls (x, 0)}
t=malloc(2);
{(t #→ , ) ∗ ls (x, 0)}
∗(t + 1)=x; ∗t=n;n=n+1;
{(t #→ , x) ∗ ls (x, 0)}
x=t;
{ls (x, 0)}

}
{ls (x, 0)}

τ ::= com | τ → τ

E ::= x | nil

M ::= let x=new inM | free(E) | let x=E.f inM | E.f :=E (f ∈ {0, 1})
| M ;M | if (E=E) M M

| k | λk:τ.M | M M | fix M
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Assertions and Specifications

{emp}
mallocx;
{x !→ , }
freex;
{emp}
∗x=x

{???}

Val = Locs ∪ {nil}
Heaps = Locs ⇀fin Vals× Vals

States = Heaps

P,Q ::= E !→F | emp | P ⇒ Q | P ∧Q | ∀x. P | P ∗Q | . . .

ϕ, ψ ::= {P}M{Q} | ϕ ⇒ ψ | ϕ ∧ ψ | ∀x.ϕ | ∀k. ϕ | ϕ⊗ P | . . .
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Assertions: 
1. Properties of states.
2. Contains x only.
3. Classical logic and separating connectives.
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Specifications: 
1. Properties of programs.
2. Contains x and k.
3. Intuitionistic logic and invariant extension.



Invariant Extension

• *-conjoin P to the pre/posts of all the triples in   .
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Question: Guess what the HO frame rule is.
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Second-order Frame Rule
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Second-order Frame Rule
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Third-order Frame Rule
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)
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HO Frame Rule
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(ϕ⊕ ψ)⊗ P ⇔ (ϕ⊗ P ⊕ ψ ⊗ P ) (where ⊕ ∈ {∧,∨,⇒})
(δ i. ϕ)⊗ P ⇔ (δ i. ϕ⊗ P ) (where δ ∈ {∀,∃}, i ∈ {x, k}, i /∈ FV(P ))

(
∀k. {P}k{Q}⇒{ A}C{B}

)
⊗R

⇔
(
∀k.

(
{P}k{Q}⇒{ A}C{B}

)
⊗R

)

⇔
(
∀k. {P}k{Q}⊗R ⇒ {A}C{B}⊗R

)

⇔
(
∀k. {P ∗R}k{Q ∗R}⇒{ A ∗R}C{B ∗R}

)

ϕ ⇒ ϕ⊗ P

8

First-order Frame Rule

{emp}
mallocx;
{x !→ , }
freex;
{emp}
∗x=x

{???}

Val = Locs ∪ {nil}
Heaps = Locs ⇀fin Vals× Vals

States = Heaps

P,Q ::= E !→F | emp | P ⇒ Q | P ∧Q | ∀x. P | P ∗Q | . . .

ϕ, ψ ::= {P}M{Q} | ϕ ⇒ ψ | ϕ ∧ ψ | ∀x.ϕ | ∀k. ϕ | ϕ⊗ P | . . .

{A}M{B}⊗ P ⇔ {A ∗ P}M{B ∗ P}
(ϕ⊕ ψ)⊗ P ⇔ (ϕ⊗ P ⊕ ψ ⊗ P ) (where ⊕ ∈ {∧,∨,⇒})
(δ i. ϕ)⊗ P ⇔ (δ i. ϕ⊗ P ) (where δ ∈ {∀,∃}, i ∈ {x, k}, i /∈ FV(P ))

(
∀k. {P}k{Q}⇒{ A}C{B}

)
⊗R

⇔
(
∀k.

(
{P}k{Q}⇒{ A}C{B}

)
⊗R

)

⇔
(
∀k. {P}k{Q}⊗R ⇒ {A}C{B}⊗R

)

⇔
(
∀k. {P ∗R}k{Q ∗R}⇒{ A ∗R}C{B ∗R}

)

ϕ ⇒ ϕ⊗ P

{P}M{Q}

⇒ {P}M{Q}⊗R

⇒ {P ∗R}M{Q ∗R}

8

Second-order Frame Rule

{emp}
mallocx;
{x !→ , }
freex;
{emp}
∗x=x

{???}

Val = Locs ∪ {nil}
Heaps = Locs ⇀fin Vals× Vals

States = Heaps

P,Q ::= E !→F | emp | P ⇒ Q | P ∧Q | ∀x. P | P ∗Q | . . .

ϕ, ψ ::= {P}M{Q} | ϕ ⇒ ψ | ϕ ∧ ψ | ∀x.ϕ | ∀k. ϕ | ϕ⊗ P | . . .

{A}M{B}⊗ P ⇔ {A ∗ P}M{B ∗ P}
(ϕ⊕ ψ)⊗ P ⇔ (ϕ⊗ P ⊕ ψ ⊗ P ) (where ⊕ ∈ {∧,∨,⇒})
(δ i. ϕ)⊗ P ⇔ (δ i. ϕ⊗ P ) (where δ ∈ {∀,∃}, i ∈ {x, k}, i /∈ FV(P ))

(
∀k. {P}k{Q} ⇒ {A}C{B}

)
⊗R

⇔
(
∀k.

(
{P}k{Q} ⇒ {A}C{B}

)
⊗R

)

⇔
(
∀k. {P}k{Q}⊗R ⇒ {A}C{B}⊗R

)

⇔
(
∀k. {P ∗R}k{Q ∗R} ⇒ {A ∗R}C{B ∗R}

)

ϕ ⇒ ϕ⊗ P

{P}M{Q}

⇒ {P}M{Q}⊗R

⇒ {P ∗R}M{Q ∗R}
(
{P}k{Q} ⇒ {A}C{B})

⇒
(
{P}k{Q} ⇒ {A}C{B})⊗R

⇒
(
{P}k{Q}⊗R ⇒ {A}C{B}⊗R

)

⇒
(
{P ∗R}k{Q ∗R} ⇒ {A ∗R}C{B ∗R}

)

8

Third-order Frame Rule
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

9



Soundness

• Not trivial. Reynolds’s counter-example.

• Two positions for the soundness proof.

• Standard semantics. Hard work.

• Non-standard semantics. Less work.



• η gives the meaning of k and μ the meaning of x.

• Resource Kripke world:

• Sample semantic clauses:

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

9

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

9

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

η, µ, w |= ϕ ⇒ ψ iff ∀w′. if w′ ( w and η, µ, w′ |= ϕ, then η, µ, w′ |= ψ

η, µ, w |= ϕ⊗ P iff η, µ, (w ∗ [[P ]]µ) |= ϕ
(where [[P ]]µ = {h | µ, h |= P})

9

Trick : Resource Kripke Semantics



Trick : Resource Kripke Semantics

• η gives the meaning of k and μ the meaning of x.

• Resource Kripke world:

• Sample semantic clauses:

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

9

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

9

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

η, µ, w |= ϕ ⇒ ψ iff ∀w′. if w′ ( w and η, µ, w′ |= ϕ, then η, µ, w′ |= ψ

η, µ, w |= ϕ⊗ P iff η, µ, (w ∗ [[P ]]µ) |= ϕ
(where [[P ]]µ = {h | µ, h |= P})

9



• η gives the meaning of k and μ the meaning of x.

• Resource Kripke world:

• Use standard semantics of intuitionistic logic:

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

9

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

9

Trick : Resource Kripke Semantics
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

η, µ, w |= ϕ ⇒ ψ iff ∀w′. if w′ ( w and (η, µ, w′ |= ϕ), then η, µ, w′ |= ψ

iff ∀w0. if (η, µ, w ∗ w0 |= ϕ), then (η, µ, w ∗ w0 |= ψ)

η, µ, w |= ϕ⊗ P iff η, µ, (w ∗ [[P ]]µ) |= ϕ
(where [[P ]]µ = {h | µ, h |= P})

9



• η gives the meaning of k and μ the meaning of x.

• Resource Kripke world:

• Use standard semantics of intuitionistic logic:

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

9

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

9

Standard Kripke 
Semantics

Trick : Resource Kripke Semantics
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

η, µ, w |= ϕ ⇒ ψ iff ∀w′. if w′ ( w and (η, µ, w′ |= ϕ), then η, µ, w′ |= ψ

iff ∀w0. if (η, µ, w ∗ w0 |= ϕ), then (η, µ, w ∗ w0 |= ψ)

η, µ, w |= ϕ⊗ P iff η, µ, (w ∗ [[P ]]µ) |= ϕ
(where [[P ]]µ = {h | µ, h |= P})

9



• η gives the meaning of k and μ the meaning of x.

• Resource Kripke world:

• Use standard semantics of intuitionistic logic:

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

9

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

9

Trick : Resource Kripke Semantics
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

η, µ, w |= ϕ ⇒ ψ iff ∀w′. if w′ ( w and (η, µ, w′ |= ϕ), then η, µ, w′ |= ψ

iff ∀w0. if (η, µ, w ∗ w0 |= ϕ), then (η, µ, w ∗ w0 |= ψ)

η, µ, w |= ϕ⊗ P iff η, µ, (w ∗ [[P ]]µ) |= ϕ
(where [[P ]]µ = {h | µ, h |= P})

9

World keeps all 
the extensions.



Trick : Resource Kripke Semantics

• η gives the meaning of k and μ the meaning of x.

• Resource Kripke world:

• Use standard semantics of intuitionistic logic:

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

9

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

9

 Exercise 1:  Prove the HO frame rule.
     [Hint: Use the Kripke monotonicity.]
 Exercise 2:  Prove the distribution rule for ⇒.

((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)

⇒
((
∀k′. {P}k′{Q} ⇒ {P ′}k(k′){Q′}

)
⇒ {A}M{B}

)
⊗R

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′ ∗R}k(k′){Q′ ∗R}

)
⇒ {A ∗R}M{B ∗R}

)

⇒
((
∀k′. {P ∗R}k′{Q ∗R} ⇒ {P ′}k(k′){Q′}

)
⇒ {A ∗R}M{B ∗R}

)

η, µ, w |= ϕ

w ∈ P(Heaps), w & w′ iff ∃w0. w ∗ w0 = w′.

η, µ, w |= ϕ ⇒ ψ iff ∀w′. if w′ ( w and (η, µ, w′ |= ϕ), then η, µ, w′ |= ψ

iff ∀w0. if (η, µ, w ∗ w0 |= ϕ), then (η, µ, w ∗ w0 |= ψ)

η, µ, w |= ϕ⊗ P iff η, µ, (w ∗ [[P ]]µ) |= ϕ
(where [[P ]]µ = {h | µ, h |= P})

9



HW

• Define the semantics of triples.

• Prove the distribution rule holds for the triples.

• Prove basic rules, such as the rule for free(E).



Recipe for Adding HO Frame Rules

1. Pick resource Kripke worlds.

1) Select a monoid (W, 0, +)

2) Resource order on W:  w⊑w’   iff   ∃w’’.  w’=w+w’’.

2. Externalize + by introducing a connective to your logic.

3. Use the standard intuitionistic semantics.

4. Hack the meaning of basic constructs, such as triples. 



1. Can we ignore internal data 
structures of malloc?

2. What about code pointers?

3. What if malloc is updated?

1. Higher-order Frame 
Rule.

2. General References.

3. Relational Reading 
of Sep. Logic.

4. Higher-order Sep. 
Logic.

Tomorrow



1. Can we ignore internal data 
structures of malloc?

2. What about code pointers?

3. What if malloc is updated?

1. Higher-order Frame 
Rule.

2. General References.

3. Relational Reading 
of Sep. Logic.

4. Higher-order Sep. 
Logic.

Reference:
   POPL04/Journal (O’Hearn, Yang, Reynolds)
   FOSSACS07/Journal (Birkedal, Yang)

Tomorrow


