Functional Cryptography

September



Introduction.
Cryptography

11

1.2

13

21

22

2.3

24

25

2.6

31

3.2

3.3

4.1

4.2

51

111
112
113
114

121
122
123
124
125

211

221

231
232
233

251
252

311
312
3.13
314

321
322
3.23
3.24
3.25
Probl

41.1

413
414

421

511
512
513

Ciphers

Lists

Why
Hugs

Words

Contents

aysis

12

13

14

15

17

25

26

28

29



5.2
521
5.2.2  Encrypting
5.3
531
5.3.2
5.4
54.1
5.4.2
6.
6.1
6.1.1
6.1.2  Exponentiation
6.1.3
6.1.4
6.1.5
6.2
6.2.1
6.2.3
6.2.4
6.3
6.3.1
6.3.2
6.4
6.4.1
7. Elgam
7.1
711
7.12
7.13
721
7.2.2  Encryption
7.2.3  Decryption
7.3
731
732 GHC
8. Conclusions
8.1
8.2 Timings
8.3
8.4
8.5 Acknowledgements
Bibliography

Contents

31

34

38

39

43

46

47

49

50

53

55
56
57
57
57

58
59
69
72
73



I ntroduction

algorithms.

implementations.

Cryptography
1.1 Cryptography
111
encryption
decryption plaintext
ciphertext
ciphers  cipher
code
key key
Cracking breaking
1.1.2 Ciphers
e
M C k C
eM k d K
k M dCk deMk k
1.1.3

shou



114

1.2

Haskell
121

functional

type -

I nt eger
Bool True

1.2.2 Lists

head
[1,2,3]

tail

[a]

I ntroduction

Prelude

Char

list

1:2:3:[]

XS.
XS

I nt

XS

XS.

functions

String

XS

type

]



I ntroduction

n
[a..Db] a b
| engt
a,b

fol dr
[foldr1 foldl foldl1
atitb' e ]
123
chr
- snd fst(a, b)=a
- d

d X d

rem
be:
\ -

eg., \ -

124

Char

snd(a, b) =b

nmod

div

XS

abc

rem

quot

ys.

ord



I ntroduction

correctness.

first, list

125 Hugs

liter ate

1.3

progra

and



2.1

Suppose
Plaintext
Ciphertext

c-sCcsm m

211

capitalise:

c(s,

i sLower



i s\Want ed

i s\ant ed filter
i sUpper .
unchanged:
map.
caesar:
S
g
Mai n>



2.2

221

filter l ength freq
frequency letter

anal yse

[(3,°A),(1,'B),(1,°C),(2,°'D),(6"E),(L"F),(2,°G),(2"H), (2’
1), (1,°3%),(3,°K),(2,°L"),(1,"M),(2,"N),(4,'0),(2,"P),(1,°Q),(
2,"R),(1,"S),(2,'T),(2,°U), (1, V), (1,"W),(1,'X),(1,'Y),(1,'Z
)]

eem (6,'E) -



where;

N maxf st
OCCuUrs:.

IEI

max| et

23.1 Words



2.3.2

A

AM AN AS AT BE BY cCO DO EG GO HE
HI IE IN IS IT ME MR MY NO OF OH
K ON OP OR OX PH SO TO UP us WE

2.3.3
R,"OX","Pl","SO", "TO', "UP", "US", "WE"]
\
Thi [4, 19,0, 8,13, 14].
|etters:
flip

flip

words



"to"

oke

I en

n ben , n

Text

or"

wor ds

"be"]

10



maxf st naxpai r

decode:

| MAKLAGF"

[(2,°A),(0,"B),(0,°C),(0,°D),(0,"E),(2,"F),(5"°G),(0,"H), (1,°
1), (1,°3%),(2,"K), (7, L"), (1,"M), (0,"N),(0,"O), (0,"P), (0,"Q), (
0,'R),(1,'S),(2,"T),(0,"U),(0,'V),(4,"W),(0,'X),(0,'Y),(2,"'Z
)]

[6,0,6,6,6, 6]

11



back

- infn func
outfn
- infn func
S
and F
caesar SF
caesar caesar SS.

infn

12



par

filel filed

25.1

filed
b) file3 file3cae
(2
C) file3cae
letters.]
d) file2
[(24,"A),(6,'B),(12,'C),(11,'D),(0,'E),(7,"F),(7,'G),
(35,"1'),(1,"3'),(2,"K),(21," L"), (5 'M),(19,'N),(27,'0),
1,"Q),(12,"R),(26,'S),(23,'T"),(18,"U),(3,'V),(11,' W),
7,'Y),(0,'Z)]



2.5.2

file2cae

on)

14



Chapte

3.1

311

Key MARPL EMARPL EMARPLEM
Plaintext THEBODY! NTHEL| BRARY
Ciphertext FHVQZHKI EI SI XI SGLVK

monoal phabetic r).

312

capitalise caps nlett

- nlett

polyal phabetic

15



Chapte

nt

cycl e:

" FHVQZHKI El SI XI SGLVK"

3.13

Encrypting A B
Decrypting A Z

revl et

cdabcdabc
D E
X w

nlett

Vi g.

16



Chapte

"OAJLPW

HKI EI SI XI SGLVK"

" THEBODY!| NTHELI BRARY"

314

Des

Key MARPL EMARPL EMARPLEM
Plaintext THEBODY!| NTHEL| BRARY
Ciphertext ~ FHVQZHKI EI SI XI SGLVK

3.2

321

blanks.

A A A A

(@Ab Ab a

17



Chapte

text.
A
A
\
A
n
r:
ciphertext plaintext A key
key’
A -
3.2.2

18



Chapte

- A.
3.2.3
crib
FHVQZHKI EI SI XI SG_VK
Vi grev,
A

Ciphertext FHVQZHKI ElI SI XI SGLVK
Ciphertext FHVQZHKI EI SI XI SGLVK

characters.
- replen

19



Chapte

-2])
3
0
0
key position
-Kk):
criblist
filel filelcode -
filelcode -

[("w p'nj2Jgr",0,0), ("by(cl W ACKns0",0,1),("r!lagC "z1a",0,2),("*en| E
g68 0", 0, 3), ("ngsHasting", 8,4), ("l zdA ulygf7",0,5), ("gNcx7" +06A", 0, 6),
("Efw fn#?@",0,7), ("a~5khfsl}7",0,8), ("u<de’ 6\ ENQ 6v", 0, 9)]

criblist -

-1,-1)

20



Chapte

filelcode:

("ngsHasting", 8, 4)

[15s)
crib'
-1,-
filel:
"Hastings"
crib

"Ulvx| bd\ DEL"
"Hasti ngs"

324

string

crib'

21



Chapte

counted.

Finally:

file3code.

file3

-1)

22



3.25

length).

[i sText

[C<.2),(1,3),(1",2)

23



Chapte

- Character Position
Frequency).

where

xample:

[('<,2,10),('!",3,66),(";',2,10),('W,0,21),('0',2,105),(' h',1,15),(
*d',3,10),("\'",1,15), (' -',1,15), (' *',2,15), (' u',3,10)]

24



Chapte

file3code,

“Who! "

3.3

best

25



4.1

private key

411 Substitutio

26



TH EL- I T- XT- LE- GR- EY- CE- LX- LS
XM MB- AX- EX- BM VW TG WI- | M BO

XMMBAXEXBMVWTGWTIMBO.

4.1.3

4.1.4 -

Al ENDSKLZW

Plaintext

Sequence
Ciphertext:

27



42.1

pseu

trapdoor -

28



Haskell.

5.1
S  a,a,..4a, weights),
Xps Xg ey Xy x 1{03"1i, S= (xa)?
S A={a,...a}, X1 A S= x?
x1 X
5.1.1
bits.
eg.
- n
n



512

a,,a,,...,a, superincreasing

(a) uperincrea
xi A A={a}

5.1.3

axw n

t-1

"t(l<t£n),a > a

i=1



n

ambiguity.
w n
w
52
521
Fo
scanl
[0,1,3,6,10]
True
Fal se

31



[1,2,4,8]
Mai n>
[1,7,12,21, 43]

5.2.2 Encrypting

"11101"

M
"10010101"

ssary:

"00l1l1101"

"0010010101"

32



"10010101"

"110000111000101100011"

conbi ne

56

conbi ne
wher e

splitAt

codi ng

i nput

33



[ 86, 103, 86, 80, 76, 113, 76, 37, 14, 90, 113, 4, 109, 90]
(33

[ 86, 113,57, 14, 113, 74, 99, 84, 113, 127, 133, 10]

knapsack

- convert

test Sup XS

[ 92, 56, 135, 50, 5]

- - - ->[ I nteger]

Syntax:

[97, 190, 135, 282, 135, 50, 282, 148, 246, 61, 153, 288, 338, 241]

[97, 190, 135, 282, 135, 50, 282, 148, 246, 61, 153, 288, 338, 241]

5.3

34



531

ei
w n
di w e n
Fi
a b
@ rh=b
(b) o r a=qb+r
(c) d, I r,=)b= QZ‘H +,
(d) $k t.r,=0Ur_,*0
(e a b r,
gcd
a b-
a b b

( (o a b.

M3 = Okeafi-2 Hhea -1 = Mg ™ Ol 2

€p: Ny =0 ol 3t
M2 =Nea™ Oeolis N1 =Tes™ Oea(fes = O ol s)
a b.
a b
a=qgb+rn n=a-qgp
b=q,r +r1, r,=b- g,r,=b- g,(a- bg,) =-aqg, +b(1+q,q,)
=0, 1 r,=r.- o, =(a- qb)- q,(- ag, +b(1+0q,q,))
k a a- q a¢ q
at a k— aw k—2.

euc

35



w n w n W n

W euc Wn) n)
19
1
euc convert

[ 65, 34, 55, 22]

[5, 8, 15, 34]

5.3.2

convert

makebi n

string number).

undo makebi n

36



"111111000000011000001"

t odec
\ -
decode
Syntax:
decode
decl i st file fileshow read
Read
True

[ 137, 59, 744, 373, 198, 259, 166, 684]

37



54

54.1

requir

54.2

38



Ch

6.1
system.
6.1.1
Q.
n pg.
d P— Q-
e ed - -
e n.
n.
Encryption: M
C n)
Decryption:
M C n)

Suppose pisprimeand 1£ a< p a”' =1 (mod p)
M¢ M

M¢= C° (modn) = (Me)d (modn) = M* (modn)

ed =1 (mod(p- 1)(q- 1)), $/ ed =1+/(p- 1)(q- I
M¢= M*/ (P ED (modn) = M xM’ * 2@ (mod n)
Mce¢(modp)=Mx'@Y =M (modp) [1] heorem
M¢(modg) = MY =M (modqg)  [2] heorem
n=pq, Mc=M (modn)

39



Ch

6.1.2 Exponentiation

| oop P
X25 Xl 8 16.

power "

1936

1936

6.1.3

Usin

called

power

40



Ch

541

6.1.4

minutes.

-S)

41



Ch

Rabin-

True

bW ES

g k).

42



Ch

However,
Fal se
cells)

Fal se
86258463]
[ True, True, True, True, True]

cells)
computed.
6.1.5

ully.
p q
e
d -
P— q-

6.2

euc

d ep q
-1)*(g-1)

Syntax:
6.2.1

power

43



Ch

accum

6]
8386

bl ocks accum

[ 8386, 1453274]

chop



Ch

[*ab","cd","ef", "gh"]

[ n abcn , n def n , n ghn]

6.2.3

Syntax:

6.24 Testing

True

2,284])
True

fact or

964931

[ 1645685, 186203, 2341696, 2027503, 3286308, 3506632, 2536082, 2376872]

45



Ch

6.3

6.3.1

n ABII

unaccum

" ABXYZ"

bl ocks
6.3.2

decode

Syntax:

accum

46



Ch

139189231

[ 31478925, 11961319, 9744060, . . ... , 39001933, 90437329]

6.4

neces

6.4.1

are:
FP+268 2" +643

True

120937384, 2932, 23032673567, 257825782578] )
True

47749244432555561900726242552530468536075904054454582734426811054859768640070280980144
75956371853040860932906015547257210579086773998115122921884042937828524939708210034135
29285908225827778957507948998511288453248410729174757480917687018676239189937032982858
56691160895883383746739394983335620611512349584782390316001067217918564131036518530461
963975782714453200855787344792643909270800127590997799880071

n (37200+268) * (22 1024+643)

95498488865111123801452485105060937072151808108909165468853622109719537280140561960289

47



Ch

51912743670127859168565712939928317342393053323870706264921954420971033647869884907170
39309162282109109764295475594744979478629668282554138673502924180403865590391578410359
26532590821214163054276297778432335057120529158026573102659697760535502873207883847195
94278363875294481328253027423014340412932517653397775339589

filel
ns)
knap.lhs -
characters.
col |l ecti ons)
a=>[a] -

48



7.1

711

log,, ¥

x=log,y= logy, a

log

ay x p X
a* =y (mod p)

Logarithm

There
Pohlig-Hellman

7.1.2

y = g*(mod p)
encrypt M k K
p— - C

ab

a=g*(mod p) b=y*M (mod p)
decrypt ab

M = Bx(mod p)=b” a*(modp)=b” (a'l)x(mOd p)

a

a' be using Algorithm.

49



N

k k

b y‘M yM
N =—(mod p) = —(mod p) =~ (mod p) =
Comments:
7.1.3 Random

r,=s r,_,+t (mod n), o
random.c

Systems
S
7.2.1

euc
power

undo

31

k

M (mod p) = M (mod p)

P g X.

50



7.2.2 Encryption

122

[(482,135), (192, 361), (482,610)]

[ (482, 135), (192, 361)]

random
ks elg

P cpm

[5,7,11]

random-

Syntax:

random
random
filter

-1))

51



gy p
[ (342, 302), (408, 215), (358, 406)]

9]
[ (342, 630), (408, 481), (358, 535)]

[ (408, 28), (358, 406), (395, 428) , (530, 562) ]

Syntax:

5088
ells)

[ (4089, 14736), (14653, 5661), (11169, 10345) , (5559, 3580) , (3122, 3169), (136

0, 10615)]

7.2.3 Decryption

Syntax:

[ 9317, 13932, 14240, 11247, 14700, 100]

52



undo

Syntax:

7.3 Addit

731

p=2"""+643 x=3%+123, g=4"+7
Y.

155192139965914370597194870990263624288093832245103268634666391077300
157400416759176717221144011181919594586137356247178023628492845459923
039767181925861124890644349256939607051094352038808248321798161760868
444187694769167845745030125438274009611342411667831482320582030335332
188069994750785174924699826586425

filel.

53



732 GHC

Running:

pXxXg y
Mai n 1 ()
decodeFS
ecode. | hs

ghc

decode.

knap.lhs

54



Conclusions

8.1
bi n
++
reverse -
reverse
quot Rem quot
zeros
l ength
parameter.
i nput conbi ne
codi ng:
splitAt
t ake drop splitAt
XS

SS

rem

knapsack.

55



8.2 Timings
PG
decrypt
200
€ Y
-encryption
real 0.15
user 0.11
Sys 0.02
-decryption
real 1.16
user 0.31
Sys 0.07
Comments:

decryption.

Conclusions

filed

elge
0.21
0.17
0.02

elgd
0.18
0.13
0.02

elge

rsae
0.05
0.01
0.02

rsad
1.46
0.89
0.03

elgd).

timex

56



8.3

8.4

could

8.5 Acknowledgements

Conclusions

57



Bibliography

[BBS]

[Brd]

[DMS] Transformation.

[Dbn] -
[Ren]
primes i
[Sch]
[Sgh]
[Wsh]
Websites

[wi1] http://www.research.att.com/~amo/doc/crypto.html

[w2] http:://www.haskell.org

[LN1] - -
Applications

[P1] -

[P2] -

[P3]

pe 58



caesar.lhs

.n)

wo2++t wo3

59



vig.lhs

s))

60



newvig.lhs

- ’_1)

-2])

-k):

61



ng

_1)

62



knap.lhs

63



Zs

prine"

->[ I nteger]

64



rsa.lhs

-Mller

_S)

65



\a

-1)*(g-1)

66



elgamal.lhs

83648

67



-1))

68



crypt.m

CONST

VAR

BEG N

crib.m

CONST

VAR

BEG N

69



crackl.m

CONST

VAR

BEG N

70



crack2.m

CONST

VAR

BEG N

71



541

7919

72



filel

London.

Bal | .

file2

tell -

73



