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Concurrent Program Logics

Separation
Logic, 2001

Concurrent!
SL, 2004

RGSep &
SAGL, 200}

Deny-Guarantee,
2009

HOCAPR,I| CAPR,|
2011 2010

Increasing
Modularity:

Ownership & separatioh
Rely/guarantee

Hidden state

etc.
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CaReSL’s “protocols” [Turon et al. 2013]
concisely characterize the dynamically evolving
interference on some piece of shared state.
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le Problem

All these logics assume:
- unrestricted data races
- sequential consistency (SC)

lis Is not a realistic model of concurrency for
high-performance algorithms!
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Option #1: Prohibit data rades

® Makes sense for most cbde
F* Validates sed. optimizations

% DoesnOt help if we want td b
racy for high performance



X:=1 print y
y =2 print x
X =3 1/ 20

Option #2: Allow data races for certain varidbles

F* Good for hi-perf concurrent algorithms

% SC semantics Is too expensive to impleinent
on modern hardware (must add fentes)



X:=1 print y
y =2 print x
X:=3 1 20

Option #2: Allow data races for certain varidbles

F* Good for hi-perf concurrent algorithms

% SC semantics Is too expensive to impleinent
on modern hardware (must add fentes)

# Unnecessary in many cases: better to let
experts useeaker consistency semantics
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Nonatomics
(Data)

¥ Intended for most users
(data race-free)

¥ If no data races exist,
they behave as SC

¥ If data races exist,
all bets are 0"

¥ Validate standard
seguential optimizations

Atomics!

(Synchronization)

¥ Intended for experts
(data races permitted)

¥ Several consistency levels:

- Sd

Re
Re

Re

ease/acquire
ease/consurhe
axed

¥ Weaker consistency >
More reordering permitted
by compilers and hardware
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Our Contribution

GPS a OmodernO separation Ibgic
supporting a carefully restricted form of

- protocols

- ghost state

- ownership transfer
that Is sound for th€11 weak memory model

Our major focus Is showing how to reason abol
therelease-acquireonsistency mode.



Our Contribution

GPS a OmodernO separation Ibgic
supporting a carefully restricted form of

Takeaway

model
Separatlon logicanmake sense

¢ of (a form of) weak memory! ason hbot
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thereiease-acquireonsisency moae.



Circular Bu"erd
(Linux kernel)

{true} newBuffer() {q. Prod(q)! Cons(q)}
{Prod(q)! P(x)} tryProd(q,z) {z. Prod(q)! (2 =0# P(x))}
{Cons(q)} tryCons(q) {z.Cons(q)! (x=0# P(x))}

newBuffer () £ tryProd(q, x) ! tryCons (q) !
et g= alloc (N +2) let w=[qg+wi]a let w = [q+ Wiy
g+ Jue := O; let r =[g+ri]a let r=[qg+ri |a
g+ Wi]a := 0; let w' = w+1lmod N If w==rthen 0
g if w' ==7 then O elselet =z =|[g+b+r|y,
else [¢+b+wlha :=2; [g+r1i Jat :=r +1 modN;
[q+wilar :=w'; T

1



Nonatomics

{true} alloc pa(v) {x. x 1 v}

ST M= vt v

{0 — vt lpad{z. x=v*xl — v}

{P1} e1{Q1} { P2} e2{Q2} {Ple{z. Q}

{Pl#P2}91$ez{Q1#Q2} {P*R}e{xQ*R}



A Brief Introduction ta
Release/Acquire



DekkerOs Algorithm::

[X]at == 1 [Ylat =1
if [ylaa ==0then if [x]at ==0then
[* crit. section*/ [* crit. section*/




DekkerOs Algorithm::
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Under SC, both
threads can lose.
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print
print

X at

y

at

print
print

:y:
_X_ at

=

at

Both threads can print 1, O

No global total store ordering (unlike TSO)
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Message &5sing

T|na

37; || repeat [ylat end;
1;

o
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repeat |ylat end;
%] na
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If a thread sees a write,
it sees everything that
appened befdbethat writg



Messaged&ssing =

If a thread sees a write,
it sees everything that
appened befdbethat writg



Coherence

print

Xlat :=1 || [X]|at :=2

print

X at
_X_ at

print
print

X at
_X_ at

ia

Cannotgetl,2and?2, 1

Total store ordering at eaafdependentocation



Coherence e

R VA || o~ "Tt -X-at
o Ke ldea "
y nd2, 1

Leverage per-locatiozbherence
Totg for sound per-locatiomrotocolsation



Release/Acquire

. 2|l [Xlat := 37; || repeat [ylat end;
A4 ylat = 1 [X]at




Xlat := 37;
Ylat := 1;

Release/Acquire
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repeat [y]at end;
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Xlat := 37;
Ylat := 1;

Release/Acquire

aaa

[X]at := 37;
ylat = 1;

repeat [y]at end;
[X]at

X: 37



Protocol namedata

Protocol name’ag

X: 37



Protocol namedata

data0,2) ! z=0
X data(37,2) | z=37

Protocol nametag



Protocol namedata

data0,2) ! z=0
X data(37,2) | z=37

Protocol nametag

lag(0,2)! z=0
Y ‘_"? lag(1,2)! z=1"
3/
'



Resourcegs.Knowledge

(e v [Ls[7)
~—

Lower bound:;
No stability check!



Resourcegs.Knowledge




Operation Gain Lose
Read Knowledge -
Write - Resources
CAS: Succesy Resources Resources

CAS: Fallure

Knowledge
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Acquire Reads

% &, s. Y. #(s',2) " @,

s #}["]at {Z(S' " s | #I|H



Acquire Reads
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Acquire Reads

New state

|
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Lower bound



Acquire Reads

New state Interpretation
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Acquire Reads

Gained
New state Interpretation  knowledge
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Acquire Reads

Gained

New state Interpretation  knowledge

s —_— S

% &, s. Y. #(s',2) " @,
s #] a1z (ST s [#|#O0Q
[} 0 |

Lower bound

New lower bound



Xlat := 37;
Ylat := 1;

Release/Acquire

aaa

[X]at := 37;
ylat = 1;

repeat [y]at end;
[X]at

X: 37



X]at — 37
Ylat := 1;

Release/Acquire

aaa




1[x0[tag [}

Ly] AT

lag(0,2)! z=0
lag(1,2)! z=1"




lag(0,2)! z=0
lag(1,2)! z=1"
-x: 37 -data
{[x0]tag]}

[V AT

# 2= 1% [y1 [ mg] * [c57dam] }



data(0,2) ! z=0
data(37,2) | z=37

{ [cs7]dasa] }

[X] AT



data(0,2) ! z=0
data(37,2) | z=37

{ [cs7]dasa] }

[X] AT

{ 2 2= 7 [ aam]



Operation Gain Lose
Read Knowledge -
Write - Resources
CAS: Succesy Resources Resources

CAS: Fallure

Knowledge




Ownership Transfer

37; repeat |ylat end;

,’IJ na -
L; T ]na

y at -

How can we verify this ownership transfer
If the read ofy can only gailknowledgée?



Ownership Transfer

lna:=37: || repeat [ylat end:

y Keyldea

AIIow implicit resource transfers
throughescrows



Ghost Resources

{P}eix. Q;}
{P} e{x. Q xdi. Token(i)}

Token(z) *x Token(7) = false



ESCrows

Creation R#R"' false {P}e{x. Q}

{Peix. [R~ QJ}



ESCrows

Condition

Creation R#R"' false {P}e{x. Q}

{Peix. [R~ QJ}



ESCrows

Condition

Creation RAR mke (Bjeix Q)

{P}e{x. [R~ Ql}

Ful# AR
ul#liment {Rx[R# Pl}e{x. Q}




ESCrows

Condition

Creation RAR mke (Bjeix Q)

{P}e{x. [R~ Ql}

Ful# AR
ul#liment {Rx[R# Pl}e{x. Q}

Knowledge [R ~~ P]= U[R ~~ P]
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YP(")0,z) $ z=0
YP(")1,z2) $ z=19%UXE(")]

(28 ouyo[vP()]} | {FFuyovPC)]}
[2]na 1= 37 repeat [yla end,
A TRINGO) B P TGO
<>[><E(" N %y :0]YP(") | WAXE(")] J
1. ' {x# 37}

[ylar == 1; e




Soundness



Soundness

Eask Viktor!



Principles of the Model

¥ Labelhb (happens-before) edges with
resources/knowledge

¥ OcConcurrent® edgescompatible labels

¥For each locationmo simulated by protocol



le Big
Picture



What WeOvedde

¥ Extends ViktorOs previous RSL logic
¥Release-acquire protocols
¥Ghost state and escrows
¥Case studies:
¥I\/IichaeI-Scott gueue
¥Linux boundedicket lock
¥Linux circular bu"er

¥Complete soundness proof in dog



What WeOvedde

¥ Extends ViktorOs previous RSL logic

¥Release-acquire protocols

Takeaway

Separation logicanmake sense
of (a form of) weak memory!

¥Linux circular bu"er

¥Complete soundness proof in dog



What We Want to [

¥ Full C11:
¥Add release/consume
¥Add relaxedeads
¥Relaxed/vritesappear broken
¥ Re#nement reasoning

¥Weak data structure speci#cations



