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1.  button @ bool,

2. wait, crash : com

Si

4 macro MorthSouth O inmacro Eastest 110

5 newnatns =0innew natew =0in

£. letoff befun d:nat . if d=MNorthSouth thenns =0 elseew =010

7. letonbe fun dnat  assert {if d=Morthzouth then ew=0 else ns=0) crash;
5. If d=MorthSouth thenns = 1elseaew = 11n

9. oniEastWest);

10, while 1 do{

11. new nat timer ;== 101n 31. neas nat timer = 100n

12 new nat Zebra = 01in Tt new nat zebra = 0in

13, while timer = 0 do { 33, while timer =0 do {

14 wait, a4 it

15. timer ;= timer - 1; a5 timer = timer - 1;

16, ifbutton then { 6. if button then {

= Zehra = zebra + 1: 37 Zebra = zebra + 1

18, new nat timer1 = zebra in a5 new nat timer1 = zebra in
19. wihile timer = 0 & timer! = 0 do{ el while timer = 0 & timer1 > 0 do {
20. wailt; A0 it

SR timer! ;= timer! - 1; A4 fmerl = timerd = 1

2 timer = timer — 1} Vi timer ;= timer— 1 };

23, if timer = 0 then { 43 if timer = 0 then{

24, offiEastest), 44 off HorthSouth);

25 new nat timer? = 310n A5 new nat imer? =2 in
26, wihile timer2 = 0 do { AR while timer2 = 0 do {

27 walt; A7 wait:

28 timer2 ;= timer2 — 1}; 48, timer2 = timer2 — 1 &
29 on{Eastest) } }; 49 oniMNorthSouth) 1 1

30, offfEastWest), on{MNorthSouth); 50 off{MorthSouth); on{Eastest) 1
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o0~ M = L) kO —

button © kool
wealt, crash @ com
E
macra Morthzouth O in macro EastWest 1 in
nesy mat re = 0 newy nat e =000
let off be fun dnat . it d=hNorthSouth then ne = 0elze ew = 0in
let om be fun d:nat | assert (f d=forthSouth then ew=0 eke nz=0) crash;
if d=porthSouththen nz =1 elze ewe =1 in
oniEastest);
wvhile 1 do
ney nat timer .= 10100
nexy nat Zekra = 0in
svhile timer = 0 do
vt
timer :=timer —1 }
offi EaztvWest), onMorthSouth);
offi MorthSouth); oniEastvest) |

0001 traces



e button © kool

2L wealt, crash @ com 0056 .t
s races
4. macto MorthSouth Oin macro Eastest 1 in

5. nesy mEt re =000 newy nat ewe = 0000

G. let off be fun d:nat . if d=horthSouth then re =0 elze e =000

7. let om be fun d:nat | assert (f d=forthSouth then ew=0 eke nz=0) crash;
g. if d=porth=outh then ns =1 elze ew =10

2k oniEastest);

10, while 1 o §

il nesy nat timer ;= 1000n

12. nexy nat Zekra = 0in

JpEE svhile timer = 0 do

14. vt

15. timer :=timer - 1;

16. it button then

T zebra = zebra + 1;

18. it timer = O then {

R offi Eastiest),

20. on(EastWest) )

s offi Eaztvest), onMorthSouth);

22, offi MorhSouth); oniEastvest) |



e button © kool

2L wealt, crash @ com 0075 .t
s races
4. macto MorthSouth Oin macro Eastest 1 in

5. nesy mEt re =000 newy nat ewe = 0000

G. let off be fun d:nat . if d=horthSouth then re =0 elze e =000

7. let om be fun d:nat | assert (f d=forthSouth then ew=0 eke nz=0) crash;
g. if d=porth=outh then ns =1 elze ew =10

2k oniEastest);

10, while 1 o §

il nesy nat timer ;= 1000n

12. nexy nat Zekra = 0in

JpEE svhile timer = 0 do

14. vt

15. timer :=timer - 1;

16. it button then

T zebra = zebra + 1;

18. nesy nat timer (= zebrain

R wehile timer = 0 Z timer! = 0 do {

20. it

s timer1 :=timer1 - 1;

22 tirmer .= timer — 1},

23 it tirmer = 0 then {

24, offi Eastiest);

25. on(EastWest) }

26, offi Eaztvest) onMorth=outh);

27. offi MorthSouth); oniEastvest) |



e button © kool

2L wealt, crash @ com 0095 .t
s races
4. macto MorthSouth Oin macro Eastest 1 in

5. nesy mEt re =000 newy nat ewe = 0000

G. let off be fun d:nat . if d=horthSouth then re =0 elze e =000

7. let om be fun d:nat | assert (f d=forthSouth then ew=0 eke nz=0) crash;
g. if d=porth=outh then ns =1 elze ew =10

2k oniEastest);

10, while 1 o §

il nesy nat timer ;= 1000n

12. nexy nat Zekra = 0in

JpEE svhile timer = 0 do

14. vt

15. timer :=timer - 1;

16. it button then

T zebra = zebra + 1;

18. nesy nat timer (= zebrain

R wehile timer = 0 Z timer! = 0 do {

20. it

s timer1 :=timer1 - 1;

22 tirmer .= timer — 1},

23 it tirmer = 0 then {

24, offi Eastest);

25, nesy nat timerd = 3in

26. wehile timer2 = 0 do {

gh st

28, timer? =timer2 —1%

2as oniEastvest)

30. offi EastWest): onlMorthSouth);

3. offi MorthSouth), onlEastvvest) }



e button © kool

2L wealt, crash @ com 3785 .t
s races
4. macto MorthSouth Oin macro Eastest 1 in

5. nesy mEt re =000 newy nat ewe = 0000

G. let off be fun d:nat . if d=horthSouth then re =0 elze e =000
7. let om be fun d:nat | assert (f d=forthSouth then ew=0 eke nz=0) crash;
g. if d=porth=outh then ns =1 elze ew =10
2k oniEastest);

10. whiile 1 do §

il nesy nat timer ;= 1000n

12. nexy nat Zekra = 0in

JpEE svhile timer = 0 do

14. vt

15. timer :=timer - 1;

16. it button then

T zebra = zebra + 1;

18. nesy nat timer (= zebrain

R wehile timer = 0 Z timer! = 0 do {

20. it

s timer1 :=timer1 - 1;

22 tirmer .= timer — 1},

23 it tirmer = 0 then {

24, offi Eastest);

25, nesy nat timerd = 3in

26. wehile timer2 = 0 do {

gh st

28, timer? =timer2 —1%

2as oniEastvest)

30, offf EastvWest); onfMorthSouth];

3. nesy mat timer (=100

32, nesy nat zebra (= 0000

A wehile timer = 0 do {

34, st

34, timer :=timer - 1;

36, it button then §

3r. Zebra =zehra + 1;

38, nesy nat timer (= zebrain

39. wwhile timer = 0 & timer! = 0 do {

40, st

41. timer1 =timert - 1;

42, timer ;=timer —1 }

43, if titner = Othen {

44, offi MorthSouth’;

45, nesy nat timer2 =3 in

46. sehile timer2 = 0 do {

47, it

43. timerz :=timer2 —1 ¥

49, oniMorthSouthy §k

S0, offiorthSouth); onfEastyest) |



absiraciion

The answer: abstract the model and check
only the remaining tricky part not taken out
by the general proven principle embodied
by the abstraction

The skill: abstraction design and
application

but, wait a minute...

Could we just abstract the program and
leave everything else the same?



clipping

* Clip subterms not containing targets



clipping

* Clip subterms not containing targets




clipping
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clipping

* Clip subterms not containing targets



clipping

* Clip subterms not containing targets



* Replace clipped subterms with stump
X(v1,..,vn)

X(v)
A()
AU, w)
A()




button © bool.
wait, crash - com

new bool ns  1tns); new boal ews X2 ew);

if #.3(ns) then crash else xd{ew)

while 1 do{
new nat timer  X5(timery;
new nat zebra . <B{zebra);
wihile J 7 (timer) do{
AE(timer wait);

if button then {
AQizebra, wait);

if # 100 timer) then {
A ew walt);

if x12(ns) then crash else X 13(ew)HE
ANdiew) 1f X15(ew) then crash else X 16ins)

new nat timer A Fitimer);

new nat zebra . A 18(zebra);

while X 19itimer) do{
AZ200tmer walt);

If button then {
A2 1(zebra wait);

if X22(timer) then {
A23INns wait);

if A24(ew) then crash else X25(nsHE
AZ2BIns) T X 27(ns) then crash else A28(ew)



e i R

s

Sl

10,
T
12,
e
14,
e,
16.
T
18.
19,
20.
21
22
28,
24,
25,
26,
L
28.
29
SEE

butiann beek,
rﬁﬁﬁit%&aah CeRtn

m_acro Morthsouth Oinmacro Eastyest 1in
NEwRBERERS DA M AShEMAGT S X2 (ew):

let off be fun d nat . if d=MNorthSouth then ns = Delse ew = 01in

let on be fun d:nat . assert (if d=MNorthSouth then ew=0 else ns=0) crash;
if d=MorthSouth thenns ;= Telseew = 1in

O a6 Y8REN crash else Xd{ew)

witae! Had | _
nesnaLHmaE= 18 imer) a1l
NeeNaBEeBRta= filzebra); 22
vl dimeirged | 33,
WRRtimer wait),; 34
timer ;= timer - 1; a5
ifippiea theed 36.
Z%@'{%ﬁr@?ﬂ‘éﬂtt i 25
new nat timer1 ;= zebrain 28
while timer =0 & timer! = 0do{ clel
walt: 40.
timer1 ;= timer1 - 1, e
timer = timer — 1}, A%
Ififirnen A dhemhén | 43,
offtEREMYREH); 44.
new nat timer? .= 31in 45
wihile timer2 =0 do { AR
walt; A7
timer? (= timer2 — 1} 48

ol estidashinicrash else X13(ewill: 49,
ot EaaiYestk India A& UFRER else X16(ns) 50,

NeenaLImGEr= A9 imer);
NRENAEERERIa= H1B(zebra),
wiedisenm B9 do |
WARD(timer wait);
timer .= timer - 1;
'fiptﬁﬂﬁ@ﬁfﬂﬁ@r{{
RO B b . _
new nat timer1 ;= zebra in
wihile tirmer = 0 & timer1 = 0 do {
walt;
timer! = timerl - 1;
timer .= timer— 11
Ifiircer b Adhemdn |
oo,
new nat timer? ;= 3 in
while timer? = 0 do {
walt;
timer2 .=timer2 -1}
Otk BmUH—N drash else X25(ns 1k
offfprEnoputhr aBliERelYYesthtelse X 28(ew) }



button : bool,

wait, crash : com

-

new bool ns . X1(ns); new bool ew . X2(ew);
If X3(ns) then crash else X4(ew)

while 1 do {
new nat timer . X5(timer); nhew nat
new nat zebra . X6(zebra); new nat
while X7(timer) do { while X~
X8(timer,wait); X20(tir
If button then { If butto
X9(zebra,wait); X21(z
If X10(timer) then { if X22
X1 1(ew,walit); X23
if X12(ns) then crash else X13(ew)}}}; If X2

X14(ew); if X15(ew) then crash else X16(ns) X26(ns)



s

safe
N7 AAN
) |
X(u,w) & safe

X0




U

clipping unsafely properiy

e L unsafe if path
‘ has no stump
A7 LAN

X(v)
X0

K{u,w) un Safe

X0




has a stump
X
K{u,w) U nsafe

X0




Clipping safely properiy procf

* Every trace to target assert in unclipped
model — plus stump moves — appears in

clipped model

e l.e. X(v1,..,vn) overapproximates
(M where fv(M)={v1,..,vn})

* With non-denotational models the stumps
would be a language extension — model
pieces in the program - with denotational
(e.g. game) models they are just id’'s



button : bool,

wait, crash : com

-

new bool ns . X1(ns); new bool ew . X2(ew);
If X3(ns) then crash else X4(ew)

CEX: .q,X1.9,X1.0k, X2.q,X2.0k,X3.q,X3.tt,crash.q

unknown safety!



grow back

1. Choose stump X(v,,..,v,) from CEX

X(v)

X()

X(U,w)

X0




grow back

2. Get subterm M replaced by stump




grow back

3. clip M (target some leaf) and graft




SEGAR

A * \ () X(V)
X() £ X0

CI I p X(v, 28 AU,w)
X(V) A() 2 \

model check




new bool ns . X1(ns); new bool ew . X2(ew);
if X3(ns) then crash else X4(ew)
CEX: .q,X1.9,X1.0k X2.9,X2.0k,X3.q,X3.tt,crash.q

|

new bool ns . X1(ns); new bool ew . X2(ew);

if ns 1= 0 then crash else X4{ew)
CEX:X1.q,X1.0.1,ns.1,ns.0k,X1.0.0k, X1.0k,X2.q,X
2.0k, X3.q,X3.tt,crash.q

new bool ns . X1(ns); new bool ew = 0;
if X3(ns) then crash else X4{ew)
CEX: X1.9,X1.0k,X3.q,X3.tt,crash.q

new bool ns := 0; new bool ew . X2(ew);
if X3(ns) then crash else X4{ew)
CEX: X2.q,X2.0k,X3.q,X3.tt,crash.q

new bool ns := 0; new bool ew := 0;
if X3({ns) then crash else X4({ew)
CEX: X3.q,X3.tt,crash.q

hew bool ns := 0; new bool ew . X2(ew); new bool ns . X1(ns); new bool ew := 0;
if ns 1= 0 then crash else X4{ew) if ns |= 0 then crash else X4(ew)

SAFE CEX:X1.9,X1.0.1,ns.1,ns.0k,X1.0.0k,
X1.0k, X3.q,X3 it,crash.q

¥ /

new bool ns := 0; new bool ew ;= 0;

if ns 1= 0 then crash else X4(ew)
SAFE




* Find minimal (un)safe clipping by BFS
* Optimize: prioritize grow-back for:
— Conditional nearest crash

— Assignment to ids Iin conditionals on crash
path



wait, crash : com

-

new hat ns .= 01In

new nat ew . X2(ew) In

If ns = 1 then crash else X4(ew);

while 1 do {
new nat timer . X5(timer);
hew nat zebra . X6(zebra);
while X7(timer) do {
X8(timer,walit);
If button then
X9(zebra,timer,wait);
If X10(timer) then {
X11({ew,walt);
if ns = 1 then crash else X13(ew) } };
ew = 0; if ew = 1 then crash else X16(ns);

button : bool, SAFE with 8 grow-backs

new nat ti
new hat z
while X19
X20(time
If button
X21(zel

If X22(ti
X23(n

If ew =

ns =0 If



button : bool, variant: UNSAFE with 9

wait, crash : com

-

new hat ns :=01In

new nat ew . X2(ew) In
If ns = 1 then crash else ew = 1:

grow-backs

while 1 do {
new nat timer := 10;
new nat zebra ;= O;
while timer > 0 do {
wait: timer := timer — 1;
If button then
X9(zebra timer,wait);
If X10(timer) then {
X11(ew,wait);
if X12(ns) then crash else X13(ew) } };
If ew = 1 then crash else X15(ns); X16(ew);

new nat ti
new hat z
while X19
X20(time
If button
X21(zel

If X22(ti
X23(n

If ew =

ns .= 0; if



wait, crash : com

new nat ns :=0in
new nat ew =0 1In
If ns = 1then crash else ew = 1:

while 1 do {
new nat timer . X5(timer);
hew nat zebra . X6(zebra);
while X7(timer) do {
X8(timer,wait);
If button then
X9(zebra timer,wait);
If X10(timer) then {
ew = 0; walit;
if ns =1thencrashelseew =1}};

ew = 0: if ew = 1then crash else ns .= 1;

button : bool, cf. ns/ew clipping -
extra detail: good or bad?

new nat ti
new hat z
while X19
X20(time
If button
X21(zel

If X22(ti
ns :=(

If ew =

ns .= 0; if



igdgo

o Stumping is useful only if
— model#(X(V,,..,V,)) << model#M)

* Conditionals over ints have big models
— Predicate abstract them?

* Non-bool stumps have big models
— Data abstract them?
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