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While traditional database systems optimize for performancer@shot query processing, emerging large-
scale monitoring applications require continuous trackihgomplex data-analysis queries over collections of
physically-distributed streams. Thus, effective solusitiave to be simultaneously space/time efficient (at each
remote monitor site), communication efficient (across the uyitdegrcommunication network), and provide con-
tinuous, guaranteed-quality approximate query answershisnpaper, we propose novel algorithmic solutions
for the problem of continuously tracking a broad class of clempggregate queries in such a distributed-streams
setting. Our tracking schemes maintain approximate queryenssmith provable error guarantees, while simulta-
neously optimizing the storage space and processing timelatremote site, and the communication cost across
the network. In a nutshell, our algorithms rely on trackingegal-purpose randomized sketch summaries of lo-
cal streams at remote sites along with concise prediction madébcal site behavior in order to produce highly
communication- and space/time-efficient solutions. The esdltrés a powerful approximate query tracking
framework that readily incorporates several complex anslggeries (including distributed join and multi-join
aggregates, and approximate wavelet representations)giing the first known low-overhead tracking solution
for such queries in the distributed-streams model. Experisneith real data validate our approach, revealing
significant savings over naive solutions as well as our aitalyworst-case guarantees.

Categories and Subject Descriptors: H.4m8drmation Systems Applications: Communications Applications;
H.2.4 Database Managemerjt Systems—Query processing

General Terms: Algorithms, Experimentation, Performance

Additional Key Words and Phrases: Continuous Distributeshibring, Data Stream Algorithms, Data Syn-
opses, Approximate Query Processing

1. INTRODUCTION

Traditional data-management applications typically regdatabase support for a variety
of one-shot queriesncluding lookups, sophisticated slice-and-dice openat data min-
ing tasks, and so on. One-shot means the data processingasrdaesponse to the posed
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qguery. This has led to a very successful industry of databagees optimized for sup-
porting complex, one-shot SQL queries over large amourdataf. Recent years, however,
have witnessed the emergence of a new classrgé-scale event monitoringpplications
that pose novel data-management challenges. In one clagmpbfations, monitoring a
large-scale system is a crucial aspect of system operatidnraintenance. As an ex-
ample, consider the Network Operations Center (NOC) folRhbackbone network of a
large ISP (such as Sprint or AT&T). Such NOCs are typicallpiiessive computing facili-
ties, monitoring 100’s of routers, 1000’s of links and ifidéees, and blisteringly-fast sets of
events at different layers of the network infrastructuee@ing from fiber-cable utilizations
to packet forwarding at routers, to VPNs and higher-leasport constructs). The NOC
has to continuously track and correlate usage informatiom fa multitude of monitoring
points in order to quickly detect and react to hot spots arwtfipfailures of links or pro-
tocols, intrusions, and attacks. A different class of aggtlons is one in which monitoring
is the goal in itself. For instance, consider a wireless nsetvof seismic, acoustic, and
physiological sensors that are deployed for habitat, enwirental, and health monitoring.
The key objective for such systems is to continuously meratal correlate sensor mea-
surements for trend analysis, detecting moving objectisjsions, or other adverse events.
Similar issues arise in sophisticated satellite-baseBysthat do atmospheric monitoring
for weather patterns.

A closer examination of such monitoring applications alaws to abstract a number of
common characteristics. First, monitoringcisntinuousthat is, we need real-time track-
ing of measurements or events, not merely one-shot respoasporadic queries. Sec-
ond, monitoring is inherentlgistributed that is, the underlying infrastructure comprises
several remote sites (each with its own local data soureg)ddin exchange information
through a communication network. This also means that tiypieally are importantom-
munication constraint®wing to either network-capacity restrictions (e.g., irn&work
monitoring, where the volumes of collected utilization aradfic data can be huge [Cranor
et al. 2003]), or power and bandwidth restrictions (e.gwiieless sensor networks, where
communication overhead is the key factor in determiningsehbattery life [Madden et al.
2003]). Furthermore, each remote site may skigh-speed streamf data and has its own
local resource limitations, such atorage-spacer processing-timeonstraints. This is
certainly true for IP routers (that cannot possibly stoeeltly of all observed packet traffic
at high network speeds), as well as wireless sensor nodas €tlen though they may not
observe large data volumes, typically have very little mgnumboard).

Another key aspect of large-scale event monitoring is thedrfer effectively tracking
gueries thatombine and/or correlate informatigie.g., IP traffic or sensor measurements)
observed across the collection of remote sites. For instainacking the result size of
ajoin (the “workhorse” correlation operator in the relationalrigd over the streams of
fault/alarm data from two or more IP routers (e.g., with ajodndition based on their ob-
served timestamp values) can allow network administratoedfectively detect correlated
fault events at the routers, and, perhaps, also pinpoinbittecauseof specific faults in
real time. As another example, consider the tracking of a twahree-dimensional his-
togram summary of the traffic-volume distribution obsereedoss the edge routers of a
large ISP network (along axes such as time, source/ddstind® address, etc.); clearly,
such a histogram could provide a valuable visualization tooeffective circuit provi-
sioning, detection of anomalies and DoS attacks, and sorderekstingly, when tracking
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Approximate Continuous Querying over Distributed Streams . 3

statistical properties of large-scale systems, answatstie precise to the last decimal are
typically not needed; insteadpproximate query answe(with reasonable guarantees on
the approximation error) are often sufficient, since we wpéctlly looking for indicators
or patterns, rather than precisely-defined events. Thigsorour favor, allowing us to
effectively tradeoff efficiency with approximation qualit

Prior Work. Given the nature of large-scale monitoring applicationsirtimportance for
security as well as daily operations, and their generaliegiplity, surprisingly little is
known about solutions for many basic distributed-monitgrproblems. The bulk of re-
cent work on data-stream processing has focused on demglepiace-efficient, one-pass
algorithms for performing a wide range oéntralized, one-shot computatioos massive
data streams; examples include computing quantiles [@raldnand Khanna 2001], es-
timating distinct values [Gibbons 2001], and set-exp@ssiardinalities [Ganguly et al.
2003], counting frequent elements (i.e., “heavy hittef€harikar et al. 2002; Cormode
and Muthukrishnan 2003; Manku and Motwani 2002], approxingglarge Haar-wavelet
coefficients [Gilbert et al. 2001], and estimating join sizend stream norms [Alon et al.
1999; Alon et al. 1996; Dobra et al. 2002]. As already mergdhrall the above methods
work in a centralized, one-shot setting and, therefore, @oconsider communication-
efficiency issues. More recent work has proposed methodsc#rafully optimize site
communication costs for approximating different queriesiidistributed setting, includ-
ing quantiles [Greenwald and Khanna 2004] and heavy hifidasjhi et al. 2005]; how-
ever, the underlying assumption is that the computatioriggéred either periodically or
in response to a one-shot request. Such techniques are nadiately applicable for
continuous-monitoringwhere the goal is to continuously provide real-time, gotaad-
quality estimates over a distributed collection of streams

It is important to realize that each of the dimensions of awbfem (distributed, con-
tinuous, and space-constrained) induce specific techbatdenecks. For instance, even
efficient streaming solutions at individual sites can leaddnstant updates on the dis-
tributed network and become highly communication-inedfitiwvhen they are directly used
in distributed monitoring. Likewise, morphing one-sholgimns to continuous problems
entails propagating each change and recomputing the @adutvhich is communication
inefficient, or involves periodic updates and other heiggsthat can no longer provide
real-time estimation guarantees.

Prior research has looked at the monitoringsiofgle valuesand building appropriate
models and filters to avoid propagating updates if theseraigriificant compared to the
value of a simple aggregate (e.g., to 8igMof the distributed values). [Olston et al. 2003]
propose a scheme based on “adaptive filters” — that is, boaralsd the value of dis-
tributed variables, which shrink or grow in response totietestability or variability, while
ensuring that the total uncertainty in the bounds is at mosta-specified boundl [Jain
et al. 2004] propose building a Kalman Filter for individwalues, and only propagating
an update in a value if it falls more thanaway from the predicted value. The BBQ sys-
tem [Deshpande et al. 2004] builds a dynamic, multi-dimemesi probabilistic model of a
set of distributed sensor values (viewed as random vasabdedrive acquisitional query
processing. Given a simple SQL-style query, the systenrmi@ies whether it is possible
to answer the query only from the model information, or whketh is necessary to poll
certain locations for up-to-date information. This waseexted to the continuous case in
the Ken system [Chu et al. 2006], which ensured that the fibsigc model at the central
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site was kept up to date, to reflect changes in the distribsitid remote sites. The approach
involved finding a compromise between the fully-independgproach of Kalman filters,
and the fully-correlated approach of the BBQ system, anttatscapturing correlations
only between small cliques of random variables. A commoreetspf all these earlier
works is that they typically consider only a small number @initored values per site, and
assume that it is feasible to locally monitor and/or build @adel for each such value. In
contrast, our problem setup is much more complex, as eaohnaslimited site monitors
astreaming distribution of a large number of valwesd cannot afford to explicitly capture
or model each value separately. Moreover, for the classmoptex aggregate queries that
we study (e.g., join or multi-join size), no prior work offeany guaranteed bound on the
quality of the query answer, or any guaranteed trade-offiden accuracy and communi-
cation cost. While one could conceivably partition an odeaggregate error bound (e.g.,
on the join size) to error bounds for individual values, sachapping is non-trivial for our
class of aggregates; furthermore, such per-value bouedikaly to be much too stringent,
thus resulting in excessive communication.

Closest in spirit to our work are the results of [Babcock argt@» 2003] and [Das
et al. 2004], as well as our work on distributed quantile kiag [Cormode et al. 2005].
All these efforts explicitly consider the tradeoff betwesaturacy and communication for
monitoring a limited class of continuous queries (at a cowior site) over distributed
streams (at remote sites). More specifically, [Babcock alistb® 2003] consider tracking
approximate topge values over dynamically-changing numeric values spread multiple
sources, whereas [Das et al. 2004] discuss monitoring abappate set-expression cardi-
nalities over physically-distributed element streamsnitirly, our recent work [Cormode
et al. 2005] attacks the problem of approximately tracling-dimensionajuantile sum-
maries of a global data distribution spread over the remites.sAll these earlier papers
focus solely on a narrow class of distributed-monitoringrigs (e.g., one-dimensional
guantiles), resulting in special-purpose solutions ajaplie only to the specific form of
gueries at hand. It is not at all clear iffhow they can be edéeinto more general settings
(such as, tracking distributgdins or multi-dimensionatlata summaries).

For instance, [Das et al. 2004] employ ideas similar to trepéde filter bounds of [Ol-
ston et al. 2003] for the distributed monitoring of set-egsion cardinalities; since their
estimation problem relies on set semantics, they proposke for effectivelgharging
local changes against a site’s error tolerance. SimilfBgpbcock and Olston 2003] fo-
cus on monitoring the top-(i.e., kK most frequent) values over remote data streams; their
techniques ensure the validity of the current topet (at the coordinator) by installing
appropriate arithmetic constraints at each site. Oncenaffase earlier papers focus on
specific distributed-monitoring queries (namely, simplgregates, set-expression cardi-
nalities, and topk), and are not always applicable to more general settingcifially,
for monitoring summaries of the entire data distributionmare complexholistic aggre-
gatesover the remote sites).

Following our original conference paper [Cormode and Galeddis 2005], [Sharfman
et al. 2006] have proposed an approach for efficiently manigothe value of a general
function over distributed data relative to a given thredhol'heir solution relies on in-
teresting geometric arguments for breaking up a globaktioiel condition on a function
into “safe” local conditions that can be checked locallyattesite. The primary focus of
[Sharfman et al. 2006] is on a slightly different problemiedy, monitoring aistributed
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trigger condition over physically-distributed data, and not contiusly monitoring a dis-

tributed query result with approximation-error guarastegtill, some of their geometric
techniques could be applicable in our setting, and comyittieir ideas with the results
in this paper is an interesting avenue for future work in #risa. Other recent work on
distributed-trigger monitoring includes [Keralapura et2906; Huang et al. 2007; Huang
et al. 2007].

Our Contributions. In this paper, we tackle the problem of continuously tragkapprox-
imate, guaranteed-quality answers tbraad, general class of complex aggregate queries
over a collection of distributed data streams. Our contidins are as follows:

—Communication- and Space-Efficient Approximate Query Traking. We present the
first known algorithms for tracking a broad class of complatadanalysis queries over
a distributed collection of streams to specified accuraoyyably, at all times. In a
nutshell, our tracking algorithms achieve communicatind apace efficiency through
a combination of general-purposendomized sketchder summarizing local streams,
and concisesketch-prediction modefsr capturing the update-stream behavior at local
sites. The use of prediction models, in particular, allows scthemes to achieve a nat-
ural notion ofstability, rendering communication unnecessary as long as locabidata
tributions remain stable (opredictablg. The end result is a powerful, general-purpose
approximate query tracking framework that readily incogtes several complex data-
analysis queries (including join and multi-join aggregatnd approximate wavelet/his-
togram representations in one or more dimensions), thusggikie first principled, low-
overhead tracking solution for such queries in the distettstreams model. In fact, as
our analysis demonstrates, the worst-case communicadisinfar simple cases of our
protocols is comparable to that of a one-shot computatidrnlevtheir space require-
ment is not much higher than that of centralized, one-shghaton methods for data
streams.

—Time-Efficient Sketch-Tracking Algorithms, and Extensions to Other Distributed
Streaming Models. When dealing with massive, rapid-rate data streams (e.ga; mo
itoring high capacity network links), thééme needed to process each update (e.g., to
maintain a sketch summary of the stream) becomes a criticalezn. Traditional ap-
proaches that need to “touch” every part of the sketch summean quickly become
infeasible. The problem is further compounded in our tnagkschemes that need to
continuously track the divergence of the sketch from anwnglsketch prediction. We
address this problem by proposing a novel structure foromnized sketches that allows
us toguarantee small (i.e., logarithmic) update and trackinges(regardless of the
size of the sketch), while offering the same (in fact, sligimproved) space/accuracy
tradeoffs. Furthermore, we discuss the extension of ouriloised-tracking schemes
and results to (1) different data-streaming models thategplaore emphasis on recent
updates to the stream (using eitls#iding-windowor exponential-decaynechanisms);
and (2) more complex, hierarchical-monitoring architegsywhere the communication
network is arranged asteee-structurechierarchy of nodes (such as a sensoraating
tree[Madden et al. 2003]).

—Experimental Results Validating our Approach. We perform a thorough set of exper-
iments with our schemes over real-life data to verify theinéfits in practical scenarios.
The results clearly demonstrate that our algorithms canltrés dramatic savings in
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Fig. 1. Distributed Stream Processing Architecture.

communication — reducing overall communication costs baadr of more thar20

for an approximation error of only0%. The use of sophisticated, yet concise, sketch-
prediction models is key to obtaining the best results. Harrhore, our numbers show
that our novel schemes for fast local sketch updates ankitigacan allow each remote
site to process many hundreds of thousands of updates pmrdsanatching even the
highest-speed data streams.

2. PRELIMINARIES

In this section, we describe the key elements of our dideithstream-processing archi-
tecture and define the class of distributed query-trackinflpms addressed in this paper.
We also provide some necessary background material on méreld stream-sketching
techniques that lie at the core of our proposed solutions.

2.1 System Architecture

We consider a distributed-computing environment, conmis collection ofk remote
sitesand a designhatecbordinator site Streams of data updates arrive continuously at re-
mote sites, while the coordinator site is responsible faregating approximate answers
to (possibly, continuous) user queries posed oveuthensof remotely-observed streams
(across all sites). Following earlier work in the area [Baticand Olston 2003; Cormode
et al. 2005; Das et al. 2004; Olston et al. 2003], our disteébiistream-processing model
does not allow direct communication between remote sitetead, as illustrated in Fig-
ure 1, a remote site exchanges messages only with the catodiproviding it with state
information on its (locally-observed) streams. Note thathsa hierarchical processing
model is, in fact, representative of a large class of apfiing, including network moni-
toring where a central Network Operations Center (NOC)spoasible for processing net-
work traffic statistics (e.g., link bandwidth utilizatiol? source-destination byte counts)
collected at switches, routers, and/or Element Manage®gstems (EMSs) distributed
across the network.

Each remote sit¢ € {1,. .., k} observes local update streams that incrementally render
a collection of (up to)s distinct frequency distribution vector&quivalently, multi-sets)
fijs .-+ fs, over data elements from corresponding integer dom@ifs= {0, ...,
Ui — 1}, fori = 1, ..., s; that is, f, ;[v] denotes the frequency of elementec [U]
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[ Symbol | Description ]
k Number of distributed monitoring sites
s Number of monitored frequency distributions
b Frequency vector defining a distribution
sites (f) | Distributed sites possessing componentg of
ki Shorthand fotsites  (f,)|
U High-dimensional universe (domain) over which frequencytmecare defined
t (Current) timestamp
tprev Timestamp of most recent update from a given site
A Shorthand fot — tpreo
v,a Velocity and acceleration vectors
sk (£) Compact sketch of a distributiofi
sk?(f) Predictedsketch off which can be computed from simple prediction mode
£ Hash function used to define sketches
€ Fractional error desired
1) Probability of returning a result outside approximation s
0 Bound on local deviation of.5 norm from prediction
g(e, 0) Overall error as a function efandd

Table I.  Summary of main notation.

observed locally at remote sije As an example, in the case of IP routers monitoring the
number ofTCPconnections andDPpackets exchanged between source and destination IP
addresseg[/;| = [U:] denote the domain d@f4-bit (source, destination) IP-address pairs,
andf, ;, f. ; capture the frequency of specific (source, destinatiompdiserved iTCP
connections antdDPpackets routed through routgr (We usef; ; to denote both the”
update stream at siteas well as the underlying element multi-set/frequencyrithistion

in what follows.) Each stream update at remote gite a triple of the form(i, v, +1),
denoting an insertion 1”) or deletion (“~1") of elementv € [U;] in the f, ; frequency
distribution (i.e., a change at1 in v's net frequency inf; ;). All frequency distribution
vectors f; ; in our distributed streaming architecture change dynaligicaer time —
when necessary, we make this dependence explicit, (sing) to denote the state of the
vector at timet (assuming a consistent notion of “global time” in our distited system).
The unqualified notatiotf; ; typically refers to thecurrentstate of the frequency vector.
Table | summarizes some of the key notational conventiord ursthis paper; additional
notation is introduced when necessary. Detailed symbohitiefis are provided at the
appropriate locations in the text.

Note that handling delete operations substantially eegcbur distributed streaming
model; for instance, it allows us to effectively handle kiag oversliding windowsof the
streams by simply issuing implicit delete operations fauieed stream items no longer in
the window of interest at remote sites. We also discuss thension of our techniques
to more complex distributed-tracking architecture, whidye underlying communication
network is structured as multi-level tree hierarchysuch as the routing trees typically
built over sensornet deployments [Madden et al. 2003]).

2.2 Problem Formulation

For eachi € {1,...,s}, we define theglobal frequency distribution vectof, for the
it" update stream as the summation of the corresponding loeakite vectors; that is,
fi= 221 fi ;- Note that, in general, the local sub-streams for a strgammay only

ACM Transactions on Database Systems, Vol. V, No. N, January 2008.



8 . G. Cormode and M. Garofalakis

be observed at aubsetof the k remote sites—we ussites (f,) to denote that subset,
and writek, = |sites (f;)| (hencek; < k). Our focus is on the problem of effectively
answering user queries over this collection of global fesmuy distributionsf, ..., f,

at the coordinator site. Rather than one-time query evialuaive assume a continuous-
guerying environment which implies that the coordinatoedeetocontinuously maintain
(or, track) the approximate answers to user queries as the local uptlagensf; ; evolve
at individual remote sites. More specifically, we focus omaeld class of user queriés=
Q(f4, ..., f,) over the global frequency vectors, including:

—Inner- and Tensor-Product Queries (i.e., Join and MultinJAggregates)Given a pair
of global frequency vectorg,, f, over the same data domdifi], the inner-product
query

U—-1
QUf . f2)=F1-Ffa=_ Filv]- falt]
v=0

is the result size of an (equi)join query over the correspundtreams (i.e}f; > f5]).
More generallytensor product queries

Q('f”fl“fm’):fz.fl,fm

over multiple (domain-compatible) frequency vectgts f;, f..,. - .. capture the result
size of the corresponding multi-join quefy > f, > f,, --- (See, e.g., [Dobra et al.
2002]); here the notion of a “frequency vector” is generdizo capture a (possibly)
multi-dimensionafrequency distribution (i.e., genso). For instance, in the three-way
join query

f1'f2'f3:ZZf1[u}'f2[U>U]'f3M>

the f, vector captures the joint distribution of the two attritsité streamyf , participat-
ing in the join. Without loss of generality, we continue tewi such multi-dimensional
frequency tensors as vectors (e.g., assuming some stalimadzation of the tensor
entries, such as row-major). In the relational world, jana anulti-join queries are basi-
cally the “workhorse” operations for correlating two or reatata sets. Thus, they play
a crucial role in any kind of data analysis over multiple dailections. Our discussion
here focuses primarily on join and multi-join result sizes.(COUNTaggregates), since
our approach and results extend to other aggregate fusdtiom relatively straightfor-
ward manner (as discussed in [Dobra et al. 2002]).

—Lo-Norm Queries (i.e., Self-Join Size$heself-join sizequery for a (global) strearyi,
is defined as the square of tlig norm (| - ||) of the corresponding frequency vector;
that is,

QUf) =P =fi- fi=>_(£ilv])*

The self-join size represents important demographic médion about a data collection;
for instance, its value is an indication of the degree of sketlve data [Alon et al. 1996].

—Range Queries, Point Queries, and Heavy Hittédtrgange querywith parametersa, b]
over a frequency distributioffi, is the sum of the values of the distribution in the given
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range; that is,

b
R(fia.b) =) fil].
A point queryis the special case of a range query whes b. The heavy hittersare
those pointe € U; satisfyingR(f;,v,v) > ¢-R(f;,0,U; —1) (i.e., their frequency ex-
ceeds a-fraction of the overall number of stream elements) for &gty < 1 [Charikar
et al. 2002; Cormode and Muthukrishnan 2004].

—Histogram and Wavelet RepresentatioAshistogram queny (f,, B) or wavelet query
W (f,, B) over a frequency distributioif, asks for aB-bucket histogram representa-
tion, or aB-term (Haar) wavelet representation of tfigvector, respectively. The goal
is to minimize the error of the resulting approximate repraation, typically defined as
the L, norm of the difference between thé(f,, B) or W(f,, B) approximation and
either the true distributiorf;, or thebest-possibleB-term representation of, [Gilbert
et al. 2001; Thaper et al. 2002].

In general, any problem which requires an accurate esomatf the L, norm of a
vector or vectors, or which requires accurate estimatiovector inner-products, can be
continuously monitored on top of the framework we propoge hlowever, this does not
include several other queries, such as tracking counindisir clusterings of data, which
require other approaches in order to monitor accurately.

Approximate Query Answering. The distributed nature of the local streams comprising
the global frequency distributionfsf; } raises difficult algorithmic challenges for our ap-
proximate query tracking problems. Na schemes that accurately track query answers
by forcing remote sites to ship every remote stream updatiest@oordinator are clearly
impractical, since they not only impose an inordinate barde the underlying commu-
nication infrastructure (especially, for high-rate dat@ams and large numbers of remote
sites), but also drastically limit the battery life of powsnstrained remote devices (such
as wireless sensor nodes) [Deshpande et al. 2004; Madder2@d3d]. A main part of our
approach is to adopt the paradigm of continuous trackirappfoximatequery answers at
the coordinator site with strong guarantees on the qudiitysoapproximation. This allows
our schemes to effectively trade-off communication efficieand query-approximation
accuracy in a precise, quantitative manner; in other wdedger error tolerances for the
approximate answers at the coordinator imply smaller conication overheads to ensure
continuous approximate tracking.

2.3 Randomized Sketching of Streams

Techniques based on small-space pseudo-rasttetoshrsummaries of the data have proved
to be very effective tools for dealing with massive, rapitierdata streams in a centralized
setting [Alon et al. 1996; Alon et al. 1999; Cormode and Mktighnan 2004; Gilbert
et al. 2001; Dobra et al. 2002]. The key idea in such sketctd@olgniques is to represent a
streaming frequency vectgt using a much smallesketchvector (denoted byk (f)) that
can be easily maintained as the updates incrementally riegdg are streaming by. Typ-
ically, the entries of the sketch vectsk (f)) are appropriately-define@ndom variables
with some desirable properties that can provide probaiciligiarantees for the quality of
the data approximation.
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More specifically, consider the AGMS (or, “tug-of-war”) skbes proposed by Alon,
Gibbons, Matias, and Szegedy in their seminal papers [Alah 8996; Alon et al. 1999}:
Thei*" entry in an AGMS sketclk (f) is defined as the random varialje’_" fv] -
&i[v], where{¢;[v] : v € [U]} is a family of four-wise independent binary random vari-
ables uniformly distributed ig—1, +1} (with mutually-independent families used across
different entries of the sketch). The key here is that, uappyropriate pseudo-random hash
functions, each such family can be efficiently constructedime in small (i.e.O(log U))
space [Alon et al. 1996]. Note that, by construction, eadhyesf sk (f) is essentially a
randomized linear projectiofi.e., an inner product) of th¢ vector (using the correspond-
ing ¢ family), that can be easily maintained over the input updateam: Start with each
countersk (f)[¢] = 0 and, for eachi, simply set

sk (f)[i] = sk (F)li] + &lv]  (sk (F)[i] = sk ()] = &lv])

whenever an insertion (resp., deletion)wofs observed in the stream. Another critical
property is thelinearity of such sketch structures: Given two “parallel” sketchasl{b
using the samé families)sk (f,) andsk (f,) and scalarsy, 3, then

sk(afy +Bf2) = ask(fy) + Bsk(f)

(i.e., the sketch of a linear combination of streams is syntpé linear combination of
their individual sketches). The following theorem sumrnesi some of the basic estima-
tion properties of AGMS sketches (for centralized streating) we employ in our study.
(Throughout, the notation € (y £ z) is equivalent tdz — y| < |z|.) For these sketches,
we use the standard “inner product” operator over sketctoveas shorthand for a slightly
more complex operator, involving both averaging and medglaction operations over the
sketch-vector components [Alon et al. 1999; Alon et al. 1998ormally, each sketch vec-
tor can be viewed as a two-dimensionat m array, wherer = O( %), m = O(log(1/9)),
and the “inner product” in the sketch-vector space for bathjoin and self-join case is
defined as

K (£1) sk (£2) = median{ - >~ sk (£,)15.7]- sk (f)li 1}

eeny M

THEOREM 2.1 [ALON ET AL. 1999; ALON ET AL. 1996]. Letsk (f,) andsk (f,) de-
note two parallel sketches comprisiay 2 log(1/4)) counters, built over the streanyfy
and f,, wheree, 1 — § denote the desired bounds on error and probabilistic configere-
spectively. Then, with probability at lealst-§, ||sk (f,) —sk (f2)]|> € (1%€)||f1 — Fal?
andsk (f,) -sk(fs) € (f1 - foEellf1llllf2]l)- The processing time required to maintain
each sketch 9(2 log(1/6)) per update.

Thus, the self-join of the difference of the sketch vectivegia high-probability relative-
error estimate of the self-join of the difference of the atsireams (so, naturallysk (f,)||* €
(14¢€)| £11/?); similarly, the inner product of the sketch vectors givédgh-probability es-
timate of the join of the two streams to within an additiveoeiof ¢|| f, ||| f» |- To provide

LOur techniques and results can also be extended to othepmaretd stream sketching methods, such as the
Count-Min sketchefCormode and Muthukrishnan 2004]; the details are quiteégdttiorward, and are omitted
in order to simplify the exposition.
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e relative-error guarantees for the binary join quéfry- f,, Theorem 2.1 can be applied
with error boundt’ = e(f, - £2)/(|f1llIf=), giving a total sketching space requirement
2 2
of O(% log(1/4)) counters [Alon et al. 1999].
The results in Theorem 2.1 can be extended in a hatural mémtter case of multi-join
aggregate queries [Dobra et al. 2002]: Givemamway join (i.e., tensor-product) query

Q(-fl?"'mfm) = fl'.f2"'.fm>

and corresponding parallel AGMS sketch vectsréf, ), ..., sk (f,,) of sizeO(Z log(1/6))
(built based on the specific join predicates in the query jfaa al. 2002]), the inner prod-
uct of the sketcheH " sk (f;) (which is once again defined using median-selection and
averaging over terms of the forfli™ ; sk (f,)[i, j]) can be shown to be within an additive
error ofe(2m~1 — 1)2I17, || f;|| of the true multi-join result size. The full development
can be found in [Dobra et al. 2002].

3. OUR QUERY-TRACKING SOLUTION

The goal of our tracking algorithms is to ensure strong eguarantees for approximate
answers to queries over the collection of global stre@fis: i = 1, ..., s} at the coordi-
nator, while minimizing the amount of communication witle temote sites. We can also
identify other important design desiderata that our sofughould strive for:

(1) Minimal global information exchanges- schemes in which the coordinator distributes
information on theglobal streams to remote sites would typically need to re-broddgas
to-date global information to sites (either periodicallydoiring some “global resolution”
stage [Babcock and Olston 2003; Das et al. 2004]) to ensureatness; instead, our so-
lutions are designed to explicitly avoid such expensivebgl synchronization” steps;

(2) Summary-based information exchargeather than shipping complete update streams
f ; to the coordinator, remote sites only communicate coneisegary information (e.g.,
sketches) on their locally-observed updates; and,

(3) Stability— intuitively, the stability property means that, providén@ behavior of the
local streams at remote sites remains reasonably stableréaiictablg, there is no need
for communication between the remote sites and the codatina

Our solution avoids global information exchange entirghelhch individual remote site
j continuously monitoring only thé, norms of itslocal update stream§f, ; : i = 1,
..., s}. When a certain amount of change is observed locally, thete angly send a con-
cisestate-updatenessage in order to update the coordinator with more rentarniation
about its local update stream, and then resumes monitasrgdal updates (Figure 1).
Such state-update messages typically comprise a smathsketmmary of the offending
local stream(s) (along with, possibly, additional summafgrmation), to allow the coor-
dinator to continuously maintain a high-probability ergprarantee on the quality of the
approximate query answers returned to users.

Our tracking scheme depends on two parametensd §, where: e captures the error
of the local sketch summaries communicated to the coomlinand,f captures (an upper
bound on) the deviation of the local-stredim norms at each remote site involved in the
guery since the last communication with the coordinatoe dVerall error guarantee pro-
vided at the coordinator is given by a functigf, ), depending on the specific form of
the query being tracked. It is important to note, howeveat the local constraints at each
remote site are essentially identical (i.e., simply tragki,-norm deviations for individual
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streams)regardlesf the specific (global) query being tracked; as our res@ts@hstrate,
the combination of small sketch summaries and local congsran the streani, norms at
individual sites is sufficient to provide high-probabiligyror guarantees forlaroad class
of queriesover the global streamfsf, :i =1, ..., s}.

Intuitively, largerd values allow for larger local deviations since the last camization
and, so, imply fewer communications to the coordinator., Buta given error tolerance,
the size of thec-approximate sketches sent during each communicatiorrgergsince
g(e,0) is increasing in both parameters). We analyze the commtimicaost of these
schemes. This allows us to optimally divide the allowed gt@ror tolerance in simple
cases, and provide empirical guidelines for more complerados based on our experi-
mental observations.

A local sketch summarsk (f; ;(t)) communicated to the coordinator gives ampproximate)
picture of the snapshot of thg, ; stream at time.? To achievestability, a crucial com-
ponent of our solutions are concisketch-prediction modethat may be communicated
from remote sites to the coordinator (along with the locaéain summaries) in an at-
tempt to accurately capture the anticipated behavior dlletreams. The key idea here
is to enable each sitgand the coordinator to share a prediction of how the str¢gam
evolves over time. The coordinator employs this predictmanswer user queries, while
the remote site checks that the prediction is close (withiounds) to the actual observed
distribution f; ;. As long as the prediction accurately captures the locahtgdehavior at
the remote site, no communication is needed. Taking adgardhthe linearity properties
of sketch summaries allows us to represent the predictédbdison using a concispre-
dicted sketchthus, our predictions are also based solely on concise suynimformation
that can be efficiently exchanged between remote site andlioator when the model is
changed. A high-level schematic of our distributed tragkicheme is depicted in Fig-
ure 2. The key insight from our results is that, as long adl lo@astraints are satisfied, the
predicted sketches at the coordinator are basically elgmt/e g(¢, 6)-approximate sketch
summarie®f the global data streams.

In the remainder of this section, we discuss the details otl@fributed query-tracking
schemes, and our proposed sketch-prediction models fouriag remote-site behavior.
In addition, we introduce a very effective, improvement loé thasic AGMS sketching
technique that plays a crucial role in allowing remote sitesack their local constraints
over massive, rapid-rate streamgjmaranteed small timper update.

3.1 The Basic Tracking Scheme

We present our tracking scheme focusing primarily on ipreduct and generalized,
tensor-product (i.e., multi-join) queries, since our festor the other query classes dis-
cussed in Section 2 follow as corollaries of the inner-poddase (Section 3.4). We focus
on a singleinner-product (i.e., join) quen(f,, f5) = f1 - f» over our distributed-
tracking architecture. Consider a remote gifgrticipating in the distributed evaluation of
Q(f1, f5) (i.e.,j e sites (f,)Usites (f,)) — we assume that each such site maintains

2To simplify the exposition, we assume that communications wighcoordinator are instantaneous. In the case
of non-trivial delays in the underlying communication netlydechniques based on time-stamping and message
serialization can be employed to ensure correctness, adstofCet al. 2003]. Thus delays only impact the time
to respond to events. Likewise, we do not explicitly treaslof messages, and instead assume that the low-level
network communications ensure acknowledgement of messages.
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M Prediction used b
T~ 7 coordinator for
query answering
Predicted

Distribution Predicted \
Sketch

Prediction error

tracked by sites
True Sketch
True Distribution

Fig. 2. Schematic of Sketch-Prediction-Based Tracking.

AGMS sketches on its locally observed sub-stregims and/or f, ; (we often omit the
“AGMS" qualification in what follows). If each participatipsite sends the coordinator its
up-to-datelocal-stream sketchesk (f, ;(t)) and/orsk (f, ;(t)), then, by sketch linear-
ity, the coordinator can compute the up-to-date sketchékseo§lobal streamsk (f,(¢))
:Zj sk (f;;(t)) (i = 1,2), and provide an approximate answer to the join query at time
t with the error guarantees specified in Theorem?3.5.

In our tracking scheme, to minimize the overall communaratbverhead, remote sites
can also potentially ship a concisketch-prediction modébr their local updates tg, (in
addition to their local-stream sketches) to the coordinatte key idea behind a sketch-
prediction model is that, in conjunction with the communméchlocal-stream sketch, it
allows the coordinator to construcpaedictedsk ”(f; ;(t)) for the up-to-date state of the
local-stream sketcsk (f; ;(t)) at any future time instartt based on the locally-observed
update behavior at the remote site. The coordinator therogsthese collections gdre-
dicted sketchesk”(f; ;) to continuously track an approximate answer to the disteitbu
join query. (We discuss different options for sketch-pcéidn models in Section 3.2). Fix
asitej € sites (f;) (wherei € {1,2}). After shipping its local sketckk (f; ;) and
(possibly) a corresponding sketch-prediction model tocth@rdinator, sitg continuously
monitors theL, norm of the deviation of its local, up-to-date sket f; ;(¢)) from the
corresponding predicted sketsk”(f; ;(t)) employed for estimation at the coordinator.
The site checks the following condition at every time instan

\ﬁl\sk( SO ()

that is, a communication to the coordinator is triggered d@inhe relative Lo-norm devi-
ation of the local, up-to-date sketek (f; ;(t)) from the corresponding predicted sketch

exceeds\% (recall,k; = |sites (f,)]). The pseudo-code for processing stream updates

Isk (f3,;()) —sk?(f; ;)] <

3This also assumes an initial “coordination” step where eaafote site obtains the size parameters for its local
sketches and the corresponding hash functions (same atirsi$ss) from the coordinator.
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and tracking local constraints at remote sites, as well agiging approximate answers
at the coordinator is depicted in Figure 3. The followingdien demonstrates that, as
long as the localL.o,-norm deviation constraints are met at all participatirtgssior the
distributedf, - f, join, then we can provide strong error guarantees for thecxppate
query answer (based on the predicted sketches) at the natwdi

THEOREM 3.1. Assume local-stream sketches of siz@} log(1/4)), and lets; =
Y jesites (f,) SKP(fi;) (@ € {1,2}). Also, assume that, for each remote gitesites  (f;)
(¢ € {1,2}), the condition (*) is satisfied. Then, with probability atlstl — 2(k; + k2)4,

S1°82€ fr-fat(e+ (1+6((1+0)> =1)IF IS

PrRoOOFE Consider the inner product of the “global” predicted skess; -3, — algebraic
manipulation gives:

81582 Z(Z sk?(f1,5)) - (ZSkp(f2,j))
J J

=(Z((sk”(f1 i) = sk(f1;)) +sk(f1;)) - (Z((skp(fg i) = sk(f2;)) +sk(fa;))
_ZSK fl] ZSk f2_7 +ZSk fl] fl_] ZSk.fZJ

+ZSk .f2] f2_] ZSKflj

+ Z (skP(f1,;) —sk(f1;))- Z(Skp(fz,j) —sk(f2,;))

J J

By sketch linearity, the first term in the above sum is thenesté off, - f,, which can be
bounded by Theorem 2.1 (assuming all sketch computatiarmupe results within their
error bounds). Also, by the Cauchy-Schwarz and trianglguaéties, we know that, for

any vectorsvy, ..., v, |v; - v;| < ||v;||||lv;]| and|| Y, vil] < Y, ||vs|l. Combining all
the above facts, we have:

8182 €(f1 - Fa) £ ellf1lII£2]
+ [Isk (f2)]| Z [sk”(f1,5) —sk(f1;)ll

+ [Isk (f1) HZIISW’ (Fa,;) = sk(fa)l

Z”Skp f1J ) — sk ( f1J ( Z”Skp f2J (fz;)”)

Now, using the spemal case of Theorem 2.1 forlﬂgenorm, and the local site constraint
(*), we get:

81-82 €(f1 - fo) el Fullllf2ll
0
+ (1 +€)||f2|‘\/7—1 ; sk (£1,;)l
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(1 +lfill—7= lesk Fa i)l

02
m(zjj [|sk (fl;)”)(zjz [|sk (fz,j)H)
€(f1-f2) =+ E||f1H||fz||
+ (1L+€)?|| fol—= Zl\fljll

+(1+ G)QHfIH\/T Z £l

:t(1+€ kk ZHfl,j' Z||f2j||

Assuming the components of vectars, . .., v, are non- negauve an application of the

Cauchy-Schwartz inequality gives.”_, ”vz” < VRS w2 < VE |25

combining with the above expression, we have:

S1-5 €fy - FotellfllFoll £201+ )01 F ol Foll = (14 €203 £1 111 F2l
efi-Fat(e+(1+*((1+0)>=)FIF

In total, we rely on the outcome &fk; + 2k, sketch computations. Applying a union
bound [Motwani and Raghavan 1995], the probability that ahthese fails is no more
than2(k; + k2)d, giving the required probability bound. O

Thus, by Theorem 3.1, using local sketches of siée; log(%)), satisfying the local
Ly-norm deviation constraints at each participating remigeensures that the approxi-
mate answer for the join sizg, - f, computed using only the predicted sketches at the
coordinator is within an absolute error #fgq (€, 0)| f1]||| f2|| of the exact answer. Note
that these error guarantees are very similar to those @auatdion the much simpler, central-
ized case (Theorem 2.1), with the only difference being fiEr@ximation-error bound of
go(6,0) = e+ (1 +€)? ((1 +0)% — 1) = € + 20 (ignoring quadratic terms ig, § which

are typically very small since, § < 1). The following corollary gives the adaptation of
our tracking result for the special case afef-joinqueryQ(f,) = || 111> = X, (f1[v])?

(the proof follows from Theorem 3.1 witfi; = f5).

COROLLARY 3.2. Assume local-stream sketches of gife} log(1/6)), and lets; =
> jesites (f,) SK¥(f1,5)- If each remote sitg € sites (f,) satisfies the condition (*),
then with probability at least — 2k 6, ||31]| € [L £ (e+ (1+¢€)? (1+0)2 —1)]|| f1]]? =
(1 (et 20))[1 £, 1%

Extension to Multi-Joins. The analysis and results for our distributed-tracking suie
can also be extended to the case of distributedti-join (i.e., tensor-product) queries.
More formally, consider am-way distributed joinQ(f+, ..., f,,) = f1 - f2-+- f., and
corresponding parallel sketchas( f; ;) builtlocally at participating siteg € U7 ;sites  (f;)
(based on the specific join predicate€Jnas detailed in [Dobra et al. 2002]). As shown in
the following theorem, simply monitoring thie,-norm deviations of local-stream sketches
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Procedure SiteUpdate(j, i, v, +1,¢, 6, 6, k;)

Input: Site indexj, stream index, inserted/deleted valuee [U];
sketch error, confidence, and local-deviation parameté;d;
“distribution factor”k; for streami.

1. UpdateSketclsK (f; ;), (i,v,%1)) //update current and

2. UpdatePredictedSketai(” (f; ;(¢))) //predicted sketches

i _ P v

3. if [Isk (£ ;) — SkP(f; ;) > \FIISk( ;) then

4

5

Compute sketch-prediction mocm1edModeI (fi3)
Send{i, j,SK (f; ;), predModel (f; ;)} to coordinator

Procedure EstimateJoin(id (f£,),id (f£5))

Input: Global-stream identifierid (£,),id (f5).
Output: Approximate answer to join-size quegy - fo.
1. fori:=1to2do

2. Setsk?(f,(t)) =0

3. foreachj e sites (f;)do

a. Sk(#,(1)) = SKP(£,(t)) + SKP (£, ;(1))
5. return SKP(f,(t)) - SkP(f5(t))

Fig. 3. Procedures for (a) Sketch Maintenance and TrackiRemote Sitej € sites  (f,) (¢ € {1,2}), and
(b) Join-Size Estimation at the Coordinatardénotes current time)

is sufficient to guarantee error bounds for the predictedetkestimates at the coordina-
tor that are very similar to the corresponding bounds forsihgple, centralized case (see
Section 2).

THEOREM 3.3. Assume parallel local-stream sketches of §¥e5 log(1/4)), and let
i = jesites (£, SK'(fiy) (@ =1,..., m). If each remote sitg € sites (f;) satis-
fies the condition (*), then with probability at least— 2 """ | k;4, the predicted-sketch
estimatd 1™ , §; at the coordinator lies in the rangd!™ , f,& (e (2™~ — 1)%+ (1 +¢)™
(L+0)™ = 1)) I || £l = T2 f i (e (2771 = 1)+ m) I, || £

PROOFE Proceeding along similar lines as in Theorem 3.1, and ubiageneralization
of Theorem 2.1 to multi-joins (see Section 2.3) as well asasy @eneralization of the
Cauchy-Schwarz inequality to tensor products of more thanvectors, we have:

I, s, :Hgl(Z((Skp(fi,j) —sk(f; ;) +sk(f;;))
J
EMP fy£e(2™ " = 1)’II2, | f|
+mh(1+ €)™, || £,

s () eas o

£0™ (1 + )" I, || £l
€I, f; £e(@™ =1L If,]l £ (1+ )™ (1 +60)™ — DITZ, || £
The result follows easily from the above expression and algimpplication of the union
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bound [Motwani and Raghavan 1995]. O

3.2 Sketch-Prediction Models

We give different options for the sketch-prediction modsigployed to describe local up-
date behaviors at remote sites. Such models are part offtreniation exchanged between
the remote sites and the coordinator so that both partie€$rasync” with respect to pre-
dicted query results and local-constraint monitoring.uf prediction models result in pre-
dicted sketchesk”(f; ;) that are sufficiently close to the true state of the localdies
at sitej, then no communication is required between gitnd the coordinator. Thus, it
is critical to keep sketch-prediction models concise arad, gowerful enough to effec-
tively capturestability properties in our distributed-tracking environménitn each case,
our prediction models consider how the local distributjyn, changes (as a function of
time) between the time of the last communication to the doatdr¢,,.., and the current
time ¢; then, we show how to translate this model to a model for ptédj the change in
the sketchof f; ; over time (Figure 2). Again, we assume a consistent notidiglobal
time” in our system, and that the differences between lodalcks” at sites are sufficiently
small to be ignored. As we will see, the linearity propertésketches play a crucial role
in the design of space-, time-, and communication-efficé&metch-prediction models.

3.2.1 Static Model.Our simplest prediction model is thgtatic model which essen-
tially assumes that the local-stream distributifp; remains static over time; in other
words, our prediction for the distributiofi, ; at the current time instarit (denoted by
f7;(t)) does not change over the time intervat ¢,.c,, or f7 ;(t) = f; ;j(tprev). This
implies that the predicted sketsk”(f; ;(¢)) employed at both the coordinator and remote
site j is exactly the sketch last shipped from sjte¢hat is,

Skp(fi,j(t)) = Skp(ff,j(t)) = sk (fi,j(tpreu))~

Such a prediction model is trivial to implement, essentiadiquiring no additional infor-
mation to be exchanged between the coordinator and rentese(besides the sites’ local
sketches that are sent when dermined by condition (*)).

3.2.2 Linear-Growth Model.Due to its simplistic nature, the static model can only
achieve stability in very “easy” and somewhat unrealistierarios, namely when all fre-
quency counts in thef; ; remain reasonably stable. This is clearly not the casenfor i
stance, when local frequency counts are growing as moretepdarive at remote sites.
In such cases, a reasonable “strawman” model is to assurnéhthéuture of the local
distribution will resemble a scaled-up version of its paisgt is, assume thaf; ;(t) has
the same shape 3 ;(t,-v) With proportionately more elements. Our secoldgar-
growth models based on this assumption, settifiy; (t) = tpﬁfi,j(tpm), i.e., using
a linear scaling off; ;(¢,,.,) to predict the current state of the distribution. (Scaliyg b
time makes sense, e.g., irsgnchronous-updatesnvironment, where updates to remote
sites arrive regularly at each time tick.) By sketch lingarihis easily implies that the

4A similar notion of prediction models was introduced for thedific problem of tracking one-dimensional
quantiles in [Cormode et al. 2005]; instead, we focus on trecgeneral-purpose randomized sketch summaries
of data distributions. Such notions of models are very diffiérfrom those in [Deshpande et al. 2004]: there,
models are used in a sensor network to optimize the cost of aiaduone-shot queries by polling specific
sensors.
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corresponding predicted sketch is simply

SkP(f,,(1) = SK(F2,(1) = ——sK(Fu;(tpren)),

tprev

a linear scaling of the most recent local sketchfof. shipped to the coordinator (and no
additional information need be exchanged between siteshencbordinator).

3.2.3 \elocity/Acceleration ModelAlthough intuitive, our linear-growth model suf-
fers from at least two important shortcomings. First, itdices the future behavior of the
stream as a linear scaling of the entire history of the distion, whereas, in many real-
life scenarios, only the recent history of the stream mayetevant for such predictions.
Second, it imposes a linear, uniform rate of change over ttieeefrequency distribution
vector, and, thus, cannot capture or adapt to shifts anerififf rates in the distribution of
updates over the vector. Our finaklocity/acceleration modelddresses these shortcom-
ings by explicitly attempting to build a richer predictiorodel that uses more parameters
to better fit changing data distributions; more specificéditing A =t —¢,,..,,, our veloc-
ity/acceleration model predicts the current state offthe distribution as

ijU’J (t) = f7] (tpreu) + Avi,j —+ A2ai,ja

where the vectors; ; anda; ; denote avelocityandacceleratiorcomponent (respectively)
for the evolution of thef, ; stream. Again, by sketch linearity, this implies the prestic
sketch is

skP(f; (1)) = sk(F; ;(tprev)) + Ask (v; ;) + A’sk (a; ;).

Thus, to build a predicted sketch at the coordinator undefacity/acceleration model, we
need a velocity sketckk (v; ;) and an acceleration sketek (a; ;). A concrete scheme
for computing these two sketches at sjtes to maintain a sketch on a window of thi
most recent updates tf, ;; scaling this sketch by the time difference between the sewe
and oldest updates stored in the window gives an appropéddeity sketch to be shipped
to the coordinator, whereas the acceleration sketch casthmated as the difference be-
tween the recent and previous velocity sketches scaledebtirtie difference. In detail,
when remote sitg detects a violation of its localz-norm constraint forf; ; at timet, it
computes a new velocity sketek (v; ;) based on the window of thd” most recent up-
dates tof; ;, and estimates a new acceleration skeictu; ;) as the difference between
sk (v;,;) and the corresponding velocity sketch at titpg.,,, scaled by# Note that,
the only additional model information that needs to be comicated to the coordinator
from sitej is the new velocity sketchkk (v; ;) (since the coordinator already has a copy
of the previous velocity sketch and so can independentlypetethe acceleration sketch).
Thus, while our richer velocity/acceleration model canegavbetter fit for dynamic dis-
tributions, it also effectively doubles the amount of inf@tion exchanged (compared to
our simpler prediction models). Furthermore, the effest®ss of our velocity/acceleration
predictions can depend on the size of the update windaw

Many variations of this scheme are possible. While it is giedb sefit” adaptively for
different stream distributions, this problem lies beyomel $cope of this paper; instead, we
evaluate different settings fé# experimentally over real-life data (Section 5). Likewise,
it is possible to explicitly send an acceleration sketclead of computing it implicitly;
or to implicitly compute both acceleration and velocity tekes from keeping a history of
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[ Model [ Info. ] Predicted Sketch ]
Static 0 SK (£ ;(tprev))
Linear-Growth 0 sk (f; ;(tprev))
prev >
Velocity/ sk (v; ;) | sk (.fj,,j (tprev)) + ASK (v 5)
Acceleration +A?sk (a; 5)

Table Il. Parameters of different prediction schemes.

sketches common to both the coordinator andgsite our initial experimental evaluation,
we found that both these variants performed less well indevftotal communication than
the instantiation outlined above, so we focus on this veriom now on.

Table Il summarizes the key points for each of our three $kptediction models (namely,
the model information exchanged between the sites and theioator, and the corre-
sponding predicted sketches).

3.2.4 Analysis.We analyze thavorst-casecommunication cost of our inner-product
tracking scheme as a function of the overall approximatimareat the coordinator under
some simplifying assumptions.

THEOREM 3.4. Assume our static prediction model for an inner-productgug( f, f,) =
f1- f2 (withe, 6, 6, andk; as defined earlier), and let = gg (¢, ) ~ € + 20 denote the
error tolerance at the coordinator. Then, for appropriatettings of parameters and
0 (specifically,e = % 0= %), the worst-case communication cost for a remote site

processingV; local updates to streanfi, ; is O(:Zi log (%) log N;).

PROOF Firstly, we assume that all updates are insertions, i.e¢heform (i, v, +1).
In the static model, the worst case effect of each such upslédeincrease the difference
between the predicted (static) distribution and the trs#rithution by at most 1. Hence,
after N; updates, thé., norm is at mostV;. A communication is triggered whenever the
norm of the difference is at Ieast% fraction of the previous norm of the distribution.

The ratio of the squared norm of the new distribution to thieistherefore at leagt + %2)
by expanding

sk (£ ;(EDI* = lIsk (£:;(t) — skP(f; ;(£)) +skP(£; ;)]

jE||Skp(fi,j(t))“)2 +[IskP (5 ;)17

Thus, the total number of communications is at mogt  ,2 N; = O(%In Nj). The
k‘l

>

cost of each communication (2 log 1/6), proportional to the size of a sketch. So the
overall cost depends c@(ei%). To give an error guarantee ¢f| f, |||/ f||, we must set

P =gg(e,0) = e+ (1+€)*((140)? — 1) = e+ 26 (here we assume that terms quadratic
in e andd are small enough to be neglected). So we maxirtﬁ%éw —¢)2. Differentiating
with respect ta and setting equal to zero give&) — ¢)(¢¥ — 2¢) = 0. The only feasible
solution ise = 1¢, andf = 1y, O

Thus, assuming that the “distribution factors”of streams in the join query are reason-
ably small, the worst-case communication cost even for ooplest prediction model is
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Fig. 4. Structure of the Fast-AGMS Sketch Summary.

comparable to that of ane-shotsketch-based approximate query computation with the
same error bounds (Theorem 2.1). (Note that each countbeisketches for sitg is of
sizeO(log N;) bits.) This analysis extends in a natural manner to the chsaithi-join
aggregates. Providing similar analytical results for owrencomplex linear-growth and
velocity/acceleration models is more complex; instead,exjgerimentally evaluate dif-
ferent strategies for settingand# to minimize worst-case communication over real-life
streams in Section 5.

3.3 Time-Efficient Tracking: The Fast-AGMS Sketch

A drawback of AGMS randomized sketches (Section 2) is thatyestreaming update must
“touch” every component of the sketch vector (to update treesponding randomized
linear projection). This requirement, however, could psigmificant practical problems
when dealing with massive, rapid-rate data streams. Sketelssummary sizes can vary
from tens to hundreds of Kilobytes, especially when tighbeguarantees are required,
e.g., for join or multi-join aggregates [Alon et al. 1999; iva et al. 2002], touching ev-
ery counter in such sketches is simply infeasible when dealiith large data rates (e.g.,
monitoring a high-capacity network link). This problem isrther compounded in our
distributed-tracking scenario where, for each streampdgte, a remote site needs to track
the difference between a sketch of the updates and an egqgivaticted sketch.

Our proposedrast-AGMSsketch structure solves this problem by guaranteleigarithmic-
time (i.e., O(log(1/4))) sketch update and tracking costs, while offering essintiae
same (in fact, slightly improved) space/accuracy tradasfbasic AGMS sketches. That
is, we improve the update time frod(% log(1/6)) to O(log(1/4)). Our discussion is
brief since the structure bears similarities to existinghtéques proposed in the context
of different (centralized) streaming problems (e.g., [(k& et al. 2002; Ganguly et al.
2004]), although its application over the basic AGMS teqgeifor join/multi-join aggre-
gates is novel and requires a different analysis.

A Fast-AGMS sketch for a streahover [U] (also denoted bygk (f)) comprised x d
counters (i.e., linear projections) arranged imash tables, each withhash buckets. Each
hash tabld = 1, ..., d is associated with (1) pairwise-independent hash functiép()
that maps incoming stream elements uniformly overitihash buckets (i.eh; : [U] —
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[b]); and, (2) a family{{;[v] : v € [U]} of four-wise independenf—1,+1} random
variables (as in basic AGMS). To update( f) in response to an addition afto element
v, we use théy; () hash functions to determine the appropriate buckets inkitels, setting

sk (F)[h(v),1] = sk(f)[hu(v), 1] + u&i(v),

for eachl = 1, ...,d. Note that the required time per update is o6lyd), since each
update touchesnly one buckeper hash table. The structure of the sketch is illustrated in
Figure 4.

Now, given two parallel Fast-AGMS sketchss(f,) andsk (f) (using the same hash
functions and; families), we estimate the inner produgt - f, by the sketch “inner prod-

uct™

b
sk (f1) - sk (f2) = median{ sk (f1)[i, ] - sk (£)[i: ]}

In other words, rather than averaging over independenaiipeojections built over the
entire[U] domain, our Fast-AGMS sketch averages quartitions of [U] generated ran-
domly (through they; () hash functions). As the following theorem shows, this rissil
essentially identical space/accuracy tradeoffs as baSiRIB sketching, while requiring
only O(d) = O(log(1/4§)) processing time per update (since an element only touches a
single partition, i.e., bucket, per hash table).

THEOREM 3.5. Letsk(f,) andsk(f,) denote two parallel Fast-AGMS sketches of
streamsf, and f,, with parameter$ = £ andd = 4log(1/6), wheree, 1 — § denote the
desired bounds on error and probabilistic confidence, retpely. Then, with probability

atleastl — 4, [|sk (f) — sk (f2)|I> € (L £ )| f1 — foll> andsk (f,) - sk (f3) € (fy -
fa €l f1llllf2l). The processing time required to maintain each sketeb(isg(1/4))

per update.

PROOF SKETCH Consider the estimat¥; given from computing the inner product of
thelth row of sk (f;) with the corresponding row ak (f,). It can be shown that
E(X)=f1-f, and Var(Xy) < gl f1lPlf27

provided thaty; is drawn from a family ofd-wise independent hash functions, afids
drawn from a family of2-wise independent hash functions. Applying the Chebyshev i

equality,Pr[| X; — f1- fo| > \/§||f1H||f2||] < &. Taking the median of such estimators

gives an estimate whose probability of being outside thigeaof2—/4, using standard
Chernoff-bound arguments [Motwani and Raghavan 1995]sThu

8
Prijsk(f1) - sk(f2) = f1- fal > \/;||f1||f2||] <27

Substituting the values for theandd parameters gives the required bounds. O

Note that the update cost of our Fast-AGMS sketch rem@ifisg(1/9)) even when tight,
relative-error guarantees are required for join or multi-join aggregatesyther words,
tighter error tolerances only increase the dizef each hash table, but not the number
of hash tablegl (which depends only on the required confidence). This isialsince
providing tight error guarantees for such complex aggesgean easily imply fairly large
sketch summaries [Dobra et al. 2002]. Finally, it is intéresto note that, for giver
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andd, our Fast-AGMS sketch actually requiress spacehan that of basic AGMS; this

is because basic AGMS requires a totak®f log(1/§)) hash functions (one for each

¢ family), whereas our Fast-AGMS sketch only needs a pair shHanctions per hash
table for a total of onlyO(log(1/4)) hash functions. This difference in space requirements
becomes much more pronounced ase¢hpproximation-error bounds become tighter.

Time-Efficient Sketch Tracking. In our solution, each update to the loggl; at site;
requires checking the local sketch-tracking condition lwa i, norm of the divergence
of the site’s true sketch from the corresponding predictaztch. Implementing such a
sketch-tracking scheme directly over local sketches @ @ig% log(1/4)) would imply a
time complexity ofO( % log(1/4)) per update (to recompute the required norms) — this
complexity can easily become prohibitive when dealing wihid-rate update streams
and tight error-bound requirements. Fortunately, as thewing theorem demonstrates,
we can reduce the sketch-tracking overhead in éh}og(1/6)) per update by comput-
ing the tracking condition in amcrementalfashion over the input stream. Our track-
ing algorithm makes crucial use of the Fast-AGMS sketchctiine, as well as concise
(O(log(1/6))-size) precomputed data structures to enable incremetzrstracking. We
focus primarily on our most general velocity/accelerationdel, since both the static and
linear-growth models can be thought of as instances of thecig/acceleration model
with certain parameters fixed.

THEOREM 3.6. Assuming Fast-AGMS sketches of igé log(1/4)), the computa-
tion of the sketch tracking condition (*) at sijecan be implemented i®(log(1/6)) time
per update, where the predicted skeskli(f; ;(¢)) is computed in the velocity/acceleration
model.

PROOF Our goal is to tracK|sk?(f; ;(t)) — sk (f; ;(t))[|. We setA =t — t,,.., and
write this quantity out by substituting in the parameterthefacceleration model:

5K (F.  (tpreo)) + Ak (v1,) + 5 A%k (@i 5) — sk (£,

Recall that the estimate of the norm using sketches is pemtibg computing an estimate
from each row of the array of counts, then taking the mediahedge estimates. We focus
on computing the estimate from thth single row. For this row, we will writd/; for
the vector representing the corresponding row from thecityleketch;A; for the vector
representing the corresponding row from the acceleratietch scaled b)lj; and.S; for
the difference of rows coming frosk (f; ;(tprev)) — sk (f; ;). The estimatest can then
be written as

est? = Y (Sulk] + AVi[k] + A2 Ai[k])”
k

= ) (Suk]? + 2A8, [k Vi[K] + 282 (A k] Si[K] + Vi[k]?) +A%2Vi[k]Ai[k] + A* A [k]?)
= ) SI[R? + 28 SikIVIK] + 247 T A[KISi[K] + A (Vi[k] + AA[R])?
k k k k

The last term is easy to track: sintgand A; do not change until the sketch tracking
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condition is violated, we can compute the quantities
v = Z Vil aa = ZAZ [k]%; wa; = ZAZ [k]Vi[k]
k k k

when the sketches are set. At each timestep we will compisgtéettm in constant time:

A (Vi[k] + AA[K])? = A%(aa; + 2Ava; + A%vvy)
k
The other three terms are affected by updates, but we canraperpes of the Fast-
AGMS sketches to maintain them efficiently based on thewiptes values. Define

ssi= Sk su=Y_ SEVI[K]; sa = A[k]S[k].
k k k

The structure of Fast-AGMS sketches means that following@tater, € {+1, -1} to
f.i ;[v] only one entry inS; is affected:

Sillu(v)] = Si[lu(v)] = &(v) * u.
Soss, sv andsa can all be efficiently maintained in constant time per update
ss; — ssi+ (Si[hu(v)] — &(v) * u)® — Silhi(v)]?
= ssp+u” — 2ux & (v) * Si[h(v)]
sup — sup— §(v) xux Vi[h(v)]
sap — sa; — & (v) xux*x Ai[h(v)]
andS;[h(v)] — Si[h(v)] = & (v) * u.
Putting all these together, we can rewrite the estimate as
estl2 = 851 + 2Asv; + 2A%sa; + A2(aal + 2Ava; + AQUUZ).

This allows us to compute the estimate produced by each raanstant time for every
update. The estimate fdsk”(f; ;) — sk (f; ;)|| is found by computing the median of all
d estimates in tim&(d). The total time cost i§)(d) per update. O

If our tracking scheme detects that @ound has been violated, we must recompute the
parameters of the sketch-prediction model and send skefinhmiation to the coordinator.
Such communications necessarily require’; log(1/4)) time, but occur relatively rarely.

We need to compare the computed quantit? to \/% sk (f; ;). This can be tracked
using the same method that is tracked in the above proof. Sinée A andV are stored
insk (f, ;),sk(v; ;) andsk (a; ;), this tracking method requires only constant extra space
over the naive scheme that computes the difference evesteip@o initialize this method,
we must compute initial values efv, va andaa when a new velocity and acceleration
sketch is chosen. At this time= t,,., and sosk (f; ;(t)) = sk (f; ;(tpren)). Hence
we initialize ss = sa = sv = 0, and proceed to increase these quantities as updates are

received.

3.4 Handling Other Query Classes

We outline how our results apply to the other query classieednced in Section 2. The
basic intuition is that such queries can be viewed as sp@cial products of the distribu-
tion (e.qg., with wavelet-basis vectors [Gilbert et al. 2])0for which sketches can provide
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Procedure SiteUpdate(j, i, v,u = +1,¢, 4, 0, ki, t)

Input: Site indexj, stream index, inserted/deleted valuee [U];
sketch error, confidence, and local-deviation parameté;d;
“distribution factor”k; for streami; current timet .

1. A=t —tprev;

2. fori =1toddo

ss; = s8] + u? — 2ug; (v)S;[h (v)];

svp = svp — ugy (V) Vi [h (v)];

say := sap — ugy(v) Ay [hy (v)];

estl2 = 551 + 2Asv; + 2A2%sq,

+A2(aa; + 2Ava; + A2vy));

7. ska:f = sk’x? + 2ug; (v) S [hy (V)] + u?

8. if (median;{est?} > % median;{skz?} ) then

9.  compute nevgK (v; ;),sK (a; ;);

10. send new model to coordinator;

11. forli=1toddo

12. recomputea;, va;, vug;

13. tp’r‘ev =t

o ghsw

Fig. 5. Fast Procedure for Tracking Updates at Remote Sites.

guaranteed-quality estimates. The predicted sketgf at the coordinator can be treated
as ag(e, §)-approximate sketch of;, which accounts for both sketching erre) é&nd
remote-site deviation®Y.

Range Queries, Point Queries, and Heavy HittersA given range queng(f;,a,b) can
be reposed as an inner product with a veeigr,) whereey, ;[v] = 1if a < v < b, and0
otherwise. This implies the following theorem.

THEOREM 3.7. Assume local-stream sketches of si2e% log(1/4)) and lets; =
> jesies (¢, SKP(fi ;). If for each remote sitg € sites (f;) satisfies the condition
(*),then with probability at least — k;4, §; - sk (eq5) € R(f;,a,b) £ (e+ (1+€)*((1+
0)? —=1))(b—a+ 1) £

An immediate corollary is that point queries can be answefigt~ (e+20)|| f,| error.
Heavy-hitter queries can be answered by asking/afloint queries, and returning those
whose estimate exceeds:(f, a,b) (with guarantees similar to the centralized, one-shot
case [Charikar et al. 2002]).

Histogram and Wavelet RepresentationsGilbert et al. [Gilbert et al. 2001] demonstrate
how to usec-approximate sketches to find-term Haar-wavelet transforms that carry at
leastl — ¢ of the energy of besB-term representation if this representation has large co-
efficients. In our setting, the sketch at the coordinatosgeatially & (e, §)-approximate
sketch; thus, our analysis in conjunction with Theorem 3Giflert et al. 2001], imply
that our schemes can trackla- g(¢, #) approximation to the bedB-term wavelet rep-
resentation at the coordinator. Similarly, Thaper et ahdfer et al. 2002] show how to
usee-approximate sketches to find an approximate histograneseptation with error at
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most1 + Be times the error of the besg?-bucket multi-dimensional histogrami. Com-
bining our results with Theorem 3 of [Thaper et al. 2002], weéra scheme for tracking
al+ Bg(e, 0) approximation to the bed?-bucket multi-dimensional histogram.

4. EXTENSIONS

We have so far considered the case where queries are to beradsown the whole history
of updates. In many applications, only recent updates éeeamt to queries, and older in-
formation should be dropped or weighted so that its contiobuis minimal. We consider
two standard approaches to keeping results fresh, and stvwotfit them into our track-
ing scenario. We also discuss the extension of our techsitpuaore complexnulti-level
distributed monitoring hierarchies, and analyze the ogtiapproximation parameter set-
tings under different communication-cost objectives.tlyasve consider alternate sketch
prediction models.

4.1 Sliding Windows and Exponential Decay

In the sliding window case, the current distributig is limited to only those updates
occurring within the last,, time units, for some fixed value of,. We modify the track-
ing condition: the remote sites build a sketch of the mosemet, time units, and track
whether a predicted sketch for this interval is witldirerror of the interval norm. The
role of the coordinator remains the same: to answer a quearges the predicted sketch,
as above. In the case that the site is not space-constrdimetemote site can buffer the
updates that occurred in the window. When the oldest updatehe buffer is more than
t,, time units old, it can be treated as an update, —1) to f,. The effect of the original
update ofv is subtracted from the sketch, and so the sketch only surmesatiose updates
within the window oft,,. Using the above efficient tracking method, the asymptaigt ¢
is not altered in the amortized sense, since each updateésiahd later subtracted once,
giving an amortized cost @ (log(1/4)) per update.

In the case that the remote site does not have space to bllffgrdates in the sliding
window, techniques such as the exponential histogram appr{Datar et al. 2002] can
be applied to bound the amount of space required. This methods the sketch of the
window to be approximated by the combination of a logarithmimber of sketches of
non-overlapping sub-windows. However, this does not tliyéead to guaranteed bounds:
although the sketch of the sliding window is well-approxiathby this method, when the
predicted sketch is subtracted, the bounds do not hold.dectipe, this approach or simi-
lar methods of dividing the window into non-overlapping dinwvs and approximating the
window with these pieces is likely to give sufficiently goasbults. An alternate sliding
window approach is to consider only the most recgWt updates. This has two variants:
when this policy is applied locally at each site, and whengibiécy is to be applied glob-
ally over all updates. In the first case, the above discussigties again, and the same
results follow. For the second case, the problem seems maotvéd, and can provide an
interesting direction for future research.

The exponential decay model is a popular alternative toltlimg window model (see,
e.g., [Gilbert et al. 2001]). Briefly, the current distritart f,(¢) is computed ag,(t) =
A~ terev f (t,,.¢,,) fOr @ positive decay constait< 1 — for example A = 0.95 or 0.99.
Updates are processed as before, so an updaeansf,(t)[v] < f,(¢)[v] + 1. Asin the

5 Although this procedure will typically return more th@hbuckets [Thaper et al. 2002].

ACM Transactions on Database Systems, Vol. V, No. N, January 2008.



26 . G. Cormode and M. Garofalakis

sliding window case, the action at the coordinator is ungledngiven a suitable model of
how the (exponentially-decayed) distribution changes,dbordinator uses the predicted
sketch to answer queries. At the remote site, the trackindition is again checked. Since
the decay operation is a linear transform of the input, tletckof the decayed distribution
can be computed by decaying the sketek:(f;(t)) = A trrevsk (f;(tprew)) (Where
tyrev denotes the time of the last update). Applying this diresityuld mean the tracking
operation takes tim@(ei2 log(1/4)), but by devoting some extra space to the problem, we
can track the condition in tim@(log(1/4)) again.

We outline the method briefly. For each entry of the array afnts insk (f, ;), we
additionally keep a tag denoting the tim&vhen it was last updated. To apply the decay
to the sketch for a time — t,,.,, we take the estimate at ting,.., and multiply it by
At—terev | To process an updateto location: at timet, in each row we identify the entry
in S that is affected§;[;(v)]), and look up the last time this entry was probed’asVe
can then update our estimate by setting

est? « est? +u® + N sk E()SThi(v)]

(this expression comes from computing the change due toyiter#e entry ofS by
A=t and subtracting the contribution of this; and then addingh® contribution from
the addition ofu). We update

Si[h (V)] — NV S [ (v)] + ux & (v),
and set the time of last modification toFrom this, we have

THEOREM 4.1. The sketch tracking condition (*) can be tracked in tiMdog(1/6))
per update in both the sliding window and the exponentiabgiestreaming models.

4.2 Approximate Hierarchical Query Tracking

Consider a more complex distributed-tracking scenariorevstiee communication network
is arranged astaee-structuredierarchy of nodes (i.e., sites) — our goal here is for thé roo
node to effectively track an approximate query answer dverupdate streams observed
at the leaf nodes of the hierarchy. (To simplify the disomssiwve assume that internal
nodes in the hierarchy do not observe any updates; howexdr,generalizations can be
incorporated into our model by adding dummy leaf-child roteinternal nodes to accept
their corresponding streams.) This hierarchical-momitarchitecture generalizes the
flat, single-level model discussed earlier in this papesdasally, a one-level hierarchy
with remote sites as leaves). Such monitoring hierarchiggs aaturally, for instance, in
the context of sensor networks, where sensor nodes arallyparganized in a routing
tree with a root base-station monitoring the sensornetatiper [Madden et al. 2003]. In
such scenarios, naively propagating sketch updates frentethves to the root node is
wasteful; distribution changes at leaf nodes of a subtreg @ffactively “cancel out” at
a higher node in the hierarchy rendering further commuitinatith nodes higher in the
hierarchy unnecessary. For such multi-level hierarchoes,tracking scheme should be
able to exploit stability propertiest any node of the hierarchy

In this section, we demonstrate how our earlier ideas andtsesan be used to effec-
tively solve and analyze approximate query-tracking peoid in the case of such general
hierarchies. For simplicity, we concentrate on the casesgifjoinqueryQ(f) = || f||?
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(Corollary 3.2), where the update streghis observed across all leaf nodes in the hierar-
chy; the extensions to handle more general queries andusisets are straightforward.
Assume that our tracking hierarchy compriges 1 levels, with the root node at level
0 and the leaf nodes at levkl We can compute an approximate sketch over the union of
streams observed at the leaf nodes by running our sketckititascheme between each in-
ternal node and its children. That is, each internal notlacks an (approximate) AGMS
sketch over its children, and then passes up relevant irdfioom to its parent when its
locally-observed sketch (which summarizes the data digion of all streams in its sub-
tree) violates a specified deviation bound with respectsadtrresponding prediction at
u’s parent (i.e., condition (*) withk; equal to the number of siblings aj.
Just as in the flat, single-level case it suffices to allodeesame deviation tolerané¢o
every remote site, we argue that it suffices to allocate three$aparameter to every node
at levell in the hierarchy — essentially, this implies that each lgvel 1) node gives all
its children the maximum possible error tolerance (baseitsamwn error bounds) in order
to minimize communication cost across leviels 1 andi. Now, consider a node at level
[ in the tree hierarchy and I&t, denote the union of update streams in the subtree rooted
atu, and define (1)y; as the accuracy at whichtracks its local sketch summary (for the
S, stream); and, (2); as the bound on the deviation of locally-maintained sket¢sth
respect to their predictions) at node The following corollary then follows easily from
Corollary 3.2.

COROLLARY 4.2. Leta; and 8, be as defined above. Then, the compounded error of
the local AGMS sketch summaries for nodes at Ievell of the hierarchy isy;_y = o+
20;.

Corollary 4.2 essentially allows us to “cascade” our basiingle-level tracking scheme
to the case of multi-level hierarchies. Specifically, assigna fixed AGMS sketching error
¢ at the leaf nodes of the hierarchy, then, by Corollary 4.&yreing across all levels, the
total sketch-tracking error at the root nodevig= e+ 2 Z;;l 0.

Assuming that the sketching errerat leaf nodes is fixed (e.g., based on site memory
limitations), we now seek to optimize the settings for thgparameters for minimizing
communication costs. We consider the worst-case boundsifostatic-prediction model,
and two possible optimization objectives: (1) thaximum transmission cofstr any node
in the hierarchy (or, equivalently, the maximum load on assnmunication link), and (2)
the aggregate communication coster the entire communication hierarchy. Both of the
above objectives are important in the sensornet context fer maximizing the lifetime
of a sensor network) as well as more traditional distributetdvork-monitoring scenarios.
To simplify the analysis that follows, we assumeegular hierarchical-monitoring topol-
ogy, where both (a) the branching factor (i.e., number dfrgiB), and (b) the number of
observed updates for a node at Ievate fixed ak; andV;, respectively. (Our analysis can
also provide some guidance for effective heuristics fdiirsggthe deviation parameters in
more general scenarios.) From the analysis in Section,3t#4worst-case) transmission

cost for a node at levélis O(@ 1og(%) log V).
1

Maximum Transmission Cost Minimization Problem: Determinef,’s that minimize
maxl{g 1og(%) log N;} subject to the total-error constraipi, 6; = 6.
l

For this minimization problem, it is not difficult to see thhe optimal point occurs when
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the per-node transmission costs at all levels are equahgpitie optimal per-leved; set-
tings
i 1/3
0 6 (Vi log(%)log ;)
L= 1/3°
k;
55 (VA log() log ;)

In the case of minimizing total communication, the per-ntrdesmission cost at level
[ is multiplied by the total number of nodes at that levgl = Hg-zlk:j, and we have a
sum objective function. This is a more complicated minirtiaproblem, but we show a
closed-form solution for the optim4} settings.

Aggregate Communication Cost Minimization Problem. Determinef;’s that minimize

the sumy_, £L¥EL Jog (%) log IV, subject to the total-error constrait, 6, = 6.
l

THEOREM 4.3. The optimab; values for minimizing the (worst-case) aggregate com-
munication cost over a (regular) multi-level tracking raechy are given by

0(Kiv/kilog(%) log N;) '/
>, (K /Ky log(%) log N;)1/3
PROOF. Let¢; = Kk log(%) log Ny, for all levelsi. Our proof use¢idlder’s in-

equality[Hardy et al. 1988], which states that, for any y; > 0, andp, ¢ > 1 such that
1 1 .

117

p q

0, =

1/p 1/q
(zxf) -(zyf) S
l l l

with equality holding only ify; = X - :c’l”_l for all I.
Substitutingp =4, ¢ = 4/3, xz; = (g—g)l/‘*, andy; = 013/4 in Holder's Inequality, we get
l

1/4 3/4
(S) (so) =xan
/I l l

4

or, equivalently (sincé_, 0, = 0), >, g—lg > 0% ( lcll/4) .
Note that the left-hand side of this inequality is precisely optimization objective,
whereas the right-hand side is constant. Thus, the optineal (ninimum) value for our
objective occurs when equality holds in this instance o6fddr’'s inequality, or, equiva-

lently, if 9?/4 = /\(%)3/4, which after some simplification, gives = /\’cll/4 (where the
l

new proportionality constant i§ = \'/3). Coupled with the total error constraint, ; =

9, this directly implies that the optima values are given by, = 9cll/4/2j ci/*. The

result follows. [

4.3 Alternate Sketch-Prediction Models

We outlined three distinct approaches to sketch predic@éach building progressively
richer models to attempt to capture the behavior of loca&astr distributions over time.
Our most sophisticated model explicitly tries to model bfitkt-order (i.e., “velocity”)
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and second-order (i.e., “acceleration”) effects in thealagpdate-stream rates while in-
creasing the amount of sketching information communictidde coordinator by a factor
of only two. Our main focus has been on defining the framewdnictwguarantees cor-
rectness, and we show in our experimental simulations trext simple models achieve
significant savings. The choice of model is orthogonal toftaenework, and naturally

given more knowledge of the application area, one can satgcinodel which can predict
the distribution well. Note though that there is tradeoffehdhe more complex the model,
the more parameters that must be communicated betweent¢harsi the coordinator,

which can lead to higher communication cost; thus, bettediption does not necessarily
immediately translate into lower overall communicatiostco

One can easily envisage other models of evolving localibigions beyond those dis-
cussed here, and translating these into predicted skebgtegzplying the linearity proper-
ties of the sketch transformation. In particular, the ling=dictions can be seen as simple
instances of the more general class of ARMA models [Box an#tide 1970]. Direct im-
plementation of these models requires some adjustmenigkthahese models typically
forecast ahead only a small number of timesteps, whereasstores limited communica-
tion, we need to forecast over many thousands or even nsllafriimesteps. A second
consideration is that whereas such models typically uss-kguares regression to mini-
mize theerror in prediction, we have a distinct objective: to minimize freguencywith
which the prediction error exceeds a given threshold. Nkee&rss, such models have been
successfully used in similar settings such as sensor nk$vjdulone and Madden 2006],
and so could be applied here.

Other variations are also possible. Thus far, our modelsabvp®n whole sketches at a
time; it is possible, however, to design “finer-grained” ratsthat consider different parts
of the distribution separately. For instance, individuatadelements with high counts in
the f, ; distribution carry the highest impact on the norm of therdistion. Thus, we
can separate such “heavy-hitter” elements from the resteoélistribution and model their
movements separately (e.g., tracking an acceleration inedele using a sketch only for
tracking the remainder of the distribution. Once a localstrint is violated, then it may
be possible to restore the constraint by only shipping imftion on some of the heavy-
hitter items, instead of shipping an entire sketch — cleaHis may drastically reduce
the amount of communication required. At a high level, tppraach is similar to the
idea of “skimmed sketches” of Ganguly et al. [Ganguly et 804, but for the purpose of
decreasing communication rather than increasing acculExpjoring the applicability and
potential benefits of such sketch-skimming approachesuodistributed query-tracking
problem is an interesting direction for future work in thiea

5. EXPERIMENTAL STUDY

We conducted an experimental study on the proposed trackgugithms, to understand
the effect of setting various parametersé, and windowlV for the velocity/acceleration

model), to evaluate the communication savings from our ptetand to measure the ac-
curacy and time cost of our methods compared to the baselingan of each remote site

communicating every update to the coordinator site. We t@sted the overall accuracy
of our approximate methods by comparing to the exact answevarious queries, and

looked at the time benefits of using the fast update techeigugehave introduced.
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Fig. 6. Tradeoff between the parameteendé.

5.1 Testbed and Methodology

We implemented a test system that simulated running ouopott in C.8 Throughout, we
set the probability of failure§ = 1%. Experiments were run on a single machine, simu-
lating the actions of each @fsites and the coordinator. For each experimental simulatio
all remote sites used the same class of prediction moddic(siaear-growth or veloc-
ity/acceleration) with the same tracking parametefs We implemented various natural
optimizations of our methods. When each site has to commignioahe coordinator, it
computes whether it is more efficient to send a sketch or td Semupdates since the last
communication, and sends the cheaper message. Since tlitnedar has the previous
sketch, it can compute the new sketch by adding on the repelattes, so both remote site
and coordinator stay in lockstep. This ensures that theisosver worse than the trivial
solution of sending every update to the coordinator, anchfmitant in the early stages in
the protocol, when the site is still learning the nature ®6ireams, and so must update the
coordinator often.

We report the results of experiments run on two data setsfifidtevas drawn from the
Internet Traffic Archive [ttp://ita.ee.lbl.gov/ ), representing HTTP requests
sent to servers hosting the World Cup 1998 Web Site. Servers fosted in four ge-
ographic locations: Plano, Texas; Herndon, Virginia; SaDkara, California; and Paris,
France. Therefore, we modeled this system with four remit#ée,one handling requests
to each location. We tracked the relations defined by thisiesege of requests, using
the “objectID” attribute as the attribute of interest. Thimems a good approximation of
many typical data sets, taking on a large number of posstilges with a non-uniform
distribution. The second data set consisted of SNMP netwsdge data obtained from
CRAWDAD (the Community Resource for Archiving Wireless Datdartmouthhttp:
/lcmc.cs.dartmouth.edu/data/dartmouth.html ). It consists of measure-
ments of total network communication every five minutes avdour month period at
a large number of different access points (approximate3).20Ve divided these access
points into eight groups to create a data set with eight sitels6.4 million total requests.
Here, we used the “size” attribute as the one to index the aataince this takes a very
large number of values, and will be challenging to predietdistribution accurately. We

60ur implementation of Fast-AGMS sketches was modified from oyrlémentations available ttp://
www.cs.rutgers.edu/"muthu/massdal-code-index.html
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Fig. 7. Effect of varying the window size used to estimate“thetocity” sketch.

obtained similar results to those reported here when usffegeht data sets and settings.

Throughout, we measure tiemmunication costs the ratio between the total commu-
nication used by a protocol (in bytes) divided by the totatdo send every update in full
(in bytes). For example, if our protocol sent 3 sketchesh&diavhich was 10KB in size,
to summarize a set of 50,000 updates, each of which can besesgied as a 32-bit integer,
then we compute the communication cost as 15%. Our goal igue this cost as low as
possible. When measuring the accuracy of our methods, wewenap estimated result
est, and (for testing) compute the exact ansvetie. The error is then given b&?%j“'
which gives a fraction, 0% being perfect accuracy; agaim,gmal is to see this error as
low as possible.

5.2 Experimental Results

Setting Parameters and Tradeoffs.First, we investigated the tradeoff between parame-
terse andd in order to guarantee a given global error bound, and thingett the parameter
W for the velocity/acceleration model. We took one day of HT&guests from the World
Cup data set, which yielded a total of 14 million requestsl e complete SNMP data.
Figure 6 shows the effect of varyingand subject toe + 260 = ), for v = 10%, 4%,
and 2% error rate. In each case, we verified that the totat @ar@s indeed less tha.
The communication cost is minimized feroughly equal t@.55—0.6¢). Our analysis in
Section 3.2 showed that for a worst case distribution urftkeistatic model¢ should be
aroundt/2. In practice, it seems that a slightly different balanceegithe lowest cost,
although the trade-off curve is very flat-bottomed, andimgtt between0.3w and 0.7
gives similar bounds. We have shown the curves for the uglaciceleration model with
W = 20000 on the HTTP data anil/ = 1000 on the SNMP data; curves for the different
models and different settings Bf look similar. For the remainder of our experiments, we
sete = 0.5¢ andd = 0.25v, giving g(¢, 0) =~ 1.

In Figure 7, we show the effect of varying the window sli¥gor the velocity/acceleration
model on the communication cost for three values of ¢+ 26 on both data sets. In order
to show all three models on the same graph, we have showrstierabdel cost as the left-
most point (plotted with a cross), since this can be thoughtdhe velocity/acceleration
model with no history used to predict velocity, hence veipand acceleration components
are set to zero. Similarly, we plot the cost of the linear glomodel as the rightmost point
on each curve (marked with an asterisk), since this can hetitoof as using the whole

ACM Transactions on Database Systems, Vol. V, No. N, January 2008.



32 . G. Cormode and M. Garofalakis

8 Days HTTP requests, g=20, W=20000 4 months SNMP data, =26, W=1000
————— £=20=5% £=20=2%------- £=20=1% —-—--£=20=5% £=26=2%------- £=20=1%
100% 100% -,
g - 3
§ 80% 1\~ 8
c c
2 60% 2
© ©
L L2
S 40% E
£ €
E 20% 15
[S] . ]
0% + L e S
0 10 20 30 40 50 0 2 4 6
Updates /1076 Updates /10”6
(a) Communication cost for HTTP data. (b) Communication cost for SNMP data.
Fig. 8. Communication cost as the number of updates incsease
1 Day HTTP data, £=5%, W=20000
1 Day HTTP data, 20=5% W=20000 Error bound Static - - ----- Velocity-Acceleration
Error bound static ------- Velocity-Acceleration 10% -+
10% - c
S 8% A
£ 8% 4 =
2 B 6% -
g 6% - E
£ o S 4% -
5 4% - &
& 20 1 2 2%
S o% — : . . - g 0% e L
20500 2% 4% ¢ 6% 8% 10% 20, ° 2% 4% 6% -..-78% TTTI0%
(a) Estimation quality, fixed, varyinge. (b) Estimation quality due to tracking delay with sketch

error subtracted, avaries.

Fig. 9. Experiments evaluating the quality of the returresiits.

history to predict velocity. On the HTTP World Cup data (Fig#(a)), we see that for the
best setting of the window size the velocity/acceleratiatel outperforms both the other
models by at least a third, but it is sensitive to the settiihg/o too small or too large, and
the overall communication cost is noticeably worse tharbtrst value. For each curve, the
least cost is between half and a third of the greatest coshédrcurve. The static model
gets close to the worst cost, while the linear growth modebkdyuite well, but still about
a third more than the best velocity/acceleration model tReHTTP data set, we see that
irrespective of they(e, ) value the best setting 8% is in the range 10000-100000. We
observe similar behavior on the SNMP data, although theflieié using a window over
the linear growth model decrease eadecreases. For the remainder of our experiments,
we focus on the velocity/acceleration model with = 20000 for the HTTP data, and
W = 1000 for the SNMP data.

Communication Cost. We look at how the communication cost evolves with time in
Figure 8, using the velocity/acceleration model. This expent was performed on a
larger data set from a week of HTTP requests to the World Cii@ skets, totaling over

50 million updates (withk = 4 as before), and on the same Dartmouth SNMP data set
treated as updates to a single site kse= 1). For both data sets, the behavior is fairly
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Fig. 10. Timing cost, comparing fast tracking methods tdfquening sketch estimation
every step, for static and acceleration models.

similar. The cost is initially high, as the remote site agdptthe stream, but as the number
of updates increases, then the requirement for commuaitadrops. For the higher error
bounds, there are long periods of stability, i.e., whereamarmunication is necessary. This
implies that in the long term our methods reach a “steadg’stathere no communication
is necessary, and large savings result over shipping up epelate to the coordinator.

Accuracy of Approximate Query Answers. Our first set of experiments focused on the
communication cost of our proposed protocols. We now candite accuracy they pro-
vide for answering queries at the coordinator, and the tiost at the remote sites. In
Figure 9(a), we plot the error in answering queries at thedinator based on processing
the one day of data from the World Cup data set. Here, we hagd fixand plotted the
observed accuracy for computing the size of a self-joinagies when we have processed
all updates. We show with a heavy line the worst case errontheu- 26 ~ g(e, 6): all
the results fall well within this bound. Both static and @tg/acceleration models give
similar errors at the coordinator. Note that there someatadliiy in the error with different
values ofe, which arises from two sources: (1) variation due to theaketror bound.

(2) variation from the tracking bourtd Depending on when the query is posed, the remote
site may be using little of the “slack” that this bound givesjt may be using almost all
of it. Therefore, we should not expect to see any overalldi@ss varies, beyond that the
total error is within the global guarantee.

In Figure 9(b), we attempt to separate the sketch error frantracking error, by com-
puting the approximation we would get if the remote site ghatsketch of its current
distribution to the coordinator when the self-join querysvgesed. In this figure, we have
subtracted this error from the total error to give an indarabf how much error is due to
tracking asf varies. The negative values seen in the results for the glacceleration
model indicate that the answer given by using this predictimdel at the coordinator is
actuallymore accurate than if the coordinator requested each site toisensketch at
query time. This shows an unexpected benefit. Our worstdoageds must assume that
the errors from sketching and tracking are additive, busdme cases, these errors can
partially cancel out For the static case, we more clearly see the trend for thkitrgerror
to decrease asdecreases to zero, thus guaranteeing that it meets theberrod.

Timing Results. Lastly, we consider the time cost of our tracking methods.cdfapared
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the implementation of our methods using Fast-AGMS sketehesour fast sketch-track-
ing scheme against the same prediction models implemerntedwaive tracking method
with time complexity linear in the sketch size (Figure 10heTcommunication cost and
accuracy of both versions was the same in all cases: ourfasing techniques compute
the same functions, but are designed to work more quicklg tirhe cost is composed of
the time required to update each sketch, and the time to jgatenthe sketch model when
the error bounds are exceeded. For the “slow” implementatite former requires time
linear in the size of the sketch, which is in turn quadratit ig; for the “fast” version, the
cost is independent ef As can be seen in the diagram, the direct implementatiotiseof
tracking methods rise sharply aapproaches zero, while the fast implementations hardly
vary. For smalle, the fast velocity/acceleration method becomes more estgesince,
while update operations are still fast, recomputing thectles when tracking bounds are
broken begins to contribute more significantly to the ovemdt. Fore > 3% on the World
Cup HTTP data (Figure 10(a)) the cost was 36 seconds in tlie stse, and 50 seconds
for the more complex velocity/acceleration model to precas14 million updates. This
gives an effective processing rate of around 300-400 thmbispdates per second per site;
equivalently, an average overhead of 3 microseconds petteja our experimental setup
(2.4GHz Pentium desktop). A similar rate was observed orD@gmouth SNMP data
(Figure 10(b)).

Experimental Conclusions. Our experiments show that significant communication sav-
ings are possible for the variety of tracking problems basedhe key sketch tracking
problem that we address. With an approximation factor of 18 communication cost
can be less than 3% of sending every update directly to thedim@dor, and this saving
increases as more updates are processed. Time overheadrigaima few microseconds
to update the necessary tracking structures, and typiadhyv kilobytes per sketch, plus
space to store a recent history of updates. Our more detsiletdh prediction models
seem to offer significant improvements over the simplestehdthe velocity/acceleration
model gives best performance, if enough information abdwaistreams is known to choose
a good setting of the window paramei&r (one could imagine a more involved algorithm
that tries several values ¥ in parallel and eventually settles on the one that minimizes
communication). Failing this, linear growth provides adaig results, and requires no
extra parameters to be set.

6. CONCLUSIONS

We have presented novel algorithms for tracking complexiga®ver multiple streams in
a general distributed setting. Our schemes are optimizetlgoking high-speed streams,
and result in very low processing and communication costd,significant savings over
naive updating schemes. Our key results show that any ghatyan be answered using
sketches in the centralized model can be tracked efficiemtiye distributed model, with
low space, time, and communication.

The main results show that join, multi-join and self-joizesiqueries can be answered
with guaranteed error bounds provided remote sites trankitons that depend only on
individual streams observed locally. With appropriate silecredicting future behavior
based on a collected history, little communication is nedastween the remote sites and
the coordinator site. A wide range of queries can be answiayeithe coordinator: es-
sentially, any query that can be approximated ushagpproximate sketches can now be
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answered withy(e, 8) error, including heavy hitters, wavelets, and multi-dirsienal his-
tograms.
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