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PRECISION  VS  EFFICIENCY
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Static Analysis vs Decision Procedures

Error

Program traces
Static analyses aggressively 
over-approximate disjunction 
for efficiency.  

Modern SAT solvers precisely 
reason about disjunction.

Static Analysis

Decision Procedures
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Static Analysis, BMC, and the Problem of Disjunction

Interval Analysis Bounded Model Checking
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Static Analysis, BMC, and the Problem of Disjunction

Interval Analysis Bounded Model Checking

Success!
0.1s
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Interval Analysis Bounded Model Checking

Success!
0.1s

Success!
290s
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Static Analysis, BMC, and the Problem of Disjunction

Interval Analysis Bounded Model Checking
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Static Analysis, BMC, and the Problem of Disjunction

Interval Analysis Bounded Model Checking

Failure!
0.1s

hx : >, a : [�1.0, 1.0]i
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Interval Analysis Bounded Model Checking

Failure!
0.1s

Success!
0.1s

hx : >, a : [�1.0, 1.0]i
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Static Analysis or Bit-Blasting?

Error

Error

Standard static analysis fails, but we could do better than bit-blasting?

Monday, 23 July 12



Static Analysis or Bit-Blasting?

Idea: Partition the traces so that we can prove correctness for each partition.
Question: Where does the partition come from?

To be efficient, we want partitions that are just precise enough

Error

Error

Standard static analysis fails, but we could do better than bit-blasting?
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Our Contribution

• Conflict Driven Fixed Point Learning (CDFL)
• Intelligent, property-driven refinement for abstract analyses
• Distinct from and orthogonal to CEGAR

• Instantiation of CDFL(Interval)
• Significantly faster than modern SAT solvers on FP programs
• Better precision than straightforward abstract analysis
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WHAT WOULD 
A SAT SOLVER DO?
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' = p ^ (¬p _ ¬q) ^ (q _ r _ ¬w) ^ (q _ r _ w)
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' = p ^ (¬p _ ¬q) ^ (q _ r _ ¬w) ^ (q _ r _ w)

Imagine no assignments,
it’s easy if you try

Imagine only Booleans,
I wonder if you can
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SAT Solvers Operate over Abstract Domains
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SAT Solvers Operate over Abstract Domains

Partial assignment

Prop ! {t, f, ?}

Monday, 23 July 12



SAT Solvers Operate over Abstract Domains

Partial assignment

Prop ! {t, f, ?}

Boolean Constants Domain
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Deduction
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Deduction

SAT
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Deduction

SAT �! hp : >, q : >i

�! hp : t, q : fi
�! hp : t, q : >i
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Deduction

SAT �! hp : >, q : >i

�! hp : t, q : fi
�! hp : t, q : >i p : t q : f

Monday, 23 July 12



Deduction

SAT

Intervals

�! hp : >, q : >i

�! hp : t, q : fi
�! hp : t, q : >i p : t q : f
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Deduction

SAT

Intervals

�! hp : >, q : >i

�! hp : t, q : fi
�! hp : t, q : >i

�! hx : [�1, 10.0], y : >i
�! hx : [�1, 10.0], y : [�1, 20]i

p : t q : f
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Deduction

SAT

Intervals

�! hp : >, q : >i

�! hp : t, q : fi
�! hp : t, q : >i

�! hx : [�1, 10.0], y : >i
�! hx : [�1, 10.0], y : [�1, 20]i

p : t q : f

l1 : hx : [1, 10.0]i
l2 : hx : [1, 10.0]i

l2 : hy : [1, 20.0]i
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Deduction

SAT

Intervals

CDFL

�! hp : >, q : >i

�! hp : t, q : fi
�! hp : t, q : >i

�! hx : [�1, 10.0], y : >i
�! hx : [�1, 10.0], y : [�1, 20]i

post

A : A ! AApply abstract strongest 
post-condition

p : t q : f

l1 : hx : [1, 10.0]i
l2 : hx : [1, 10.0]i

l2 : hy : [1, 20.0]i
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Deduction over loops

Intervals

Monday, 23 July 12



Deduction over loops

Intervals
�! hx : [0.0, 0.0]i

�! hx : [10.0, 10.0]i
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Deduction over loops

Intervals
�! hx : [0.0, 0.0]i

l1 : hx : [0.0, 0.0]i

�! hx : [10.0, 10.0]i

l2 : hx : [10.0, 10.0]i
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DecisionsSAT
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DecisionsSAT

�! hp : >, q : >i

�! hp : >, q : >i

No information gained!
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DecisionsSAT

�! hp : >, q : >i

�! hp : >, q : >i

No information gained!

Case 1
q : f
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DecisionsSAT

�! hp : >, q : >i

�! hp : >, q : >i

No information gained!

hp : >, q : fi  �
hp : t, q : fi  �

?  �

Case 1
q : f
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DecisionsSAT

�! hp : >, q : >i

�! hp : >, q : >i

No information gained!

hp : >, q : fi  �
hp : t, q : fi  �

?  �

Case 1 Case 2
q : f q : t
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DecisionsSAT

�! hp : >, q : >i

�! hp : >, q : >i

No information gained!

hp : >, q : fi  �
hp : t, q : fi  �

?  �

�! hp : >, q : ti
�! hp : >, q : ti
�! hp : >, q : ti

Case 1 Case 2
q : f q : t
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DecisionsSAT

�! hp : >, q : >i

�! hp : >, q : >i

No information gained!

hp : >, q : fi  �
hp : t, q : fi  �

?  �

�! hp : >, q : ti
�! hp : >, q : ti
�! hp : >, q : ti

Case 1 Case 2

hp : >, q : ti

q : f q : t
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DecisionsIntervals

hx : >, a : [�1.0, 1.0]i
possibly unsafe
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DecisionsIntervals

hx : >, a : [�1.0, 1.0]i

Case 1
x < 0

possibly unsafe
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DecisionsIntervals

hx : >, a : [�1.0, 1.0]i

Case 1
x < 0

hx : [1,�0.], a : [1.0, 1.0]i

Safe

possibly unsafe
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DecisionsIntervals

hx : >, a : [�1.0, 1.0]i

Case 1
x < 0

Case 2
x � 0

hx : [1,�0.], a : [1.0, 1.0]i

Safe

possibly unsafe
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DecisionsIntervals

hx : >, a : [�1.0, 1.0]i

Case 1
x < 0

Case 2
x � 0

hx : [1,�0.], a : [1.0, 1.0]i

Safe
hx : [1,�0.], a : [�1.0,�1.0]i

Safe

possibly unsafe
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DecisionsCDFL

There is a common pattern!
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DecisionsCDFL

There is a common pattern!

hp : t, q : ti| {z } = hp : ti| {z }
hp:fi

u hq : ti| {z }
hq:fino precise complement

as a partial assignment precise complements

SAT Solvers:
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DecisionsCDFL

There is a common pattern!

hp : t, q : ti| {z } = hp : ti| {z }
hp:fi

u hq : ti| {z }
hq:fino precise complement

as a partial assignment precise complements

SAT Solvers:

hx : [0, 10], y : [3,1]i| {z } = hx : [0,1]i| {z }
hx:[�1,�0.]i

u hx : [�1, 10]i| {z }
hx:[10.0,1]i

u hy : [3,1]i| {z }
hx:[�1,2.999]ino precise complement

as an interval precise complements

Interval Analysis:
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DecisionsCDFL

Lattice elements are decomposable into 
meets of precisely complementable elements

8a 2 A. a = a1 u . . . u ak s.t. all ai can be precisely complemented

To instantiate CDFL, we need that:
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DPLL Learning Example

Learn deeper reason for a conflict using an implication graph

¬1 ^ (1 _ ¬2 _ ¬3) ^ (¬4 _ 5) ^ (¬6 _ 7) ^ (¬6 _ ¬8) ^ (¬7 _ 8 _ ¬9) ^ (3 _ 9 _ 1)

^(9 _ 3)

DL0

1

¬(¬9 ^ ¬3)

¬(¬8 ^ 7 ^ ¬3)

¬(6 ^ 2 ^ ¬1)

Every cut that disconnects the roots from the error is a reason

Leopold Haller (OUDCS) DPLL is Abstract Interpretation 23 / 33

SAT Learning
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Cuts = Heuristic underapproximation of the weakest pre-
condition

SAT Learning
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Abstract Implication Graph

n1

c2 c3c1 c4

n2

 

[a  �2]

[a = �1] [a = 0]

[a � 1]

b := 2 b := �2

b := �1 b := 1

[b = 0]

DL0

c1 : a  �2
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1. Build an implication graph over complementable elements
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CDFL Learning and Conflict Graphs

1. Build an implication graph over complementable elements

2. On conflict, generalise the implication graph using under-
approximate weakest pre-condition.

3. Cut the implication graph to obtain conflict reason
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IMPLEMENTATION AND 
EXPERIMENTS
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Experiments

• Implementation of CDFL(Intervals) applied to floating point programs. 

• Analysis is sound and complete in the absence of loops.

• Compared to Astrée and CBMC + state of the art decision procedure, on 
small, non-linear programs.
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Fig. 3. E↵ects of learning and decision heuristics

E�cient and Precise Analysis In Figure 2, we show execution times for
Astrée, CBMC, and our analysis (cdfl). To highlight wrong verification results
or out-of-memory errors, the time for such failures was set to the timeout of
3600 seconds. We make several observations: on average, our analysis is at least
264 times faster than cbmc. The figure 264 is a lower bound, since some runs
of cbmc were aborted due to timeouts or errors. The maximum speed-up is a
factor of 1595. Although Astrée is often faster than our prototype, its precision is
insu�cient in many cases – we obtained 16 false alerts for the 33 safe benchmarks.

Decision Heuristics and Learning Figure 3 visualises the e↵ects of learning
and decision heuristics. Learning has a significant influence on runtime, as does
the choice of a decision heuristic. We compare a random heuristic, which picks
a restriction over a random variable, with a range-based one, which always aims
to restrict the least restricted variable. Random decision making outperforms
range-based. Activity-based heuristics common in sat may work as well in our
case.

Dynamic Precision Adjustment One unique feature of our procedure is
property-dependent refinement. The precision of the analysis dynamically adapts
to match the precision required by the property. This is illustrated in Figure 4

CDFL on average 260x faster than propositional SAT

(Astree “spurious” false alarms treated as timeouts)

17 0 40

33 24 0

25 23 9

safe bug
unknown 
/ timeout

Astrée

CDFL

CBMC

57 small, non-linear FP programs w. bounded loops
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Approximating a Sine Function

Input Range

Sine function

Program output
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Number of partitions vs. tightness of bound

Partitions

Safety bound
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Number of partitions vs. tightness of bound

Precise results using a strict abstraction!
Orders of magnitude faster than propositional SAT

Counter-Example
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Conclusion

• CDFL lifts architecture of a modern SAT solver to abstract domains.

• Property dependent analysis:  Analysis is just precise enough.

• CDFL(Intervals) significantly outperforms classical CDCL on natural 
domain problems and is significantly more precise than standard analysis.

• You can probably apply this to your static analysis problem
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Thanks for your attention!
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Is it a variant of CEGAR?

CEGAR
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Abstract Domain Analysis
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Is it a variant of CEGAR?

Refined Fixed

Fixed Refined

CEGAR

CDFL

Abstract Domain Analysis

CEGAR finds an abstraction that allows proving a property.

CDFL finds a way to efficiently reason within a fixed abstraction

Orthogonal!
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Shallow vs Deep Integration
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Shallow vs Deep Integration

Static 
Analyser

Deduction

Decisions

Learning

SAT Solver

Shallow Integration 
(e.g., SMPP by Harris et al.

at POPL2010)
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Shallow vs Deep Integration

Static 
Analyser

Deduction

Decisions

Learning

SAT Solver

Shallow Integration 
(e.g., SMPP by Harris et al.

at POPL2010)

Abstract SAT Solver

Abstract 
Deduction

Abstract
Decisions

Abstract 
Learning

CDFL is deep integration

Monday, 23 July 12



Decisions Inside Loops

x  0

x > 0
not precisely 

complementable

Solution: 

Use richer abstraction, e.g.,
{evenloop, oddloop} �! Interval
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