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Abstract. Security protocols are used in many of our daily-life applica-
tions, and our privacy largely depends on their design. Formal verification
techniques have proved their usefulness to analyse these protocols, but
they become so complex that modular techniques have to be developed.
We propose several results to safely compose security protocols. We con-
sider arbitrary primitives modeled using an equational theory, and a rich
process algebra close to the applied pi calculus.

Relying on these composition results, we derive some security properties
on a protocol from the security analysis performed on each of its sub-
protocols individually. We consider parallel composition and the case of
key-exchange protocols. Our results apply to deal with confidentiality but
also privacy-type properties (e.g. anonymity) expressed using a notion
of equivalence. We illustrate the usefulness of our composition results on
protocols from the 3G phone application and electronic passport.

1 Introduction

Privacy means that one can control when, where, and how information about
oneself is used and by whom, and it is actually an important issue in many
modern applications. For instance, nowadays, it is possible to wave an electronic
ticket, a building access card, a government-issued ID, or even a smartphone in
front of a reader to go through a gate, or to pay for some purchase. Unfortu-
nately, as often reported by the media, this technology also makes it possible for
anyone to capture some of our personal information. To secure the applications
mentioned above and to protect our privacy, some specific cryptographic pro-
tocols are deployed. For instance, the 3G telecommunication application allows
one to send SMS encrypted with a key that is established with the AKA proto-
col [2]. The aim of this design is to provide some security guarantees: e.g. the
SMS exchanged between phones should remain confidential from third parties.
Since security protocols are notoriously difficult to design and analyse, formal
verification techniques are important. These techniques have become mature and
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have achieved success. For instance, a flaw has been discovered in the Single-
Sign-On protocol used by Google Apps [6], and several verification tools are
nowadays available (e.g. ProVerif [9], the AVANTSSAR platform [7]). These tools
perform well in practice, at least for standard security properties (e.g. secrecy,
authentication). Regarding privacy properties, the techniques and tools are more
recent. Most of the verification techniques are only able to analyse a bounded
number of sessions and consider a quite restrictive class of protocols (e.g. [18]). A
different approach consists in analysing a stronger notion of equivalence, namely
diff-equivalence. In particular, ProVerif implements a semi-decision procedure
for checking diff-equivalence [9].

Security protocols used in practice are more and more complex and it is dif-
ficult to analyse them altogether. For example, the UMTS standard [2] specifies
tens of sub-protocols running concurrently in 3G phone systems. While one may
hope to verify each protocol in isolation, it is however unrealistic to expect that
the whole application will be checked relying on a unique automatic tool. Ex-
isting tools have their own specificities that prevent them to be used in some
cases. Furthermore, most of the techniques do not scale up well on large systems,
and sometimes the ultimate solution is to rely on a manual proof. It is therefore
important that the protocol under study is as small as possible.

Related work. There are many results studying the composition of security pro-
tocols in the symbolic model [15,13,12], as well as in the computational model [8,
16] in which the so-called UC (universal composability) framework has been first
developed before being adapted in the symbolic setting [10]. Our result belongs
to the first approach. Most of the existing composition results are concerned
with trace-based security properties, and in most cases only with secrecy (stated
as a reachability property), e.g. [15, 13,12, 14]. They are quite restricted in terms
of the class of protocols that can be composed, e.g. a fixed set of cryptographic
primitives and/or no else branch. Lastly, they often only consider parallel com-
position. Some notable exceptions are the results presented in [17,14,12]. This
paper is clearly inspired from the approach developed in [12].

Regarding privacy-type properties, very few composition results exist. In a
previous work [4], we considered parallel composition only. More precisely, we
identified sufficient conditions under which protocols can “safely” be executed in
parallel as long as they have been proved secure in isolation. This composition
theorem was quite general from the point of view of the cryptographic primitives
allowed. We considered arbitrary primitives that can be modelled by a set of
equations, and protocols may share some standard primitives provided they are
tagged differently. We choose to reuse this quite general setting in this work,
but our goal is now to go beyond parallel composition. We want to extend the
composition theorem stated in [4] to allow a modular analysis of protocols that
use other protocols as sub-programs as it happens in key-exchange protocols.

Our contributions. Our main goal is to analyse privacy-type properties in a
modular way. These security properties are usually expressed as equivalences
between processes. Roughly, two processes P and @ are equivalent (P ~ Q) if,



however they behave, the messages observed by the attacker are indistinguish-
able. Actually, it is well-known that:
1fP1 %PQ and Ql %QQ then P1 | PQ "&/’Ql | Qg.

However, this parallel composition result works because the processes that
are composed are disjoint (e.g. they share no key). In this paper, we want to go
beyond parallel composition which was already considered in [4]. In particular,
we want to capture the case where a protocol uses a sub-protocol to establish
some keys. To achieve this, we propose several theorems that state the conditions
that need to be satisfied so that the security of the whole protocol can be derived
from the security analysis performed on each sub-protocol in isolation. They are
all derived from a generic composition result that allows one to map a trace
of the composed protocol into a trace of the disjoint case (protocol where the
sub-protocols do not share any data), and conversely. This generic result can be
seen as an extension of the result presented in [12] where only a mapping from
the shared case to the disjoint case is provided (but not the converse).

We also extend [12] by considering a richer process algebra. In particular, we
are able to deal with protocols with else branches and to compose protocols that
both rely on asymmetric primitives (i.e. asymmetric encryption and signature).

Outline. We present our calculus in Section 2. It can be seen as an exten-
sion of the applied pi calculus with an assignment construction. This will al-
low us to easily express the sharing of some data (e.g. session keys) between
sub-protocols. In Section 3, we present a first composition result to deal with
confidentiality properties. The purpose of this section is to review the difficul-
ties that arise when composing security protocols even in a simple setting. In
Section 4, we go beyond parallel composition, and we consider the case of key-
exchange protocols. We present in Section 5 some additional difficulties that
arise when we want to consider privacy-type properties expressed using trace
equivalence. In Section 6, we present our composition results for privacy-type
properties. We consider parallel composition as well as the case of key-exchange
protocols. In Section 7, we illustrate the usefulness of our composition results
on protocols from the 3G phone application, as well as on protocols from the
e-passport application. We show how to derive some security guarantees from
the analysis performed on each sub-protocol in isolation. The full version of
this paper as well as the ProVerif models of our case studies can be found at
http://www.loria.fr/~chevalvi/other/compo/.

2 DModels for security protocols

Our calculus is close to the applied pi calculus [3]. We consider an assignment
operation to make explicit the data that are shared among different processes.

2.1 Messages

As usual in this kind of models, messages are modelled using an abstract term
algebra. We assume an infinite set of names N of base type (used for representing



keys, nonces, ... ) and a set Ch of names of channel type. We also consider a set of
variables X, and a signature X consisting of a finite set of function symbols. We
rely on a sort system for terms. The details of the sort system are unimportant,
as long as the base type differs from the channel type, and we suppose that
function symbols only operate on and return terms of base type.

Terms are defined as names, variables, and function symbols applied to other
terms. The set of terms built from N C A'UCh, and X C X by applying function
symbols in X' (respecting sorts and arities) is denoted by 7 (X, N UX). We write
fo(u) (resp. fn(u)) for the set of variables (resp. names) occurring in a term w.
A term u is ground if it does not contain any variable, i.e. fu(u) = 0.

The algebraic properties of cryptographic primitives are specified by the
means of an equational theory which is defined by a finite set E of equations
u=v with u,v € T(X,X), i.e. u,v do not contain names. We denote by =g the
smallest equivalence relation on terms, that contains E and that is closed under
application of function symbols and substitutions of terms for variables.

Ezample 1. Consider the signature Xpny = {aenc,adec, pk, g,f, ( ), proj;, proj, }.
The function symbols adec, aenc of arity 2 represent asymmetric decryption
and encryption. We denote by pk(sk) the public key associated to the private
key sk. The two function symbols f of arity 2, and g of arity 1 are used to model
the Diffie-Hellman primitives, whereas the three remaining symbols are used to
model pairs. The equational theory Epy is defined by:

Er = { proj; ((z,y)) =« adec(aenc(z, pk(y)), y) = «
o projy((w.9)) =y f(g(),y) =f(g(y),=
Let ug = aenc({n4,g(ra)), pk(skp)). We have that:

f(proj2(adec(u07 SkB))vrB) —Epn f(g(TA)a TB) —Epn f(g(rB)a TA)'

2.2 Processes

As in the applied pi calculus, we consider plain processes as well as extended
processes that represent processes having already evolved by e.g. disclosing some
terms to the environment. Plain processes are defined by the following grammar:

PQ:=0 null PlQ parallel
new n.P  restriction P replication
[x :=v].P assignment if ¢ then P else () conditional
in(e,z).P input out(c,v).Q output

where c is a name of channel type, ¢ is a conjunction of tests of the form u; = us
where w1, us are terms of base type, x is a variable of base type, v is a term of
base type, and n is a name of any type. We consider an assignment operation
that instantiates x with a term v. Note that we consider private channels but
we do not allow channel passing. For the sake of clarity, we often omit the null
process, and when there is no “else”, it means “else 0”.

Names and variables have scopes, which are delimited by restrictions, inputs,
and assignment operations. We write fu(P), bv(P), fn(P) and bn(P) for the sets
of free and bound variables, and free and bound names of a plain process P.



Ezample 2. Let Ppy = newska.newskp.(Pa | Pp) a process that models a
Diffie-Hellman key exchange protocol:

— Py % new ranewn4.out(c,aenc({na,g(ra)), pk(skg))).in(c,ya).
if proj, (adec(ya, ska)) = na then [z4 := f(projy(adec(ya, ska)),74)].0

— Pp ¥ newrp.in(c, yp).out(c, aenc((proj, (adec(ys, ski)), g(rp)), pk(ska))).
[xp := f(proj,(adec(ys, skg)),r5)].0

The process P4 generates two fresh random numbers 74 and n 4, sends a message
on the channel ¢, and waits for a message containing the nonce n4 in order to
compute his own view of the key that will be stored in x4. The process Pp
proceeds in a similar way and stores the computed value in zp.

Euxtended processes add a set of restricted names £ (the names that are a
priori unknown to the attacker), a sequence of messages ¢ (corresponding to
the messages that have been sent so far on public channels) and a substitution o
which is used to store the messages that have been received as well as those that
have been stored in assignment variables.

Definition 1. An extended process is a tuple (£;P;®;0) where £ is a set of
names that represents the names that are restricted in P, ® and o; P is a mul-
tiset of plain processes where null processes are removed and such that fo(P) C

dom(o); & = {w1 > u1,...,wp, > up} and 0 = {T1 — V1,..., Ty > Uy}
are substitutions where uy, ..., Up,V1,..., Uy are ground terms, and w1, ..., Wy,
T1,...,Tm are variables.

For the sake of simplicity, we assume that extended processes are name and
variable distinct, i.e. a name (resp. variable) is either free or bound, and in the
latter case, it is at most bound once. We write (£; P; @) instead of (&; P; ;).

The semantics is given by a set of labelled rules that allows one to reason
about processes that interact with their environment (see Figure 1). This defines

the relation ——+ where £ is either an input, an output, or a silent action 7. The
relation —— where tr denotes a sequence of labels is defined in the usual way

whereas the relation == on processes is defined by: A= B if, and only if,
there exists a sequence tr such that A s B and tr' is obtained by erasing all
occurrences of the silent action 7 in tr.

Ezample 3. Let @py &ef {w1 > pk(ska),ws > pk(skp)}. We have that:

({ska,skp}; Pa | Pp;PpH)

vws.out(c,w3).in(c,ws3).vws.out(c,wq).in(c,wa) (

E:0; Ppu W P;0 Ua’)

where @ =g, {ws > ug, wy > aenc((na,g(rp)),pka)}t, E = {ska,skp,ra,rB,n4},
0 =gy, {ya — aenc((na,g(rp)),pka), yp — aenc({na,g(ra)),pkp)}, and lastly
o' =gpy {24 = f(g(rp),ra), xp — f(g(ra),rz)}. We used pky (resp. pkp) as a
shorthand for pk(ska) (resp. pk(skg)).



(&;{if ¢ then Qi else Q2} WP;P;0) = (;Q1 WP;P;0) (THEN)
if uoc =g vo for each u =v € ¢

(€;{if ¢ then Qi else Q2}WP;P;0) = (£;Q2 W P;P;0) (ELSE)
if uo #g vo for some u =v € @

(&;{out(c,u).Q1;in(c, 2).Q2} WP;B;0) = (£;Q1 W Qo W P;B; 0 U {x +— uo})(Comm)
(E [z =0].Q W P;P;0) = (§;QWP; P;0 U {x > vo}) (AsscN)

(&;{in(c,2).Q} W P; ;5 0) M) (E;QUP;d;0U{z+— u}) (In)
ifcg & MP =u, fo(M) C dom(P) and fn(M)NE =0

vw;.out(c,w;)

(&;{out(c,u).Q} W P;P;0) —————5 (E£;QWP; P U {w; > uc};o) (OuT-T)
if cZ &, uis a term of base type, and w; is a variable such that ¢ = |®| + 1

(&;{new n.Q} WP;®;0) = (EU{n}; QW P;d;0) (NEW)
(& {1QY WP d;0) = (£:{1Q; Qp} ¥ P 3 0) (REPL)

p is used to rename bv(Q)/bn(Q) with fresh variables/names
(AP | P2} P;0i0) = (E{P1, P2} & P; &50) (PAR)

where n is a name, c is a name of channel type, u, v are terms of base type, and z, z
are variables of base type.

Fig. 1. Semantics of extended processes

2.3 Process equivalences

We are particularly interested in security properties expressed using a notion of
equivalence such as those studied in e.g. [5, 11]. For instance, the notion of strong
unlinkability can be formalized using an equivalence between two situations: one
where each user can execute the protocol multiple times, and one where each
user can execute the protocol at most once.

We consider here the notion of trace equivalence. Intuitively, two protocols P
and @ are in trace equivalence, denoted P ~ @, if whatever the messages they
received (built upon previously sent messages), the resulting sequences of mes-
sages sent on public channels are indistinguishable from the point of view of an
outsider. Given an extended process A, we define its set of traces as follows:

trace(A) = {(tr,new £.8) | A== (&; P; ®;0) for some process (£; P; P;0)}.

The sequence of messages @ together with the set of restricted names £ (those
unknown to the attacker) is called the frame.

Definition 2. We say that a term u is deducible (modulo E) from a frame
¢ = new&.P, denoted newE. P+ u, when there exists a term M (called a recipe)
such that fn(M)NE =10, fu(M) C dom(P), and MP =g u.

Two frames are indistinguishable when the attacker cannot detect the differ-
ence between the two situations they represent.



Definition 3. Two frames ¢1 and ¢o with ¢; = newE.P; (i € {1,2}) are stat-
ically equivalent, denoted by ¢1 ~ ¢2, when dom(P1) = dom(Ps), and for all
terms M, N with fn({M,N})NE = 0 and fo({M,N}) C dom(P), we have that:

M®1 =g N&q, if and only if, M®y =g NP>.

Ezample 4. Consider &1 = {wy > g(ra), ws > g(rg),ws > f(g(ra),rs)}, and
Py = {wy > g(ra),ws > glre),ws > k}. Let £ = {ra,rp,k}. We have that
newE.P1 ~ new&.Py (considering the equational theory Epy). This equivalence
shows that the term f(g(ra),rp) (the Diffie-Hellman key) is indistinguishable
from a random key. This indistinguishability property holds even if the messages
g(ra) and g(rp) have been observed by the attacker.

Two processes are trace equivalent if, whatever the messages they sent and
received, their frames are in static equivalence.

Definition 4. Let A and B be two extended processes, A C B if for every (tr, ¢) €
trace(A), there exists (tr',¢') € trace(B) such that tr =tr' and ¢ ~ ¢'. We say
that A and B are trace equivalent, denoted by A~ B, if AC B and BC A.

This notion of equivalence allows us to express many interesting privacy-type
properties e.g. vote-privacy, strong versions of anonymity and/or unlinkability.

3 Composition result: a simple setting

It is well-known that even if two protocols are secure in isolation, it is not
possible to compose them in arbitrary ways still preserving their security. This
has already been observed for different kinds of compositions (e.g. parallel [15],
sequential [12]) and when studying standard security properties [13] and even
privacy-type properties [4]. In this section, we introduce some well-known hy-
potheses that are needed to safely compose security protocols.

3.1 Sharing primitives

A protocol can be used as an oracle by another protocol to decrypt a message,
and then compromise the security of the whole application. To avoid this kind of
interactions, most of the composition results assume that protocols do not share
any primitive or allow a list of standard primitives (e.g. signature, encryption)
to be shared as long as they are tagged in different ways. In this paper, we adopt
the latter hypothesis and consider the fixed common signature:

Yo = {sdec, senc, adec, aenc, pk, {, ), proj;, projs, sign, check, vk, h}
equipped with the equational theory Eg, defined by the following equations:
sdec(senc(z,y),y) =2  check(sign(z,y),vk(y)) =«
adec(aenc(z, pk(y)),y) = proj; ({(z1, x2)) = x; with ¢ € {1,2}
This allows us to model symmetric/asymmetric encryption, concatenation, sig-
natures, and hash functions. We consider a type seed which is a subsort of the



base type that only contains names. We denote by pk(sk) (resp. vk(sk)) the pub-
lic key (resp. the verification key) associated to the private key sk which has to
be a name of type seed. We allow protocols to both rely on Xy provided that
each application of aenc, senc, sign, and h is tagged (using disjoint sets of tags
for the two protocols), and adequate tests are performed when receiving a mes-
sage to ensure that the tags are correct. Actually, we consider the same tagging
mechanism as the one we have introduced in [4] (see Definitions 4 and 5 in [4]).
In particular, we rely on the same notation: we use the two function symbols
tag/untag, and the equation untag(tag(z)) = = to model the interactions between
them. However, since we would like to be able to iterate our composition results
(in order to compose e.g. three protocols), we consider a family of such function
symbols: tag;/untag, with ¢ € N. Moreover, a process may be tagged using a
subset of such symbols (and not only one). This gives us enough flexibility to
allow different kinds of compositions, and to iterate our composition results.

Ezxample 5. In order to compose the protocol introduced in Example 2 with
another one that also relies on the primitive aenc, we may want to consider a
tagged version of this protocol. The tagged version (using tag, /untag;) of Pg is
given below (with u = untag, (adec(yg, skg))):

newrpg.in(c,yp).

if tag, (untag, (adec(yp, skp))) = adec(yp, skp) then

if u = (proj; (u), projy(u)) then

out(c, aenc(tag, ((proj, (u), g(rp))), pk(ska))).[rp = f(projy(u),75)].0

The first test allows one to check that yp is an encryption tagged with tag,

and the second one is used to ensure that the content of this encryption is a pair
as expected. Then, the process outputs the encrypted message tagged with tag;.

3.2 Revealing shared keys

Consider two protocols, one whose security relies on the secrecy of a shared
key whereas the other protocol reveals it. Such a situation will compromise the
security of the whole application. It is therefore important to ensure that shared
keys are not revealed. To formalise this hypothesis, and to express the sharing
of long-term keys, we introduce the notion of composition context. This will help
us describe under which long-term keys the composition has to be done.

A composition context C is defined by the grammar:

C:=_|newn. C |IC where n is a name of base type.

Definition 5. Let C be a composition context, A be an extended process of the
form (&; C|P); ®), key € {n,pk(n),vk(n) | n occurs in C}, and ¢, s two fresh
names. We say that A reveals key when

(EU{s};CIP | in(c,x). if = = key thenout(c,s)]; D) =L (&P o))
for some E', P', &', and o' such that new&'.d' F s.



3.3 A first composition result

Before stating our first result regarding parallel composition for confidentiality
properties, we gather the required hypotheses in the following definition.

Definition 6. Let C' be a composition context and & be a finite set of names
of base type. Let P and @Q be two plain processes together with their frames @
and@. We say that P/® and Q/¥ are composable under & and C when fo(P) =
(Q) =0, dom(®) Ndom(¥) =0, and

1. P (resp. Q) is built over Xo U Xy (resp. Xg U Xy), whereas & (resp. ¥) is
built over Xy U {pk,vk, ()} (resp. X5 U {pk,vk,{)}), Xo N X5 =10, and P
(resp. Q) is tagged;

2. & N (fn(CP]) U fn(®)) N (fa(CIQ]) U fn(¥)) = 0; and

3. (Eo; C[P); @) (resp. (£0;CIQ);W)) does not reveal any key in

{n, pk(n),vk(n) | n occurs in fn(P)Nfn(Q)Ndbn(C)}.

Condition 1 is about sharing primitives, whereas Conditions 2 and 3 ensure
that keys are shared via the composition context C' only (not via &), and are
not revealed by each protocol individually.

We are now able to state the following theorem which is in the same vein as
those obtained previously in e.g. [15,13]. However, the setting we consider here
is more general. In particular, we consider arbitrary primitives, processes with
else branches, and private channels.

Theorem 1. Let C' be a composition context, & be a finite set of names of base
type, and s be a name that occurs in C. Let P and @ be two plain processes
together with their frames ® and ¥, and assume that P/® and Q/¥ are com-
posable under & and C. If (Ey; C[P]; @) and (E9; C[Q]; W) do not reveal s then
(&0; C[P | Ql; P W) does not reveal s.

As most of the proofs of similar composition results, we show this result going
back to the disjoint case. Indeed, it is well-known that parallel composition works
well when protocols do not share any data (the so-called disjoint case). We show
that all the conditions are satisfied to apply our generic result (presented only
in the full version of this paper) that allows one to go back to the disjoint case.
Thus, we obtain that the disjoint case D = (Ey; C[P] | C|Q]; ¢ W ¥) and the
shared case S = (&; C[P | Q]; W ¥) are in trace equivalence, and this allows
us to conclude.

4 The case of key-exchange protocols

Our goal is to go beyond parallel composition, and to further consider the par-
ticular case of key-exchange protocols. Assume that P = newn.(P; | P2) is a
protocol that establishes a key between two parties. The goal of P is to establish
a shared session key between P, and P,. Assume that P; stores the key in the
variable x1, while P, stores it in the variable x5, and then consider a protocol @
that uses the values stored in z1 /x5 as a fresh key to secure communications.



4.1 What is a good key exchange protocol?

In this setting, sharing between P and @) is achieved through the composition
context as well as through assignment variables x; and x5. The idea is to abstract
these values with fresh names when we analyse @ in isolation. However, in order
to abstract them in the right way, we need to know their values (or at least
whether they are equal or not). This is the purpose of the property stated below.

Definition 7. Let C' be a composition context and &y be a finite set of names.
Let Py[] (resp. P»[]) be a plain process with a hole in the scope of an assignment
of the form [x1 :=t1] (resp. [x2 :=t2]), and & be a frame.

We say that P1/P2/® is a good key-exchange protocol under & and C' when
(€0; Paood; @) does not reveal bad where Pyood is defined as follows:

Pyood = newbad.newd.(Clnewid.(Pi[out(d, (x1,id))] | Palout(d, (x2,id))])]

| in(d, z).in(d,y).3f proj; (x) = proj; (y) A projs(x) # projs(y) then out(c, bad)
| in(d, z).3n(d, y).1f proj; () # proj; (y) A projs(z) = projy(y) then out(c, bad)
| in(d, z).4n(c, 2).3f 2z € {proj, (z), pk(proj; (z)), vk(proj, (x))} then out(c, bad))

where bad is a fresh name of base type, and c,d are fresh names of channel type.

The expressions u # v and u € {v1,...,v,} used above are convenient no-
tations that can be rigorously expressed using nested conditionals. Roughly, the
property expresses that x; and xo are assigned to the same value if, and only if,
they are joined together, i.e. they share the same id. In particular, two instances
of the role Py (resp. P») cannot assign their variable with the same value: a fresh
key is established at each session. The property also ensures that the data shared
through x; /22 are not revealed.

Ezample 6. We have that P4/Pp/®py described in Example 2, as well as its
tagged version (see Example 5) are good key-exchange protocols under & =
{ska, skp} and C = _. This corresponds to a scenario where we consider only a
single execution of the protocol (no replication).

Actually, the property mentioned above is quite strong, and never satisfied
when the context C under study ends with a replication, i.e. when C is of the
form C'[!.]. To cope with this situation, we consider another version of this
property. When C' is of the form C'[!], we define Pyooq as follows (where rq
and ry are two additional fresh names of base type):

new bad, d, r1,72.(C'[newid.\(Py [out(d, (x1,id, r1))] | P2[out(d, (x2,id,2))])]

| in(d, z).in(d, y).if proj;(x) = proj; (y) A projy(z) # proj,(y) then out(c, bad)

| in(d, z).in(d, y).if proj;(x) = proj; (y) A projs(z) = projs(y) then out(c, bad)

| in(d, z).in(c, 2).if z € {proj, (z), pk(proj, (z)), vk(proj; (x))} then out(c, bad))
Note that the id is now generated before the last replication, and thus is not
uniquely associated to an instance of P;/P,. Instead several instances of P; /Py

may now share the same id as soon as they are identical. This gives us more flexi-
bility. The triplet (u1, u2, ug) and the operator projs(u) used above are convenient
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notations that can be expressed using pairs. This new version forces distinct val-
ues in the assignment variables for each instance of Py (resp. P») through the 3rd
line. However, we do not fix in advance which particular instance of P, and P
should be matched, as in the first version.

Ezample 7. We have that Pa/Pp/®py as well as its tagged version are good
key-exchange protocols under & = {ska, skp} and C =!_.

4.2 Do we need to tag pairs?

When analysing @ in isolation, the values stored in the assignment variables
x1/xo are abstracted by fresh names. Since P and ) share the common signa-
ture Yy, we need an additional hypothesis to ensure that in any execution, the
values assigned to the variables x1/x2 are not of the form (u1,us), pk(u), or
vk(u). These symbols are those of the common signature that are not tagged,
thus abstracting them by fresh names in ) would not be safe. This has already
been highlighted in [12]. They however left as future work the definition of the
needed hypothesis and simply assume that each operator of the common signa-
ture has to be tagged. Here, we formally express the required hypothesis.

Definition 8. An extended process A satisfies the abstractability property if
for any (€;P; ®;0) such that Aé(é‘; P;®;0), for any x € dom(c) which corre-
sponds to an assignment variable, for any uy,us, we have that xo #g (u1,us),

xo #g pk(u), and zo #g vk(ug).

Note also that, in [12], the common signature is restricted to symmetric
encryption and pairing only. They do not consider asymmetric encryption, and
signature. Thus, our composition result generalizes theirs considering both a
richer common signature, and a lighter tagging scheme (we do not tag pairs).

4.3 Composition result

We retrieve the following result which is actually a generalization of two theorems
established in [12] and stated for specific composition contexts.

Theorem 2. Let C be a composition context, & be a finite set of names of
base type, and s be a name that occurs in C. Let P[] (resp. P2[]) be a plain
process without replication and with an hole in the scope of an assignment of
the form [x1 := t1] (resp. [xo2 :=ta2]). Let Q1 (resp. Q2) be a plain process such
that fu(Q1) C {1} (resp. fu(Q2) C {x2}), and  and ¥ be two frames. Let
P = Pi[0] | P5[0] and Q = new k.[z1 := k].[z2 := k].(Q1 | Q2) for some fresh
name k, and assume that:

1. P/® and Q/¥ are composable under & and C;

2. (£0;C1Q); ) does not reveal k, pk(k), vk(k);

3. (Eo; C[P); ®) satisfies the abstractability property; and

4. Py/Py/® is a good key-exchange protocol under & and C.

11



If (£y; C[P]; @) and (Ey; C[Q]; ¥) do not reveal s then (Ey; C[P1[Q1]|P2[Q2]]; P W W)
does not reveal s.

Basically, we prove this result relying on our generic composition result.
In [12], they do not require P to be good but only ask for secrecy of the shared
key. In particular they do not express any freshness or agreement property about
the established key. Actually, when considering a simple composition context
without replication, freshness is trivial (since there is only one session). More-
over, in their setting, agreement is not important since they do not have else
branches. The analysis of ) considering that both parties have agreed on the
key corresponds to the worst scenario. Note that this is not true anymore in pres-
ence of else branches. The following example shows that as soon as else branches
are allowed, as it is the case in the present work, agreement becomes important.

Ezxample 8. Consider a simple situation where:

— Py[0] = newky.[z1 := k1].0 and P2[0] = newkq.[z2 := k2].0;

— Q1 = if 1 = x2 then out(c,0k) else out(c,s) and Q2 = 0.
Let & = (), and C' = new s... We consider the processes P = P;[0] | P»[0], and
Q = newk.[r1 := k].[x2 := k].(Q1 | @2) and we assume that the frames ¢ and ¥
are empty. We clearly have that (&y; C[P]; @) and (£p; C[Q]; ¥) do not reveal s
whereas (&; C[P1[Q1] | P2[Q2]; @ W W) does. The only hypothesis of Theorem 2
that is violated is the fact that P;/P./® is not a good key-exchange protocol
due to a lack of agreement on the key which is generated (bad can be emitted
thanks to the 3rd line of the process Pyooq given in Definition 7).

Now, regarding their second theorem corresponding to a context of the form
news.!_, as before agreement is not mandatory but freshness of the key estab-
lished by the protocol P is crucial. As illustrated by the following example, this
hypothesis is missing in the theorem stated in [12] (Theorem 3).

Ezample 9. Consider A = ({kp};news.!([z1 := kp].0 | [z2 := kp].0);0), as well

as B = ({kp};news.!Q;0) where Q = newk.[z := k].[z5 := k].(Q1 | Q2) with
Q1 = out(c,senc(senc(s, k), k)); and Q2 = in(c, z).out(c, sdec(z, k)).

Note that neither A nor B reveals s. In particular, the process Q1 emits the

secret s encrypted twice with a fresh key k, but Q2 only allows us to remove one

level of encryption with k. Now, if we plug the key-exchange protocol given above

with no guarantee of freshness (the same key is established at each session), the
resulting process, i.e. (£o; C[P1[Q1] | P2[Q2]];0) does reveal s.

Note that this example is not a counter example of our Theorem 2: Py /P, /()
is not a good key-exchange protocol according to our definition.

5 Dealing with equivalence-based properties

Our ultimate goal is to analyse privacy-type properties in a modular way. In [4],
we propose several composition results w.r.t. privacy-type properties, but for
parallel composition only. Here, we want to go beyond parallel composition, and
consider the case of key-exchange protocols.
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5.1 A problematic example

Even in a quite simple setting (the shared keys are not revealed, protocols do
not share any primitives), such a sequential composition result does not hold.
Let C' = new k.'new ki.!new ko. - be a composition context, yes/no, ok/ko be
public constants, u = senc((k1, k2), k), and consider the following processes:
Q(z1,22) = out(c,u).in(c,z).if x = uthen Oelse
if proj; (sdec(z, k)) = kq thenout(c, z1) else out(c, 22)

P[] = out(c,u).(- | in(c,z).if # = uthen O else
if proj, (sdec(z, k)) = k1 then out(c, ok) else out(c, ko))

We have that C[P[0]] = C[P[0]] and also that C[Q(yes, no)] =~ C[Q(no, yes)].
This latter equivalence is non-trivial. Intuitively, when C[Q(yes, no)] unfolds its
outermost ! and then performs an output, then C[Q(no,yes)] has to mimic this
step by unfolding its innermost ! and by performing the only available output.
This will allow it to react in the same way as C[Q(yes, no)] in case encrypted
messages are used to fill some input actions. Since the two processes P[0] and
Q(yes, no) (resp. Q(no,yes)) are almost “disjoint”, we could expect the equiva-
lence C[P[Q(yes, no)]] = C[P[Q(no, yes)]] to hold. Actually, this equivalence does
not hold. The presence of the process P gives to the attacker some additional
distinguishing power. In particular, through the outputs ok/ko outputted by P,
the attacker will learn which ! has been unfolded. This result holds even if we
rename function symbols so that protocols P and () do not share any primitives.
The problem is that the two equivalences we want to compose hold for differ-
ent reasons, i.e. by unfolding the replications in a different and incompatible
way. Thus, when the composed process C[P[Q(yes, no)]] reaches a point where
Q(yes,no) can be executed, on the other side, the process Q(no,yes) is ready
to be executed but the instance that is available is not the one that was used
when establishing the equivalence C[Q(yes,no)] = C[Q(no,yes)]. Therefore, in
order to establish equivalence-based properties in a modular way, we rely on a
stronger notion of equivalence, namely diff-equivalence, that will ensure that the
two “small” equivalences are satisfied in a compatible way.

Note that this problem does not arise when considering reachability proper-
ties and/or parallel composition. In particular, we have that:

C[P[0] | Q(yes, no)] ~ C[P[0] | Q(no, yes)].

5.2 Biprocesses and diff-equivalence

We consider pairs of processes, called biprocesses, that have the same structure
and differ only in the terms and tests that they contain. Following the approach
of [9], we introduce a special symbol diff of arity 2 in our signature. The idea
being to use this diff operator to indicate when the terms manipulated by the
processes are different. Given a biprocess B, we define two processes fst(B) and
snd(B) as follows: fst(B) is obtained by replacing each occurrence of diff (M, M)
(resp. diff (i, ¢’)) with M (resp. ¢), and similarly snd(B) is obtained by replacing
each occurrence of diff (M, M') (resp. diff (¢, ¢’)) with M’ (resp. ¢’).
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The semantics of biprocesses is defined as expected via a relation that ex-
presses when and how a biprocess may evolve. A biprocess reduces if, and only
if, both sides of the biprocess reduce in the same way: a communication succeeds
on both sides, a conditional has to be evaluated in the same way in both sides
too. For instance, the then and else rules are as follows:

(&;{if diff(pr, pr) then Q; else Qx} WP;P;0) —=p,i (£;Q1 WP;d;0)
if uc =g vo for each u = v € ¢, and u'c =g v'o for each v’ =v' € R

(&;{if diff(or, pr) then Q; else Q2} WP;P;0) —=pi (£;Q2 W P;d;0)

if uo #g vo for some u =v € ¢, and u'o #g v'o for some v’ = v’ € pr

When the two sides of the biprocess reduce in different ways, the biprocess
blocks. The relation —=p; on biprocesses is defined as for processes. This leads
us to the following notion of diff-equivalence.

Definition 9. An extended biprocess By satisfies diff-equivalence if for every
biprocess B = (£;P; P;0) such that By éb; B for some trace tr, we have that

1. new & fst(P) ~ new E.snd(P)

2. if fst(B) L Ay then there exists B' such that B Sy B’ and fst(B') = Ay,
(and similarly for snd).

The notions introduced so far on processes are extended as expected on bipro-
cesses: the property has to hold on both fst(B) and snd(B). Sometimes, we also
say that the biprocess B is in trace equivalence instead of writing fst(B) ~ snd(B).

As expected, this notion of diff-equivalence is actually stronger than the usual
notion of trace equivalence.

Lemma 1. A biprocess B that satisfies diff-equivalence is in trace equivalence.

6 Composition results for diff-equivalence

We first consider the case of parallel composition. This result is in the spirit
of the one established in [4]. However, we adapt it to diff-equivalence in order
to combine it with the composition result we obtained for the the case of key-
exchange protocol (see Theorem 4).

Theorem 3. Let C be a composition context and & be a finite set of names
of base type. Let P and @ be two plain biprocesses together with their frames @
and ¥, and assume that P/® and Q/¥ are composable under & and C.

If (Eo; C[P); @) and (Eo; C[Q); W) satisfy diff-equivalence (resp. trace equiv-
alence) then the biprocess (E9; C[P | Q); @ W W) satisfies diff-equivalence (resp.
trace equivalence).

Proof. (sketch) As for the proof for Theorem 1, parallel composition works
well when processes do not share any data. Hence, we easily deduce that D =
(&o; C[P] | C[Q); @ W W) satisfies the diff-equivalence (resp. trace equivalence).
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Then, we compare the behaviours of the biprocess D to those of the biprocess
S = (E0; C[P | Q; @ WW¥). More precisely, this allows us to establish that fst(D)
and fst(S) are in diff-equivalence (as well as snd(D) and snd(S)), and then we
conclude relying on the transitivity of the equivalence. O

Now, regarding sequential composition and the particular case of key-exchange
protocols, we obtain the following composition result.

Theorem 4. Let C be a composition context and &y be a finite set of names of
base type. Let Py[.] (resp. P2[]) be a plain biprocess without replication and with
an hole in the scope of an assignment of the form [x1 := t1] (resp. [x2 :=ta]).
Let Q1 (resp. Q2) be a plain biprocess such that fo(Q1) C {z1} (resp. fo(Q2) C
{z2}), and & and ¥ be two frames. Let P = P1[0] | P2[0] and Q = new k.[z1 :=
k].[z2 := k].(Q1 | Q2) for some fresh name k, and assume that:

1. P/® and Q/¥ are composable under & and C;

2. (£0;C1Q); ) does not reveal k, pk(k), vk(k);

3. (€o0; C[P); ) satisfies the abstractability property; and

4. Pi/Py/® is a good key-exchange protocol under & and C.

Let PT=Pi|out(d,z1)] | P2[out(d, z2)] | in(d,z).in(d,y).ifx =y then( elseO.
If the biprocesses (Eg; new d.C[PT];®) and (Eo; C[Q; W) satisfy diff-equivalence
then (E9; C[PL[Q1] | P2[Q2]]; @ W W) satisfies diff-equivalence.

We require (Ey;new d.C[PT];®) to be in diff-equivalence (and not simply
(&0; C[P];®)). This ensures that the same equalities between values of assign-
ment variables hold on both sides of the equivalence. Actually, when the compo-
sition context C' under study is not of the form C’[!_], and under the hypothesis
that P1/Py/® is a good key-exchange protocol under & and C, we have that
these two requirements coincide. However, the stronger hypothesis is important
to conclude when C'is of the form C’[!_]. Indeed, in this case, we do not know
in advance what are the instances of P; and P> that will be “matched”. This is
not a problem but to conclude about the diff-equivalence of the whole process
(i.e. (Eo; C[P1[@Q1] | P2|Q2]]; @ WW)), we need to ensure that such a matching is
the same on both sides of the equivalence. Note that to conclude about trace
equivalence only, this additional requirement is actually not necessary.

7 Case studies

Many applications rely on several protocols running in composition (parallel,
sequential, or nested). In this section, we show that our results can help in the
analysis of this sort of complex system. Our main goal is to show that the extra
hypotheses needed to analyse an application in a moduar way are reasonnable.

7.1 3G mobile phones

We look at confidentiality and privacy guarantees provided by the A KA protocol
and the Submit SMS procedure (sSMS) when run in composition as specified
by the 3GPP consortium in [2].
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Protocols description. The sSMS protocol allows a mobile station (MS) to send
an SMS to another MS through a serving network (SN). The confidentiality of
the sent SMS relies on a session key ck established through the execution of the
AKA protocol between the MS and the SN. The AKA protocol achieves mutual
authentication between a MS and a SN, and allows them to establish a shared
session key ck. The AKA protocol consists in the exchange of two messages: the
authentication request and the authentication response. The AKA protocol as
deployed in real 3G telecommunication systems presents a linkability attack [5],
and thus we consider here its fixed version as described in [5]. At the end of
a successful execution of this protocol, both parties should agree on a fresh
ciphering key ck. This situation can be modelled in our calculus as follows:

new skgy. 'new IMSI. new kppsr. 'new sqn. new sms.
(AKASN [sSMSSN] | AKAMS [sSMSM5])

where skgy represents the private key of the network; while IMSI and kjassy
represent respectively the long-term identity and the symmetric key of the MS.
The name sgn models the sequence number on which SN and MS are synchro-
nised. The two subprocesses AKAM® and sSMS™S (resp. AKASYN | and sSMS™N)
model one session of the MS’s (resp. SN’s) side of the AKA, and sSMS protocols
respectively. Each MS, identified by its identity IMSI and its key kjazsr, can run
multiple times the A KA protocol followed by the sSMS protocol.

Security analysis. We explain how some confidentiality and privacy properties
of the AKA protocol and the sSMS procedure can be derived relying on our
composition results. We do not need to tag the protocols under study to perform
our analysis since they do not share any primitive but the pairing operator. Note
that the AKA protocol can not be modelled in the calculus given in [12] due to
the need of non-trivial else branches. Moreover, to enable the use of ProVerif,
we had to abstract some details of the considered protocols that ProVerif cannot
handle. In particular, we model timestamps using nonces, we replace the use of
the xor operation by symmetric encryption, and we assume that the two parties
are “magically” synchronised on their counter value.

Strong unlinkability requires that an observer does not see the difference between
the two following scenarios: (i) a same mobile phone sends several SMSs; or (i)
multiple mobile phones send at most one SMS each. To model this requirement,
we consider the composition context®:

Cul-] % 1new IMSI,. new kppsrq. 'new IMSI5. new kipsro.

let IMSI = dlff[[MSIl, IMSIQ] in let kpysr = diff[k]MSIl, kIMSIQ] in
new sgn. new Sms. -

To check if the considered 3G protocols satisfy strong unlinkability, one needs to
check if the following biprocess satisfies diff-equivalence (P9 = {w1 > pk(sksn)}):

(sksn; Cu[AKASN [sSMSN] | AKAMS[sSMS™M 5], ®y)

® We use let x = M in P to denote the process P{M/z}.
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Hypotheses (1-4) stated in Theorem 4 are satisfied, and thus this equivalence
can be derived from the following two “smaller” diff-equivalences:

(sksy;new d. Cy[AKAT];P) and (sksn; Cf;[sSMS]; 0)

— sSMS % ssMSSN | sSMSMS,

— AKAT % AKASN [out(d, zckgn)] | AKAMS [out(d, xckars))] |
in(d, x). in(d,y). if £ = y then 0 else 0
- Cyl © oy [new ck.let zckgy = ck in let xckys = ck in _].

Weak secrecy requires that the sent/received SMS is not deducible by an out-
sider, and can be modelled using the context

Cwsl] 4 ew IMSI. new kivsr- 'new sqn.new sms._.

The composition context Cyy g is the same as fst(Cy) (up to some renaming),
thus Hypotheses (1-4) of Theorem 2 also hold and we derive the weak secrecy
property by simply analysing this property on AKA and sSMS in isolation.
Strong secrecy means that an outsider should not be able to distinguish the
situation where sms; is sent (resp. received), from the situation where smss is
sent (resp. received), although he might know the content of sms; and smss.
This can be modelled using the following composition context:

Cssl-] 4 hew IMSI. new krinvsr. 'new sqn. let sms = diff[smsy, smsa] in -

where sms; and smsy are two free names known to the attacker. Again, our
Theorem 4 allows us to reason about this property in a modular way.

Under the abstractions briefly explained above, all the hypotheses have been
checked using ProVerif. Actually, it happens that ProVerif is also able to conclude
on the orignal protocol (the one without decomposition) for the three security
properties mentioned above. Note that a less abstract model of the same protocol
(e.g. the one with the xor operator) would have required us to rely on a manual
proof. In such a situation, our composition result allows us to reduce a big
equivalence that existing tools cannot handle, to a much smaller one which is a
more manageable work in case the proof has to be done manually.

7.2 E-passport application

We look at privacy guarantees provided by three protocols of the e-passport
application when run in composition as specified in [1].

Protocols description. The information stored in the chip of the passport is
organised in data groups (dg; to dg,q): dgs; contains a JPEG copy of the dis-
played picture, dg, contains the displayed signature, whereas the verification
key vk(skp) of the passport, together with its certificate sign(vk(skp), skpg) is-
sued by the Document Signer authority are stored in dg,5. For authentication
purposes, a hash of all the dgs together with a signature on this hash value are
stored in a separate file, the Security Object Document:

def , .
sod = (sign(h(dgy,...,dgq9), kps), h(dgy,...,dgqg))-
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The ICAO standard specifies several protocols through which this informa-
tion can be accessed [1]. First, the Basic Access Control (BAC) protocol estab-
lishes a key seed kseed from which a session key kenc is derived. The purpose of
kenc is to prevent skimming and eavesdropping on the subsequent communica-
tion with the e-passport. The security of the BAC protocol relies on two master
keys, ke and km. Once the BAC protocol has been successfully executed, the
reader gains access to the information stored in the RFID tag through the Pas-
sive Authentication (PA) and the Active Authentication (AA) protocols that can
be executed in any order. This situation can be modelled in our calculus:

P “ new skps. 'new ke. new km. new skp.new id. new sig. new pic. ...
I(BACR[PA™ | AAT] | BACT[PAT | AAT))

where id, sig, pic, ... represent the name, the signature, the displayed picture, etc
of the e-passport’s owner, i.e. the data stored in the dgs (1-14) and (16-19). The
subprocesses BACT, PA” and AAT (resp. BAC®, PAT and AA™) model one
session of the passport’s (resp. reader’s) side of the BAC, PA and AA protocols
respectively. The name skps models the signing key of the Document Signing
authority used in all passports. Each passport (identified by its master keys ke
and km, its signing key skp, the owner’s name, picture, signature, ...) can run
multiple times the BAC protocol followed by the PA and AA protocols.

Security analysis. We explain below how strong anonymity of these three pro-
tocols executed together can be derived from the analysis performed on each
protocol in isolation. In [4], as sequential composition could not be handled, the
analysis of the e-passports application had to exclude the execution of the BAC
protocol. Instead, it was assumed that the key kenc is “magically” pre-shared
between the passport and the reader. Thanks to our Theorem 4, we are now able
to complete the analysis of the e-passport application.

To express strong anonymity, we need on the one hand to consider a system
in which the particular e-passport with publicly known idy, sigi, pici, etc. is
being executed, while on the other hand it is a different e-passport with publicly
known ids, sigs, pics, etc. which is being executed. We consider the context:

Call “new ke. new km. new skp.let id = diff[idy,ido] in ... _

This composition context differs in the e-passport being executed on the left-
hand process and on the right-hand process. In other words, the system satisfies
anonymity if an observer cannot distinguish the situation where the e-passport
with publicly known idy, sigi, pici, etc. is being executed, from the situation
where it is another e-passport which is being executed. To check if the tagged
version of the e-passport application (we assume here that BAC, PA, and AA are
tagged in different ways) preserves strong anonymity, one thus needs to check if
the following biprocess satisfies diff-equivalence (with ®¢ = {w;y > vk(skps)}):

(skps; Ca[BACR[PAR | AAT] | BACT [PAT | AAT)]; @)

We can instead check whether BAC, PA and AA satisfy anonymity in isola-
tion, i.e. if the following three diff-equivalences hold:
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; : (skps; CL[PA™ | PA™]; @) (8)
(hosinerd CaBACT0) (€) (skl;S's;Cz[AAR | AAP];é)) (7)

where

— BACct™ BAC®[out(d, zkencr)] | BACT [out(d, zkencp))
| in(d, x). in(d,y). if £ = ythen 0 else 0;

— C4[1 = CalC4L); and
- C1[] & hew kenc. let zkency = kenc in let zkencp = kenc in _.

Then, applying Theorem 3 to (8) and () we derive that the following biprocess
satisfies diff-equivalence:
(skps; Oy [PAT | AAT | PAT | AAT);00)  (9).
and applying Theorem 4 to («) and (), we derive the required diff-equivalence:
(skps; Ca[BACR[PAT | AAT] | BACT[PAT | AAT); &)

Note that we can do so because Hypotheses (1-4) stated in Theorem 4 are
satisfied, and in particular because BAC? /BA cr /0 is a good key-exchange pro-
tocol under {skps} and Cy4. Again, all the hypotheses have been checked using
ProVerif. Actually, it happens that ProVerif is also able to directly conclude on
the whole system.

Unfortunately, our approach does not apply to perform a modular analysis
of strong unlinkability. The BAC protocol does not satisfy the diff-equivalence
needed to express such a security property, and this hypothesis is mandatory to
apply our composition result.

8 Conclusion

We investigate composition results for reachability properties as well as privacy-
type properties expressed using a notion of equivalence. Relying on a generic
composition result, we derive parallel composition results, and we study the
particular case of key-exchange protocols under various composition contexts.

All these results work in a quite general setting, e.g. processes may have
non trivial else branches, we consider arbitrary primitives expressed using an
equational theory, and processes may even share some standard primitives as
long as they are tagged in different ways. We illustrate the usefulness of our
results through the mobile phone and e-passport applications.

We believe that our generic result could be used to derive further composition
results. We may want for instance to relax the notion of being a good protocol
at the price of studying a less ideal scenario when analysing the protocol @ in
isolation. We may also want to consider situations where sub-protocols sharing
some data are arbitrarily interleaved. Moreover, even if we consider arbitrary
primitives, sub-protocols can only share some standard primitives provided that
they are tagged. It would be nice to relax these conditions. This would allow one
to compose protocols (and not their tagged versions) or to compose protocols
that both rely on primitives for which no tagging scheme actually exists (e.g.
exclusive-or).
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A Case study: 3G mobile phones

In this section, we look at the confidentiality and privacy guarantees provided
by the Authentication and Key Agreement protocol (AKA) and the Submit
SMS procedure (sSMS), when run in composition as specified by the 3GPP
consortium in [2].

The AKA protocol achieves mutual authentication between a Mobile Station
(MS) and the Serving Network (SN), and allows them to establish shared session
keys to be used to secure subsequent communications. We consider here its
fixed version as described in [5] which relies on a public key infrastructure. In
particular, in case of failure, i.e. st 1S nOt satisfied, the answer RES is encrypted
using the public key of the SN, i.e. pk(sksn).

Mobile Station - MS Serving Network - SN
Krmst, IMSI, Krmvsr, IMSI,
SQNw s, pk(sksn) SQNN, sksn
|
hew RAND

AK<—f5(K11\/151,RAND)
IMAC «+ fI(Kimsi, (SQNN, RAND))
JAUTN «+ (SQNn & AK, MAC)

AuTH-REQ, RAND, AUTN

f Prest then RES «+ f2(K1Ms], RAND)
xck f3(KIM517 RAND)
else RES < aenc(...,pk(sksn))

AutH_RESP, RES

if RES = f2(K;ms1, RAND)
thenrcksn + f3(Kimsr, RAND)

Fig. 2. The AKA protocol (variant proposed in [5])

The functions f1 — f5, used to compute the authentication parameters, are
one-way keyed cryptographic functions, and & denotes the exclusive-or operator.
AUTN contains a MAC of the concatenation of the random number with a
sequence number SQNy generated by the network using an individual counter for
each subscriber. The sequence number SQNy allows the mobile station to verify
the freshness of the authentication request to defend against replay attacks.
The mobile station computes the ciphering key ck and stores it in xckpyg. It
also computes the authentication response RES and sends it to the network.
The network authenticates the mobile station by verifying whether the received
response is equal to the expected one. If so, the network also computes its version
of the key ck and stores it in xzckgy .

The sSMS protocol allows a MS to send an SMS to another MS through
the Network. The confidentiality of the sent SMS relies on the session key ck
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established through the execution of the A KA protocol between the MS and the
network.

Mobile Station - MS Serving Network - SN
xcknms xcksN

new SMS

senc((SuBMIT, To, SM S, T), zcknrs)

senc({Ack, T"), xzcksn)

It is always the MS that initiates the sSMS procedure. It does so by en-
crypting the content of the SMS it wants to submit, together with the number
of the destination MS and a timestamp 7', with the session key ck previously
established. The message also contains a constant SUBMIT. The Network ac-
knowledges the receipt of this message with a message that includes a constant
Ack and a timestamp 7", encrypted with ck.

Security analysis. The sSMS procedure uses a ciphering session key CK estab-
lished through the execution of the AKA protocol for the confidentiality of the
sent and received SMSs. We can thus use Theorem 2 and Theorem 4 to reason
in a modular way about the confidentiality and privacy guarantees provided by
these two protocols.

Strong unlinkability requires that an outside observer does not see the differ-
ence between the two following scenarios: (i) a same mobile phone sends several
SMSs; or (i) multiple mobile phones send at most one SMS each. To model this
requirement, we consider the composition context®:

Cul-] % 1new IMSI,. new kppsrq. 'new IMSI5. new kipsro.

let IMSI = dIfF[IMSIl, IMSIQ] in let kIMSI = diff[k]MSIl, kIMSI2] in
new sgn. new Sms. -

In the left-hand process, the identity of the phone in the filling process is
IMSI; and the long-term key is krpysrq, allowing the same phone to execute
multiple times the AKA protocol followed by the sSMS protocol. In the right-
hand process, the values that are used in the filling process are IMSI, and
kinsio, restricting the execution of the considered protocols to at most one
time. To check if the considered 3G protocols satisfy strong unlinkability, one
needs to check if the following biprocess satisfies diff-equivalence:

(sksn; Cu[AKA N [sSMS N | AKAMS[sSMSM 5], ®y) where &g = {w; > pk(sksy)}.

Actually, thanks Theorem 4, this equivalence can be derived from the following
two smaller diff-equivalences:

(sksy;new d. Cy[AKAT];P) and (sksn; Cpr[sSMS); 0)

6 We use let x = M in P to denote the process P{M/xz}.
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where sSMS % sSMSTN | sSMSMS,

AKAT % AKASN [out(d, mckgy)] | AKAMS [out(d, zckars)] |
in(d,x). in(d,y). if x = ythen 0 else 0

and C(;[] o Cylnew ck.let xckgy = ck in let xckys = ck in _|.

Indeed, let P = AKASN[0] | AKAM®[0] and Q = new ck.[zcksy = ck].[xckprs ==
ck).(sSMS™N | sSMSM?), and assume that ¥ is the empty frame. Considering
the AKA and sSMS protocols, we can check that P/®y and Q/¥ are com-
posable under & = {sksy} and Cy (according to Definition 6). Note that
m(P)N fm(Q) N bn(Cy) = 0, and thus the last condition trivially holds. Fur-
thermore, using ProVerif we can show that the remaining properties are also
satisfied, and that the two “small” equivalences also hold.

Weak secrecy requires that the sent/received SMS is not deducible by an
outsider, and can be modelled using the context

def
Cwsl] Zlnew IMSI. new kpygr. 'new sqn.new sms._.

To check if the considered 3G protocols satisfy weak secrecy of sent/received
SMSs w.r.t. some initial intruder knowledge, e.g. &9 = {w; > pk(sksn)}, one
needs to check if the following process does not reveal sms

(sksn; Cws[AKASN [sSMSN] | AKAMS[sSMSMS]; &y).

However, according to Theorem 2 we can instead check whether AKA and
sSMS satisfy confidentiality of SMSs in isolation, i.e. whether the following pro-
cesses do not reveal sms:

(sksw; Cws[AKASN[0] | AKAMS[0]]; @) ()
(sksn; Clyg[sSMS®N | sSMSMS);0)  (B)
where Cjy, ¢ [-] of Cwsnew ck.let zcksy = ck in let xckys = ck in .

Note that the composition context Cyyg is the same as fst(Cy) (up to some
renaming), thus Hypotheses (1-4) of Theorem 2 also hold and we derive the
weak secrecy property by simply analysing this property on AKA and sSMS in
isolation.

We are left with verifying that AKA and sSMS preserve weak secrecy of

exchanged SMSs. AKA trivially does, since sms is not used in AKA. Using
ProVerif we can show that sSMS also preserves weak secrecy of SMSs.

Strong secrecy requires that an outside oberver does not distinguish the sit-
uation where sms; is sent, from the situation where smss is sent, although he
might know the content of sms; and smss. To model this requirement we con-
sider the following composition context.

Cssl-] 4 new IMSI. new ks 'new sqn. let sms = diff[smsy, smsa] in -
where sms; and smsy are two free names known to the attacker. This com-
position context differs on the content of the SMS being sent on the left-hand
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process and on the right-hand process. To check if the considered 3G protocols
satisfy confidentiality of sent SMSs w.r.t. some initial intruder knowledge, e.g.
Py = {w1 > pk(sksn)}, one needs to check if the following biprocess satisfies
diff-equivalence

(sksn; Css[AKASN [sSMSN] | AKAMS [sSMSMST); ).

However, according to Theorem 4 we can instead check whether AKA and
sSMS satisfy strong secrecy of SMSs in isolation:

(sksn; Css[AKAT]; @0) (o) and  (sksn; Clg[sSMS); 0) (3)
where AKA™Y and sSMS defined as for unlinkability, and

Cssl of Csslnew ck.let xcksy = ck in let wckys = ck in .

Indeed, AKA/®y and sSMS/¥ (for ¥ = () are composable under & =
{sksn} and Cgsg. Regarding the conditions of Theorem 4: (i) it is easy to see
that AKA satisfies the abstractability property: both the MS and the SN com-
pute the key ck and store it respectively in the assignment variables xckp;s and
xckgn by applying the function f3, which is a one way function, to Kys; and
RAND; (i) using ProVerif we can show that the considered two protocols do
not reveal xckyrs and zckgy, and that AKA is actually a good key-exchange
protocol. We are left with verifying that AKA and sSMS preserve strong se-
crecy of exchanged SMSs. AKA trivially does, since the left and the right-hand
processes are syntactically equal. Using ProVerif we can show that sSMS also
preserves strong secrecy of SMSs.

B Case study: e-passport

As mentioned in the introduction, many applications like electronic passports
or mobile phones rely on several protocols running in composition (parallel,
sequential, or nested). In this section, we show that our results can help in the
analysis of this sort of complex system considering the e-passport application.

B.1 Protocols description

The information stored in the chip of the passport is organised in data groups
(dg; to dg,q). For example, dgs contains a JPEG copy of the displayed picture,
and dg, contains the displayed signature. The verification key vk(skp) of the
passport, together with its certificate sign(vk(skp), skps) issued by the Document
Signer authority are stored in dg,5. The corresponding signing key skp is stored
in a tamper resistant memory, and cannot be read or copied. For authentication
purposes, a hash of all the dgs together with a signature on this hash value issued
by the Document Signer authority are stored in a separate file, the Security
Object Document:

def , .
sod = (sign(h(dgy,...,dgq9), kps), h(dgy,...,dgqe))-
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The ICAO standard specifies several protocols through which these informa-
tion can be accessed [1].

The Basic Access Control (BAC) protocol (see Figure 3) establishes a key
seed xkseed from which two sessions keys zkenc and xzkmac are derived. The
purpose of ksenc and ksmac is to prevent skimming and eavesdropping on the
subsequent communication with the e-passport (see below). The security of the
BAC protocol relies on two master keys, ke and km, which are optically retrieved
from the passport by the reader before executing the BAC protocol.

The reader initiates the protocol by sending a challenge to the passport and
the passport replies with a random 64-bit string np. The reader then creates
its own random nonce and some new random key material, both 64-bits. These
are encrypted, along with the tag’s nonce and sent back to the reader. A MAC
is computed using the km key and sent along with the message, to ensure the
message is received correctly. The tag receives this message, verifies the MAC,
decrypts the message and checks that its nonce is correct; this guarantees to the
tag that the message from the reader is not a replay of an old message. The tag
then generates its own random 64-bits of key material and sends this back to the
reader in a similar message, except this time the order of the nonces is reversed,
this stops the readers message being replayed directly back to the reader. The
reader checks the MAC and its nonce, and both the tag and the reader use the
xor of the key material as the seed for a session key, with which to encrypt the
rest of the session.

Once the BAC protocol has been successfully executed, the reader gains
access to the information stored in the RFID tag through the Passive Authenti-
cation (PA) and the Active Authentication (AA) protocols that can be executed
in any order.

The PA protocol (see Figure 4) is an authentication mechanism that proves
that the content of the RFID chip is authentic. Through PA the reader retrieves
the information stored in the dgs and the sod. It then verifies that the hash value
stored in the sod corresponds to the one signed by the Document Signer author-
ity. It further checks that this hash value is consistent with the received dgs.

The A A protocol (see Figure 5) is an authentication mechanism that prevents
cloning of the passport chip. It relies on the fact that the secret key skp of
the passport cannot be read or copied. The reader sends a random challenge to
the passport, that has to return a signature on this challenge using its private
signature key skp. The reader can then verify using the verification key vk(skp)
that the signature was built using the expected passport key.

B.2 Privacy analysis
All three protocols BAC, PA and AA, rely on symmetric encryption and mes-
sage authentication codes. Note that the only publicly known verification key is

vk(skpg) and is only used by the PA protocol. Thus, we can use our composition
results, and in particular tour Theorems 3 and 4, to reason in a modular way
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Passport Tag Reader
ke, km ke, km
get C

np

new mgr, Nnew ng
xenc < senc((nr,np, kr), ke)
xmac < mac(zmac, km)

renc, rmac
(zenc, )

if opthen zkseed + ...
zkencp + ekg(rkseed)
zkmacp + mkg(zkseed)

resp

if orthen zkseed < ...
zkencr < ekg(zkseed)
zkmacr < mkg(xkseed)

Fig. 3. The BAC protocol

about the privacy guarantees provided by the tagged version of the e-passport
application.

In [4], as sequential composition could not be handled, the analysis of the e-
passports application had to exclude the execution of the BAC protocol. Instead,
it was assumed that the keys kenc and kmac were “magically” pre-shared. With
our sequential composition result (Theorem 4), we avoid this unsafe abstraction,
as we can now consider the execution of the BAC' protocol for the establishment
of these two keys. In this way, we are here able to complete the analysis of the
e-passport application.

According to the ICAO standard, the reader optically retrieves the passport’s
master keys ke and km before executing the BAC protocol to establish the key
seed for kenc and kmac. The reader can then decide to execute PA and/or AA in
any order. Formally, this corresponds to the sequential composition of the BAC
protocol and of the PA and AA protocols composed in parallel. This system can
be modelled in our calculus as follows:

def . . .
P = new skpg. lnew ke. new km. new skp. new id. new sig. new pic. ...
[(BACR[PA® | AA®] | BACT[PAT | AAT))
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Passport Tag Reader
zkencp, tkmacp, skp zkencr, tkmacr, vk(skp)
|

xenc < senc(read, zkencr)
xmac < mac(zenc, tkmacr)

(zenc, xmac)

yenc < senc({dg,, ..., dg,q, sod), tkencp)
ymac < mac(yenc, zkmacp)

(yenc, ymac)

Fig. 4. Passive Authentication protocol

where id, sig, pic, ... represent the name, the signature, the displayed picture, etc
of the e-passport’s owner, i.e. the data stored in the dgs (1-14) and (16-19). The
subprocesses BACT, PA” and AA" (resp. BAC®, PA®™ and AA™) model one
session of the passport’s (resp. reader’s) side of the BAC, PA and AA protocols
respectively. The name skps models the signing key of the Document Signing
authority used in all passports. Each passport (identified by its master keys ke
and km, its signing key skp, the owner’s name, picture, signature, ...) can run
multiple times the BAC protocol followed by the PA and AA protocols in any
order.

To express strong anonymity, we need on one hand to consider a system in
which the particular e-passport with publicly known id;, sigi, pici, etc. is being
executed, while on the other hand it is a different e-passport with publicly known
idg, Siga, pice, etc. which is being executed. For this we consider the following
composition context:

Cal] % 1et id = diff[idy, ido] in ...\

This composition context differs in the e-passport being executed on the
left-hand process and on the right-hand process. In other words, the systems
satisfies anonymity if an observer cannot distinguish whether the e-passport
with publicly known id;, sig1, picy, etc. is being executed, or another e-passport
is being executed (with publicly known ids, sige, pice, etc.)

To check if the tagged version of the e-passport application (we assume here
that BAC, PA, and AA are colored using three distinct colors, and thus will be
tagged in different ways) preserves strong anonymity, one thus needs to check if
the following biprocess satisfies diff-equivalence:

(skps; Ca[[BACE[PAT | AAR] | BACT[PAT | AAT]); ®0)

27



Passport Tag Reader
zkencp, tkmacp, skp zkencr, tkmacr, vk(skp)

new rnd
xzenc < senc({init, rnd), zkencr))
xmac < mac(zenc, rkmacg)

(zenc, xmac)

new nce

sigma < sign({nce, rnd), skp)
yenc < senc(sigma, zkencp)
ymac < mac(yenc, zkmacp)

(yenc, ymac)

Fig. 5. Active Authentication protocol

We can instead check whether BAC, PA and AA satisfy anonymity in isola-
tion, i.e. if the following three diff-equivalences hold:

(skps;new d. CA[[BACT]];0) ()
(skps; C4[[PA™ | PAT]);@0) (8)
(skps; CU[[AAT | AAT]L0) (v)

where BACT & BAC"[out(d, (zkencg, xkmacg))] | BACT [out(d, (zkencp, zkmacp))]
in(d,z). in(d,y). if £ = ythenOelse0

def
Call = CalChL]
Chll & hew kenc. new kmac

let (xkencr, xkmacg) = (kenc, kmac) in
let (zkencp, xkmacp) = (kenc, kmac) in -
Then, applying Theorem 3 to (3) and () we derive that the following biprocess
satisfies diff-equivalence:
(skps; CH[PA™ | AA™ | PAT | AAT]]; @) (5)
and applying Theorem 4 to («) and (), we derive the required diff-equivalence:
(skps; Ca[[BACR[PA® | AAR] | BACT[PAY | AAT]]; @)

Indeed, let P = BAC®[0]|BACT[0]; and Q = C’j[PA | AA], and assume that
¥ is the empty frame. We can check that P/¥ and Q/®, are composable under
& = {skps} and Cy4 (according to Definition 6). Note that fn(P) N fn(Q) N
bn(Ca) = 0, and thus the last condition trivially holds. Furthermore, using

ProVerif we can show that properties («) and ~ are also satisfied. Unfortunately,
ProVerif does not terminate when given the script corresponding to equivalence

)=
)=
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(B). Note that ProVerif does not terminate when given the script corresponding
to the hole system either. At this point our only solution would be to rely
on a manual proof. Our composition results have allowed us to reduce a big
equivalence that existing tools cannot handle, to a much smaller one.

C Sharing primitives via tagging

We recall in this section the tagging scheme as presented in [4]. However, since
we would like to be able to iterate our composition results (in order to compose
e.g. three protocols), we consider a fixed set of colors (not only two), and we
allow a process to be colored with many colors. Actually, a colored process is a
process with a color assigned to each of its action. This gives us enough flexibility
to allow different kinds of compositions, and to iterate our composition results.

We consider a family of signatures X, ..., ), disjoint from each other and
disjoint from Xj. In order to tag a process, we introduce a new family of signa-
tures X1, ... %€ For each i € {1,...,p}, we have that X;*® = {tag,, untag;}
where tag; and untag; are two function symbols of arity 1 that we will use for tag-
ging. The role of the tag, function is to tag its argument with the tag ¢. The role of
the untag; function is to remove the tag. To model this interaction between tag;
and untag;, we consider the equational theory: Ewg, = {untag;(tag;(z)) = =}.

For our composition result, we will assume that the two protocols we want
to compose only share symbols in Xy. Thus, for this, we split the set {1,...,p}
into two disjoint sets a and . Given a subset v C {1,...,p}, we denote:

2 MU, 5 2y xe oy Em s

B, U, B B U B EFE UE
Definition 10. Let i € {1,...,p}, and u be a term built over X; U Xy. The
i-tagged version of u, denoted [u]; is defined as follows:

[senc(u, v)]; & senc(tag,([u;), [v];)  [sdec(u,v)]; & untag; (sdec([ul;, [v];))

)
)

)i ]i
[aenc(u, v)]; & aenc(tag;([u];), [v];)  [adec(u,v)]; & untag;(adec([u];, [v]:))
[sign(u, v)]; & sign(tag; ([u];), [v]:)  [check(u,v)]; % untag; (check([ul:, [v]:))
lh(w)]; € h(tag, ([u]:)) [Flut, - un)]i & F([uilis ..., [unli) otherwise.

Note that we do not tag the pairing function symbol (this is actually useless),
and we do not tag the pk and vk function symbols. Note that tagging pk and
vk would lead us to consider an unrealistic modelling for asymmetric keys. This
definition is extended as expected to formulas ¢ (those involved in conditionals)
by applying the transformation on each term that occurs in ¢.

Ezample 10. Let ¥y = {f,g}, and consider the terms v = senc(g(r), k) and

v = f(sdec(y, k), r) built on Xy U Xy. We have that [u]; = senc(tag,(g(r)), k),
and [v]; = f(untag, (sdec(y, k)), 7).
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We also introduce the following notion that allows us to associate a color to
a term that is not necessarily well-tagged.

Definition 11. Let u be a term. We define tagroot(u), namely the tag of the
root of u as follows:

— tagroot(u) = L when u € N UX;

— tagroot(u) = i if u = f(u1,...,u,) and either f € X; U X8, or f €
{senc, aenc, sign, h} and u; = tag,(u}) for some uj.

— tagroot(u) = 0 otherwise.

Before extending the notion of tagging to processes, we have to express the
tests that are performed by an agent when he receives a message that is supposed
to be tagged. This is the purpose of test;(u) that represents the tests which
ensure that every projection and every untagging performed by an agent during
the computation of u is successful.

Definition 12. Leti € {1,...,p}, and u be a term built on X;" U Xy. We define
test;(u) as follows:

— test;(u) i test; (uy) Atest;(uz) Atag;(untag;(u)) = u when v = g(uy, us) with
g € {sdec, adec, check}
— test;(u) of test;(u1) A ur = (proj; (u1), projo(u1)) when u = proj;(u1) with
jefL2}
— test;(u) ©f true when u is a name or a variable
— test;(u) & test;(u1) A ... Atest;(uy) otherwise (with u = f(u1,...,un)).
This definition is extended as expected to formulas ¢, i.e. test; () i Nuzve, testi(uA
test; (v).

Ezample 11. Again, consider u = senc(g(r), k) and v = f(sdec(y, k), ). We have
that:

— testy ([u]1) = true
— testy ([v]1) = tag, (untag; (sdec(y, k))) = sdec(y, k)

We consider colored plain processes meaning that initially the actions of a
plain process will be annotated with a color, i.e. an integer in {1,...,p}. The
actions that need to be annotated are those that involve some composed terms,
i.e. inputs, outputs, conditionals, and assignments. An action colored by i €
{1,...,p} can only contain function symbol from X;. Given a set v C {1,...,p},

30



we say than an action is colored with + if this action is colored by i € {1, ..., p}.
For colored plain processes, the transformation [P] is defined as follows:

=0  [PIEP] [mewkP]Znewk[P]  [P]QI=[P]][Q]
[in(u, 2)".P] % in(u,2) . [P] [z = v]".P] & (if test;([v];) then [z := [v];]".[P])’
[out(u,v)".Q] % (if test;([v];) then out(u, [v];)".[Q])!

[(if ¢ then P else Q)] & (if prest then (if [¢]; then [P] else [Q]))! else 0)°

where prest = test;([¢];)

Roughly, instead of simply outputting a term v, a process will first perform
some tests to check that the term is correctly tagged and he will output its
i-tagged version [v];. For an assignment, we will also check that the term is
correctly tagged. For a conditional, the process will first check that the terms in-
volved in the test ¢ are correctly tagged before checking that the test is satisfied.
The annotations that occur on a plain process do not affect its semantics.

Definition 13. Consider a set v C {1,...,p}. Consider a plain process P built
over Ef{ U Xo. We say that P is tagged if there exists a colored plain process @
built over X, such that P = [Q)].

D Biprocesses

The semantics of biprocesses is defined via a relation £>bi that expresses when
and how a biprocess may evolve. Intuitively, a biprocess reduces if and only if
both sides of the biprocess reduce in the same way: a communication succeeds
on both sides, a conditional has to be evaluated in the same way in both sides
too. When the two sides of the biprocess reduce in different ways, the biprocess
blocks. The semantics of biprocesses is formally described in Figure 6.

E The disjoint case for a trace

Composition usually works well in the so-called disjoint case, i.e. when the pro-
tocols under study do not share any secrets. The goal of this section is to show
that we can map any trace corresponding to an execution of a protocol (with
some sharing) to another trace which corresponds to an execution of a “disjoint
case” (where protocols do not share any secrets) preserving static equivalence.
We need a strong mapping to ensure that processes evolve simultaneously, and
we rely for this on the notion of biprocesses.

We will see in this section that the composition of processes sharing some
secrets (the so-called shared case) behaves as if they did not share any secret
(the so-called disjoint case), provided that the shared secrets are never revealed
and processes are tagged.

31



(&;{if diff(pL, pr) then Q1 else Q2} W P;P;0) Doy (£;Q1 W P;P;0) (THEN)
if uo =g vo for each u =v € o, Upr

(&;{if diff(pL, pr) then Q1 else Q2} W P;P;0) Doy (£;Q2WP;P;0) (ELSE)
if upo #e vro for some ur, = vy, € pr,
and uro #e vro for some ur = VR € Yr

(&; {out(c,u).Q1;in(c,z).Q2} WP;P;0) Db (£;Q1 W Q2 WP; ;0 U{x — uo}) (Comm)

(E{[r :=0].Q} 8 P;P;0) Dopi (§;QUP; P50 U {x > vo}) (AssGN)
(& {in(c,2).Q} WP B0) 2N (£,Q WP 0 U {z - u}) (In)

ifcg & MP =wu, fu(M) C dom(®P) and fn(M)NE =10
(&; {out(c,u).Q} W P; d; o) Lon o), (e QP b U {wn > uo); o) (OUT-T)
if cZ &, uis a term of base type, and wy, is a variable such that n = |®| + 1

(€;{new n.Q} WP; B;0) Do (EU{n}; QW P;P;0) (NEW)
(E:{1QY W P; d;0) Do (£;{1Q; Qp} & P; P;0) (REPL)
where p is used to rename variables in bv(Q)
(resp. names in bn(Q)) with fresh variables (resp. names).

(E{P1 | P2} W P;®;0) Do (E;{P1, P2} WP;P;0) (PAR)

where n is a name, ¢ is a name of channel type (here we can have ¢ = diff(c1, ¢2)), u, v
are terms that may contain the diff operator, and x, z are variables. The term M used
in the IN rule is a term that does not contain any occurrence of the diff operator. The
attacker has to do the same computation in both sides.

Fig. 6. Semantics for biprocesses

E.1 Material for combination

To handle the different signatures and equational theories, we consider the notion
of ordered rewriting. It has been shown that by applying the unfailing completion
procedure to E where E = E; W Ey W ... E, is the union of disjoint equational
theories (X;, E;) (for all 4, j, we have that X; N X; = 0)), we can derive a (possibly
infinite) set of equations O such that on ground terms:

1. the relations =¢ and =g are equal,
2. the rewriting system — ¢ is convergent.

Since the relation —¢ is convergent on ground terms, we define Mg (or briefly
M) as the unique normal form of the ground term M for —¢. These notations
are extended as expected to sets of terms.

We now introduce our notion of factors and state some properties on them
w.r.t. the different equational theories. A similar notion is also used in [?].

Definition 14 (factors). Let M € T(X,N U X). The factors of M, denoted
Fet(M), are the mazimal syntactic subterms of M that are alien to M
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Lemma 2. Let M be a ground term such that all its factors are in normal form
and root(M) € X;. Then

— either M| € Fct(M) U {nmin},
— orroot(M]) € X; and Fct(M]) C Fet(M) U {nmin}-

Lemma 3. Lett be a ground term with t = C1[uq, ..., u,] where Cy is a context
built on X;, i € {1,...,p} and the terms uy,...,u, are the factors of t in
normal form. Let Cy be a context built on X; (possibly a hole) such that t] =
Colujy, .. uj,] with ji,...,jk € {0...n} and uo = Nmin (the existence is given
by Lemma 2). We have that for all ground terms v, ..., v, in normal form and
alien to t, if

for every q,q' € {1...n} we have ug = uy < vy = vy
then Chlvi, ..., vnll = Calvj,, ..., vj,] with vo = Npmin.

A proof of these lemmas can be found in [?,7].

E.2 Generic composition result

We consider two sets «, 8 such that aUS = {1,...,p} and aNB = (. We consider
a plain colored process P built on X, U YgUY, without replication and such
that bn(P) = fu(P) = 0. This means that P is a process with no free variables,
and we assume that it contains no name restrictions (i.e. no new instructions).

Ezxample 12. We consider the process Ppy as given in Example 2 but we replace

— the 0 at the end of P4 with Q4 = newsa.out(c,sencpy(sa,za)), and
— the 0 at the end of P with Qp = newsp.out(c,sencpu(sp,z5)).

Intuitively, once the Diffie-Hellman key has been established and stored in x4
(resp. zp), each participant will use it to encrypt a fresh secret, namely s or
sp, and then send it to the other participant.

Note that when function symbols of Xy are used by only one of the protocols
to compose, we can either consider them as part of Xy and so they will be tagged,
or they can be put into distinct signatures (using renaming as above) and so they
will not be tagged. The composition theorem can be applied both ways.

To avoid confusion between the encryption schemes that processes can share,
i.e. the function symbols in Y, and the asymmetric encryption used in Ppy but
not used in Q4 and @ p, we will rename them by aencpp,adecpr, pkpg. Thus,
we consider p =2, a = {1}, f = {2} with (X, Es) = (Xbn, Epn) with

— Ypn = {aencpy,adecpy, pkpy, f, g}, and
— Epn = {adecpu(aencpu(z, pkpu(y)),y) = =, f(g(z),y) =f(z,g(y))}

whereas Xg = {sencpy,sdecpy} and Eg = {sdecpm(sencpu(z,y),y) = x}.
This equational theory is used to model symmetric encryption/decryption, i.e.
the primitives used in the processes Q4 and Qp.

Now, we consider P = P, | Py where:
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— P, = out(c,aencpr((na,g(ra)), pkpy(sks))).in(c, ya).
if proj; (adec(ya, ska)) = na
then [x4 := f(projy(adecpr(ya, ska)),ra)].out(c,sencpr(sa,za))

— Py = in(c,yp).out(c, aencpu ((proj; (adecpu (yp, skp)),&(r6)), Pkpp (ska))).
[.TB = f(pron(adecDH(yB, S/{/’B)), rB)].out(c, sencDH(sB, $B))

Note that bn(P) = fu(P) = (). We choose to color the three first actions of
P/, (resp. Pp) with 1 € «, and the remaining ones (i.e. those that come from
Q4 and Qp) with 2 € .

We denote fn”(P) the set of free names of P that occur in actions colored
with «, and fv7 (P) the set of variables of P that occur in an action colored with
v, and that are not bound by an action colored with . We consider a set & of
names such that fn®(P)Nfn”(P)N& = 0. This means that each name in & can
only occur in one type of actions (those colored « or those colored ). We denote
2{, ..., 25 (resp. zf, e zlﬁ) the variables occurring in the left-hand side of an
assignment colored a (resp. f3), i.e. the variable a such that the action [z := v]
occurs in P and is colored « (resp. ). We assume that fo®(P) C {zf, cee zlﬂ}
and fu (P) C {z§,...,22}.

These conditions ensure that sharing between the parts of the process which
are colored in different ways is only possible via the assignment variables. This
is not a real limitation but this allows us to easily keep track of the shared data.

Ezample 13. Continuing our example, we have fn®(P) = {ra,rp,na, ska, skp}
and fn®(P) = {sa,sp}. Regarding variables: fu®(P) = 0, whereas fo’(P) =
{za,zp}.

Let & = fn®(P) U fn?(P). To follow the same notation as those introduced
in this section, we may want to rename x4 with 2{* and zp with z§'. Note that
fP(P) C{z¢, 25}

Let &, = {ng,...,n¢} and &5 = {n?,... ,n’f} be two sets of fresh names of
base type such that &, N &g = 0. We define p, and pg as follows:

— dom(pa) = {22,..., 2}, dom(pg) = {=§,...,28};
— pa(2?) = nP for each i € {1,...,1}; and
) =ng for each i € {1,...,k}.
We do not assume that names in &, (resp. £g) are distinct. For instance, we
may have n$ = n$, for some j # j'.
Given a colored plain process P, we denote by d,, ,,(P), the process ob-

tained by applying p, on actions colored a, and pg on actions colored 3. This
transformation maps the shared case to a particular disjoint case.

Example 14. Let &, = {k*} and £ = (), and consider the function pg defined as
follows: pg(2{) = pp(25) = k®. Applying d,, ,, on P gives us D4 | D where:
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— D = out(c,aencpu((na,g(ra)), pkpy(sks))).in(e,ya).
if proj;(adecpm(ya, ska)) =na
then [z4 := f(projs(adecpr(ya, ska)),ra)].out(c,sencpm(sa, k%))

— Dp = in(c,yp).out(c, aencpy ({proj;, (adecpr (yB, skB)),g(rn)), pkpy(ska))).
[$B = f(pron(adecDH(yB,skB)),rB)].out(c, sencDH(sB,ko‘))

Note that there is no sharing anymore between the part of the process colored
« and the part of the process colored .

Actually, the disjoint case obtained using the transformation d,, ,, behaves
as the shared case but only along executions that are compatible with the chosen
abstractions, i.e. executions that preserve the equalities and the inequalities
among assignment variables as done by the chosen abstraction. This notion is
formally defined as follows:

Let A be any extended process derived from (€, W Ez W &Eo; [P]; 0), i.e. such

that (£, W &z W &; [P];0) == A. For v € {a, 8}, we say that p, is compatible
with A = (&; P;®;0) when:

1. for all z,y € dom(o) N dom(p,), we have that xo =g yo if, and only if,

TPy = Ypy; and
2. for all z € dom(p,), either tagroot(zol) = L or tagroot(zol) & v U {0}.

We say that (pq,pg) is compatible with A when both p, and pg are com-
patible with A. For v € {«, 8}, we define the eztension of p,, denoted pIY", as
follows:

— dom(p?) = dom(p,) U{zal | x € dom(p,)}, and
— for any = € dom(p,), p¥ () i p(x) and pI (zo) of p~y () .

Before stating our generic composition result, we have also to formalize the
fact that the shared keys are not revealed. Since sharing is performed via the
assignment variables, we say that Ay does not reveal the value of its assignments
w.r.t. (pa,pp) if for any extended process A = (€;P; P; o) derived from Ay and
such that (pa,pg) is compatible with A, we have:

new&.P I/ k for any k € K, U Kjp
where for all v € {«, 8}, K, = {t,pk(t),vk(t) | z € dom(c) N dom(p,) and
(t==zoort=zpy)}.

Theorem 5. Let P be a plain colored process as described above, and By be an
extended colored biprocess such that:

— So = (Ea WESW En: [P]; 0:0) & fst(Bo),
snd

- D(): (Eaﬂﬂgg&)go;PD;@;w) (Bo), and
Pp =6,,.p,([P]) for some (pa,pp) compatible with Dy, and
— Dyg does not reveal its assignments w.r.t. (pa,pg).

def

We have that:
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1. For any extended process S = (Es; Ps; Ps; 05) such that Sy =L S with (pas PB)
compatible with S, there exists a biprocess B and an extended process D =
(Ep;Pp;Bp;op) such that By = B, fst(B) = S, snd(B) = D, and newEs.dg ~
newép.Pp.

2. For any extended process D = (Ep;Pp;Pp;op) such that DOéD with
(P, pg) compatible with D, there exists a biprocess B and an extended process
S = (Eg;Ps; Ps;05) such that Bo==yi B, fst(B) = S, snd(B) = D, and
newls. s ~ newEp.Pp.

This theorem is proved by induction on the length of the derivation. For this,
a strong correspondence between the process Sy (shared case) and Dy (disjoint
case) has to be maintained along the derivation, and the transformation d,, ,,
has to be extended to allow replacements also in o and @. The rest of this section
is dedicated to the proof of this theorem.

Ezxample 15. Going back to our running example, and forming a biprocess with
So = (E U {k*}; Py | Pg;0;0) and Dy = (Eg U{k*}; D4 | Dp;0;0), Theorem 5
gives us that these two processes behave in the same way when considering
executions that are compatible with the chosen abstraction pg, i.e. executions
that instantiate x4 and xzp by the same value.

A similar result as the one stated in Theorem 5 was proved in [12]. Here, we
consider in addition else branches, and we consider a richer common signature.
Moreover, relying on the notion of biprocess, we show a strong link between the
shared case and the disjoint case, and we prove in addition static equivalence of
the resulting frames.

E.3 Name replacement

Now that we have fixed some notations, we have to explain how the replacement
will be applied on the shared process to extract the disjoint case. Actually a
same term will be abstracted differently depending on the context which is just
above it.

Definition 15. Let (p/, pg) be two functions from terms of base type to names

+ o+
of base type. Let 55“’/)3 , or shortly 6., (v € {a, 5}) be the functions on terms
that is defined as follows:

u) € dom(p?)

8y(u) = ulpy when { and tagroot(u) ¢ U {0}

Otherwise, we have that 0,(u) = u when u is ¢ name or a variable; and
Oy (f(t1,...,tr)) is equal to

— f(04(t1),...,0~(tr)) if tagroot(f(t1,...,tn)) = 0;
— f(0a(t1), ..., d0a(tr)) if tagroot(f(ti,...,tn)) €
— f(ds(t1), .. 5g(tk)) if tagroot(f(t1,...,t,)) € ﬂ
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Definition 16 (Factor for X;). Let u be a term. We define Fetys,(u) the
factors of a term u for Xy as the maximal syntactic subterms v of u such that
tagroot(v) # 0.

Let o be a substitution. We consider a pair (pq,ps) as defined in Sec-
tion E.2 and compatible with o. We denote (p/, pg) the extension of (pq,ps)
Jr

w.r.t. 0. Thanks to compatibility, p! (resp. pg) is injective on dom(p}) \

(P, le} (resp. dom(pg) ~ Az, ..., 2 }). Moreover, we also have that for all

u e dom(ph)~{27,..., zlﬂ} (resp. dom(p;) NA{2y, .., 20 )), either tagroot(u) =
1L or tagroot(u) ¢ o U {0} (resp. tagroot(u) & 8 U {0}).

Lemma 4. Let t; and ta be ground terms in normal form such that (fn(t;) U
n(t2)) N (EqWEB) = 0. We have that:

t1 = t2 if, and only if, 6(t1) = 6,(t2)
where v € {«, B}.

Proof. The right implication is trivial. We consider the left implication, and we
prove the result by induction on max(|¢1], |t2|) when v = «. The other case v = 8
can be handled in a similar way.

Base case max(|t1],|t2]) = 1: In such a case, we have that ¢,t2 € N. We first
assume that d,(¢1) (and thus also d,(t2)) is in £, W Eg. By hypothesis, we know
that ¢ and ¢; do not use names in &, W £3. Therefore, by definition of d,, we
can deduce that t1,ty € dom(p}) and t1pF = t2p7, and thus t; = to thanks to
p being injective on dom(pf) ~ {27, ... ,zlﬁ} Now, we assume that d,(t1) (and
thus also d4(t2)) is not in £, W Es. In such a case, by definition of d,, we have
that d,(t1) = t1 and 4 (t2) = t2, and thus t; = to.

Inductive step max(|t1],|t2]) > 1: Assume w.l.o.g. that |¢t1] > 1. Thus, there
exists a symbol function f and terms wuq,...u, such that t; = f(u1,...un). We
do a case analysis on ¢; which is in normal form.

Case t; € dom(p}): In such a case, d4(t1) = d4(t2) = n for some n € &,. By
hypothesis, we know that t5 and ¢; do not use names in &,, and we have that
tipt = tap}t. Therefore, we necessarily have that t; = 5.

Case t; ¢ dom(p): We do a new case analysis on ¢;.

Case f € X for some i € {1,...,p}: Let v € {a, 8} such that i € 5. In such
a case, we have that 04 (t1) = f(0,(u1),...,dy(un)). But da(t2) = da(t1) and by

definition of d,, it implies that there exist vy, ..., v, such that to = f(v1,...,v,)
and f(d(v1),...,05(vn)) = da(t2). Thus we have that d,(v;) = d,(u;) for all
Jj € {1,...,n}. Furthermore, since t; and t2 are in normal form and not using

names in £, W&z, we also know that u; and v; are in normal form and not using
names in £,WEg, for every j. Since, we have that max(|t1], [t2]) > max(|u;|, |v;]),
for any j, by our inductive hypothesis, we can deduce that u; = v;, for all j and
soty =flug,...,up) =f(vr,...,0,) = ta.
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Case t1 = f(tag;(w1),ws) with i € {1,...,p} and f € {senc,aenc,sign}:
Let v € {a,B} such that ¢ € 7. In such a case, we know that d,(t1) =
f(tag; (04 (w1)), 0, (w2)). But we know that d,(t2) = dqa(t1) = f(tag, (0 (w1)), o (w2)).
Thus thanks to ¢ being in normal form and by definition of ¢, it implies
that there exists v; and ve such that to = f(tag;(v1),v2) and so d,(t2) =
f(tag;(dy(v1)), dy(v2)). Thus, we have that d,(v1) = d,(u1) and 6, (v2) = 6 (u2).
Moreover, t; and t» being in normal form and not using names in &, W &g, so
are u; and v; for j € {1,2}, so we can apply inductive hypothesis and conclude
that V1 = Uy and Vo2 = U2 and so tl = tQ.

Case t1 = h(tag;(wy)) with i € {1,...,p}: This case is analogous to the
previous one.

Case f € Xy and root(uy) # tag,, « = 1...p: By definition of é,, we can
deduce that 64 (t1) = f(0a(u1), ..., 0a(un)). Since d4(t1) = 04 (t2), we can deduce
that the top symbol of 5 is also f and so there exists vq,...,v, such that t5 =
f(v1,...,v,). In the previous cases, we showed that if f € {senc, aenc,sign, h} and
the top symbol of v; is tag; for some j € {1,...,p} then 6, (t1) = da(t2) implies
that the top symbol of u; is also tag;. Thus, thanks to our hypothesis, we can
deduce that either f ¢ {senc,aenc,sign, h} or the top symbol of vy is different
from tag; for some j € {1,...,p}. Hence by definition of d,, we can deduce
that 64(t2) = f(0a(v1), ..., 0a(vs)) and so 04 (v;) = da(uy) for all j € {1,...,n}.
Moreover, t; and 2 being in normal form and not using names in £,WE&g, implies
that so are u; and v; for all j € {1,...,n}. We can thus apply our inductive
hypothesis and conclude that u; = v; for all j € {1,...,n} and so t; = ta.

Lemma 5. Let t; and ta be ground terms in normal form such that (fn(t;) U
n(t2)) N (EaWER) = 0. We have that:

Sa(t1) = 0p(t2) implies that t; = ts.

Proof. We prove the result by induction on |d, (t1)].

Base case |04(t1)| = 1: Since 04(t1) = 0p(t2), Ea N E3 = 0, and ty,t2 do not use
names in &, W €3, we necessarily have that ¢1 ¢ dom(p}) and ¢y ¢ dom(pg).
Hence, we have that d,(t1) = ¢1 and dg(t2) = to. This allows us to conclude.

Inductive step |04(t1)| > 1: In that case, we have that 04 (t1) = f(u1,...,u,) =
d5(t2). Assume that f € 5; U Xy, for some i € {1,...,p}. Let v € {a, 8} such
that ¢ € 7. By definition of §,, and d3, we can deduce that root(t1) = f = root(t2).
Furthermore, if we assume that t; = f(v1,...,v,) and t2 = f(wy,...,w,), we
would have 6, (v;) = §(wj) for all j € {1,...,n}. By Lemma 4, we deduce that
v; = w; for all j € {1,...,n}. Hence, we conclude that ¢; = t. Assume now
that f € Xy. According to the definition of d, and dg, there exists vi,...,v,
and wi, ..., wy, such that t; = f(v1,...,v,), t2 = f(w1,...,wy,) and 6, (v;) =
0, (w;), for some 1,72 € {a, B}. Moreover, ¢; and ¢, being in normal form and
not using names in &, W &g implies that so are v; and w; for all j € {1,...,n}.
Now, either 71 = 72 and so by Lemma 4, we have that v; = wj, else y; # 72 but
then by our inductive hypothesis, we also have v; = w;. Hence we conclude that
t1 = to.
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Lemma 6. Let u be a ground term in normal form such that fn(u)N(Ey WER) =
0. Let v € {«a, B}. We have that:

— 4 (u) is in normal form; and
— either root(d.,(u)) = root(u) or root(d,(u)) = L.
— either tagroot(d,(u)) = tagroot(u) or tagroot(d,(u)) = L.

Proof. We prove this result by induction on |u| and we assume w.l.o.g. that
v =

Base case |u| = 1: In such a case, we have that u € N, and we also have that
do(u) € N and so d4(u) is in normal form with the same root as u, namely L.
Moreover, we have tagroot(d,(u)) = L.

Inductive |u| > 1: Assume first that u) € dom(p}) and tagroot(u) € o U {0}.
Hence by definition of d,, we have that d,(u) € &,. Thus, we trivially obtain
that d,(u) is in normal form, root(d,(u)) = L and tagroot(d,(u)) = L.

Otherwise, we distinguish two cases:

Case 1. We have that u = Cluq,...,u,] where C is built on X; U Diag, with
j € {1,...,p}, C is different from a hole, uy are factors in normal form of
u, k = 1...n. Let ¢ € {«, 8} such that j € . Hence, since u ¢ dom(p}),
then by definition of d,, we deduce that d,(u) = C[dc(u1), ..., d:(uy)]. Since C
is not a hole, thanks to our inductive hypothesis on uy,...,u,, we have that
0c(u1), ..., 0:(uy) are in normal form and dc(uq), ..., 0 (uy,) are factors of 6, (u).
Thus, since u is in normal form, we have that Cluy,...,u,)l = Clug, ..., uy,].
By Lemmas 4 and 3, we deduce that

Clo-(ur), ..., 8e(un)]l = C[b-(ur), .. ., 62 (un)]

i.e. 0o (u)d = do(u).
Furthermore, we also have that root(d,(u)) = root(u) and tagroot(d,(u)) =
tagroot(u).

Case 2. We have that u = f(v1,...,v,) for some f € Xy. By definition of J,
there exists € € {a, 5} such that d,(u) = f(dz(v1),...,:(vm)). We do a case
analysis on f:

Case f € {senc, aenc, pk, sign, vk, h, { }}: In this case, we have that d,(u)] =
f(0c(v1)ds .., 0e(vm)d). Since by inductive hypothesis, d.(vg) is in normal form,
for all k& € {1,...,m}, we can deduce that J,(u) is also in normal form and
root(de(u)) = f = root(u). If f € {pk,vk,( )} then we trivially have that
tagroot(dq (u)) = tagroot(u). Let’s focus on f € {senc, aenc,sign}. If tagroot(u) ¢
{0} then it means that root(vy) = tag, for some i € . But by definition of 4§,
we would have that root(d.(v1)) = tag,. Hence tagroot(d,(u)) = tagroot(u). Now
if tagroot(u) ¢ {0}, it means that root(vi) /tag;...tag,}. But by inductive
hypothesis, root(d.(v1)) = L or root(d.(v1)) = root(v1) and so we can conclude
that tagroot(ds(u)) € {0}.

Case f = sdec: Then m = 2, and by definition of J,, we have that 0,(u) =
sdec(da(v1), 0o (v2)). Thus, in such a case, we have that root(d,(u)) = f =
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root(u). By inductive hypothesis, we have that d,(v1) and d,(v2) are both in nor-
mal form. Assume that sdec cannot be reduced, i.e. 6, (u)d = sdec(dq (v1)4, d0(v2)]) =
sdec(da(v1), 0o (v2)). Thus the result holds. Otherwise, if sdec can be reduced,
there exist wy, wy with d,(v1) = senc(wy, we) and d,(ve) = ws. By definition of
da, there must exist e’ € {a, 8}, and w], wh such that d, (v1) = senc(der (w)), der (w5h)),
vy = senc(w], wh), wy = §o (W) and wy = s (wh). Thus, we have that 0, (ve) =
0e’(w)). Thanks to Lemmas 4 and 5, we have that vo = w)}. Hence, u =
sdec(senc(w], wh), wh). But in such a case, we would have that u is not in normal
form which contradicts our hypothesis.

At last, since root(dq (1)) = L or root(d(u)) = root(u) = sdec then we can
deduce that tagroot(d,(u)) = L or tagroot(d, (u)) = tagroot(u) = 0.

The cases where f = check or f = adec are analogous to the previous one.

E.4 4, and é3 on tagged term

Let 0g be a ground substitution. Similarly to the previous section, we consider
a pair (pa,ps) as defined in Section E.2 and compatible with oo. We denote
(pt, pg) the extension of (pq, pg) w.r.t. this substitution. We also denote by &,
and &g the respective image of pg and p., and we assume that oy does not use
any name in &, and &g.

Thanks to compatibility, pT (resp. pg) is injective on dom(pt)~{z7,..., le}
(resp. dom(pg)\{zf‘, ..., 2i}). Moreover, we also have that for all z € {zf, ce zlﬂ}
(resp. z € {z7,..., 2 }), either tagroot(zopl) = L or tagroot(zopl) ¢ a U {0}
(resp. tagroot(zool) € 5 U {0}).

Let i € {1,...,p}. Let u € T(X; U Xag, U X, N U X). As defined in Sec-
tion C, test;(u) is a conjunction of elementary formulas (equalities between
terms). Given a substitution o such that fu(u) C dom(o), we say that o satisfies
tl = tg, denoted o F tl = tQ, if t10¢ = t20\l,.

At last, for all substitution o, for all v € {«, 3}, we denote by (o) the
substitution such that dom(o) = dom(d,(c)) and for all x € dom(d, (o)),
z6(0) = 64 (z0).

Lemma 7. Let u € T(X; U Xy, N UX) for some i€ {1,...,p}. Let v € {«, 5}
such that i € v and o¢ be a ground substitution such that fo(u) C dom(oyp).
Moreover, assume that u does not use names in £, W Eg. We have that:

= 0y([uli(o0l)) = 6, ([u]:)d5(00)); and

— If o¢ E test;([u];) then 6, ([uli(ood))d = 6 ([u]iool).
Proof. Let o be the substitution ogl. We prove the two results separately. First,
we show by induction on |u| that §-([u];0) = 0, ([u];)d,(0):

Base case |u] = 1: In this case, v € N UX. If u € N then we have that
[ul, = v and so [u];,c = w and d(u) € N. Thus, we have that J,([ul;0) =
0y (u) = 6 (u)dy (o) = §4([u];)04(0). Otherwise, we have that v € X and [u]; = u.
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W.l.o.g., we assume that v = «a. First, if u ¢ {zf, . ,zlﬂ}, then we have that
0a(u) = u. Thus, da(u)de(0) = ude(c). Since u € X and fv(u) C dom(o), we
have that wd, (o) = d4(uo), thus 04 ([u];0) = da(uc) = ude(0) = do(u)dn (o) =
da([u]i)da (o). Now, it remains the case where u = z; for some j € {1,...,l}. In
such a case, we have that:

Inductive step |u] > 1], i.e. u=f(u1,...,u,). We do a case analysis on f.
Case f € X;: In such a case, [u]; = f([uils,. .., [un]i). By definition of 4,
8y ([ulio) = £(6,([ur)io), - ., 65 ([unlio)) and &, ([uls) = F(J5 ([uali), - -, 5 ([un]s))-

By our inductive hypothesis, we can deduce that for all & € {1,...,n}, we
have that - ([ur]io) = d4([ur)i)d (o). Thus, we can deduce that d,([u);o) =
F(3([uali)s - -+ 05 ([uni))d5 () = 65([uli)d- (o).

Case f € {aenc,sign,senc}: In this case n = 2, and by definition of [u];, we
have that [u]; — (tag,([u1]s), [uz]s). Thus, o, ([ul:) = f(tag, (5 ([ua):)), & ([uss))
and 0 ([u];0) = f(tag; (0, ([u1)i0)), d+([u2]io)). But by our inductive hypothesis,
we have 0 ([ug]io) = 0,([ux]i)0-(0) with k € {1,2}. We conclude that

5, (ulio) = F(tag,(5, ([us]:)d, (), &, (fus]:)3, ()
= 5, ([ul:)3, ().

Case f = h: This case is analogous to the previous one and can be handled
in a similar way.

Case f € {sdec, adec, check}: In this case n = 2, and by definition of [u];, we
have that [u]; = untag, (F([u1];, [us]:)). Thus, 6, ([u]:) = untag,(F(5, ([u1]:), 6 ([u2]:)))
and - ([u];0) = untag;(f(d,([u1]io),d+([u2]io))). Relying on our inductive hy-
pothesis, we deduce that

0y ([u]io) = 04 ([ur)i)dy (o) with k € {1,2}.
We conclude that

0y ([ulio) = untag, (F(d,([u1]i), 6, ([uzli)))d+ (o)
= 0,([ul:)d5 (o).

Otherwise, by definition of [u];, we have that:

— [u]; = f([uis - - -, [unli), and
= 0y ([uli) =f(8 ([ 1i)s -5 6y ([unls))-

Thus, this case is similar to the case f € X;. Hence the result holds.

We now prove the second property, i.e. if o F test;([u];), then 6, ([u]io)) =
0, ([u];ol). We prove the result by induction on |ul:
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Base case |u| = 1: In this case, v € N'UX. In both cases, we have that [u]; =
and test;(u) = true. If u € N, we know that d, (u )ENandso5 () =4 (
We also have that uo| = uo = u. This allows us to conclude that

by(uo)d = 6y (u)d = 0, (u) = 6 (uol).

Otherwise, we have u € X. Since o is is normal form, we deduce that uo| = uo.
By Lemma 6, we also know that d-(uol)) = d,(uol). Thus, we conclude that

Oy (uc)) = by (uol)l = 0y (uo)l.

Inductive step |u] > 1, i.e. u=f(uy,...,u,). We do a case analysis on f.
Case f € X;: We have that [u]; = f([u1]s, ..., [un]:). Hence, we have that

0y([ulio) = £(6([u1]io), . .., 05 ([unlic)) and so ([ulio)l = f(6, ([wrlio)d, ..,
0y ([un)io)d)). We have that test; ([ li) = /\?:1 test;([u;];) which means that
o E test;([u;];) for each j € {1,...,n}. By applying our inductive hypothesis on

U1, ..., U,, we deduce that

0y ([ulio)

F(0y ([ur)iod), - -, 6y ([unlioc )L
= 0,(f([u ]10%---,[ n]ﬂi))i

Let t = f([u1]iod, ..., [unliol). We can assume that there exists a context C
built on X; such that t = Clty,. .., ty,] with Fet(t) = {t1,...,tm} and t1,. ..ty
are in normal form. Thus, by Lemma 2, there exists a context D (possibly a
hole) such that t| = Dl[t;,,...,t; ] with j1,...,jk € {0,...,m} and to = Npin.
Since t1, ..., t,, are in normal form and thanks to Lemma 6, we know that for all
ke {0,...,m}, 6, (tx) is also in normal form and its root is not in X;. Hence, we
can apply Lemma 3 such that C[d,(t1),...,0,(Em)]d = D[04(ts1), ..., 04(t)]-
But since C' and D are both built upon X;, we have that:

—CL5,(t1)s a6y ()b = 6, (Cltr, -, tm])d, and
- D[(S’Y(tﬁ)a e ’6’)’(tjk)] = 67(D[tj1a e ’tjk])'

Hence, we can deduce that 6.,(t)] = d,(¢]). But we already know that t| = [u];0]
and d-(t)) = 6,([u];o)]. Thus, we can conclude that 6. ([u];o)] = 6, ([u]iol).

Case f € {senc, aenc,sign}: In such a case, we have that:

— [u]; = f(tag;([u1]i), [u2];), and
— test; ([u];) = test;([u1]:) A test;([uszl;).

Hence, we have that [u],o] = f(tag,([u1]iol), [u2]iol), and also 6, ([u]io)] =
f(tag; (dy([u1]io)d), 64 ([ue)io)d). By our inductive hypothesis on u; and ua, we
have that:

0y ([uklio)d = 0y ([ur]iod) with k € {1,2}.

Hence, we can deduce that

0y ([ulio)) = f(tag;(d,([ur)iol)), 6, ([uz]iol))
= 0,(f (tagz([ iol), [U2]IU¢))
= 0y([ulio}).
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Case f = h: This case is analogous to the previous one and can be handled
in a similar way.

Case f € {pk, vk, ( }}: In such a case, we have that:
— [ul; = f([u1]sy - - - [un)i) with n € {1,2}, and
- testi([u]i) = /\}’thesti([uj]i).
We have that [u];ol = f([u1]iol, ..., [us]iol). Thus, this case is similar to the
senc case and can be handled similarly.
Case f € {sdec, adec, check}: In such a case, we have that:

= [uli = untag; (f([ui)i, [uz];)), and
— test;([u];) is the following formula:

(tag; (untag, (f([u1]i, [u]i))) = f([u1ls, [ual:))
/\testi([ul]i) AN testi([ug]i)

By hypothesis, we have that o F test;([u];), thus tag, (untag, (f([u1]s, [ua]i)))od =
f([u1)s, [u2)i)ol. Hence, we deduce that the root function symbol f can be reduced
and the root of the plaintext is tag,. More formally, there exist vi, vy such that:

— f = sdec: [u1];0) = senc(tag;(v1),v2), [uz]iol = va and [u];o) = vy. This
implies that:
6, ([milierl) = senc(tag, (5 (v1)), 5, (v2)).

Thus, we can deduce that:

untag, (sdec(d, ([ur)ioL). &, ([uzlio 1)) L = 8, (vn)
5, ([ulio )

— f = adec: [u1];0) = aenc(tag;(v1), pk(ve)), [us]iol = ve, and [u];0 = v;.
— f = check: [u1];0] = sign(tag;(v1),v2), [uz];0) = vk(v2), and [u);0) = v1.

In each case, we have that:

untag (F(8, ([urliod), &, (fuslioD))d = &, (fuliod):

By inductive hypothesis, we have d-([uz)iol) = 0 ([ux)io)) with k € {1,2}. We
also have that:

6y ([u]io)) = untag,(f(Jy ([u1]io)d, 04 ([uzlio)d))L.
This allows us to conclude that

5, ([uli0)) = untag; (F(5, ([wliod), &, (fuslso)))d
= 5, (uliod).

Case f = proj;, j = 1,2: In such a case, we have that n = 1, and [u]; =
f([u1];). Since o F test;([u];), we have that there exist vy, ve such that [u;];0) =
(vi,v2) and so 0,([u]io)) = 0,(v;). But by inductive hypothesis, we have that
b (i) = 6 ([ulird) = (6 (01,8 (v2). Hence, &, ([ulio) ). = F(3 ([ur}ior))4. =
f(64([ui]io)d)d = 04(vj)]. We have shown that 6,(v;) = d,([u]iol), thus by
Lemma 6, d-(v;) is in normal form and which allows us to conclude.
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Corollary 1. Let u,v € T(X; U Xo, N UX) for some i € {1,...,p}. Let v €
{a, B} such that i € ~. Assume that fuo(u) U fo(v) C dom(ool), and o9 F
test;([u];) Atest;([v];). Moreover, assume that u, v do not use names in E,WE4.

[uliood = [v]iool < 05 ([u]i)dy(o0d)d = 65 ([v]i)dy (o0l )

Proof. Thanks to Lemma 4, we have that

[uliood = [v]iool & 05([uliool) = 6y ([v]iool).
Thanks to Lemma 7, we have that:

— &, ([uliood) = &, (uli (901)) = &, ([u])6, (c04)d, and
— 8y ([tliood) = &, ([oli(oo D)) = & ([v]:)3, (oL L.

This allows us to conclude.

Lemma 8. Let u € T(X; U Xy, N UX) for some i€ {1,...,p}. Let v € {«, 5}
such that i € . Assume that fo(u) C dom(og). Moreover, assume that u does
not use names in E, U E3. We have that :

O—O\l/ = testi([u]i) <~ 57(0'0\1,) = testi(cs.y([u]i))

Proof. To simplify the proof, we denote by o the substitution o¢l. We prove this
result by induction on |ul :

Base case |u| = 1: In this case, we have that v € NUX, and thus [ul;, d,([u];) €
N UX. In such a case, we have that test;([u];) = true and test;(d([u];)) = true.
Hence, the result trivially holds.

Inductive step |u| > 1, i.e. w="f(u1,...,u,). We do a case analysis on f:

Case f € X; U{pk, vk, ()}: In this case, we have that [u]; = f([u1], ..., [un]i)
and d([ul;) = f(0,([u1)i),...,0([un]i)). Thus, we deduce that test;([u];) =
Nj= testi([u;];) and test; (0, ([ul:)) = Aj—, testi(d,([us];)). By inductive hypoth-
esis on uq,...,uy, the result holds.

Case f € {senc, aenc,sign}: In this case, we have that:
— [u]; = f(tag;([u1]i), [u2];), and
— 0y([u)s) = f(tag;(6,([u1:)), 05 ([uzl:))-

Thus, we deduce that test;([u];) = test;([u1];) A test;([uz];) and test;(d~([u];)) =
test; (0 ([u1]s)) A test; (0 ([uz];)). By inductive hypothesis on w1, us, the result
holds.

Case f = h: This case is analogous to de previous one and can be handled in
a similar way.

Case f € {sdec, adec, check}: In this case, we have that:

~ [ul; = untag, (F([ut);, [us,)), and
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— 04([u];) = untag;(f(d, ([u1]i), 6 ([uzls)))-

Thus, we deduce that test;([u];) is the following formula:

test; ([u1];) A test; ([ua);)
Ntag; (untag; (F([u1li, [uz2]i))) = f([u1li, [uz]i)

and test; (0, ([u];)) is the following formula:

testi(év([ul]i)) AN testi(év( UQ] )) A
6

[us];
tag; (untag, (f(d, ([u1]), 05 ([u2li)))) = £(d([wa]s), 05 ([uzli))

Whether we assume that o F test;([u];) or d,(0) F test;(d([u];)), we have by
inductive hypothesis that o F test;([ux];) with k& € {1,2}. Thus by Lemma 7, it
implies that d, ([ug]iol) = 0 ([ur]i)d(0)d with k € {1,2}. We do a case analysis
on f. We detail below the case where f = sdec. The cases where f = adec, and
f = check can be done in a similar way.

In such a case (f = sdec), we have that

o I tag;(untag, (f([u1ls, [u2]i))) = f([wals, [uzli)

is equivalent to there exists v1, va s.t. [us];0) = v and [u1];0] = senc(tag;(v1), v2).
But by Lemma 4, it is equivalent to 0, ([u1];0]) = senc(tag;(0~(v1)), d~(v2)) and
0 ([ug]iol) = 04 (v2). Thus, it is equivalent to:

— 6, ([ur)o)3, (o)1 = senc(tag;(5, (1)), &, (v2)), and
— 5, (usli)8 (o) = 8, (v2).

Hence it is equivalent to

Case f € {proj,,proj,}: In such a case, we have that [u]; = f([u1];) and
0~ ([u];) = (65 ([u1]:)). Thus, we deduce that test;([u];) is the following formula:

test;([u1]i) A (proj ([u1s), proja ([u]i)) = [u1ls

and test; (0, ([u];)) is the following formula:

testi(é.y([ul]i)) A
{projy (0 ([ur}i), proja (6 ([ua]i))) = 0 ([uali)

Whether we assume that o F test;([u];) or 0,(c) F test;(d,([u];)), we have by
inductive hypothesis that o E test;([u;];). Thus by Lemma 7, it implies that

Oy([ur)iol) = 05 ([ua]i)d ()]
Actually o E (proj; ([u1]i), projs([u1]i)) = [u1]; is equivalent to there exist
v1,vg such that [ui];0] = (v1,v9), which is, thanks to Lemma 4, equivalent to

Oy ([ur]iol) = (04 (v1), 6+ (v2))-
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We have shown that this is equivalent to

Oy ([u1]i)dy (0)d = (6 (v1), 65 (v2))

Thus, we conclude that o = (proj; ([u1];), projo([u1]:)) = [u1]s is equivalent é (o) F

rojy
(projy (6 ([uali)), proja (04 ([u1ls))) = ’y([ 1i)-

For a term w that does not contain any tag, we defined a way to construct
a term that is properly tagged (i.e. [u];). Hence, for a term properly tagged, we
would never have senc(n, k) where n and k are both nonces, for example. Instead,
we would have senc(tag;(n), k). However, even if we can force the processes to
properly tag their terms, we do not have any control on what the intruder can
build. Typically, if the intruder is able to deduce n and k, he is allowed to send
to a process the term senc(n, k). Thus, we want to define the notion of flawed
tagged term.

Definition 17. Let u be a ground term in normal form. Consider v and '
such that {~,v'} = {«, B}. We define the flawed subterms of w w.r.t. v, denoted
Flawed” (u), as follows:

Flawed” (u ) { € st(u)

tagroot(v) € {0} U+ and }
root(v) & {pk, vk, ()}

We define the flawed subterms of u, denoted Flawed(u), as the set Flawed(u) =
Flawed® (1) N Flawed” (u)

Lemma 9. Let uw € T(X; U Xy, NUZX) for somei e {1,...,p}. Let v € {a, 5}
such that i € . Let v such that v € {a, B} ~~. Let o be a ground substitution
in normal form such that fv(u) C dom(o).

If o F test;([u];) then for all t € Flawed” ([u];ol), there exists x € fu([u];)
such that t € Flawed” (o).

Proof. We prove the result by induction on |u.

Base case |u| = 1: In this case, we have that « € XUN and so [u]; = u. Ifu € N,
then uo and [u];o) are both in N, which means that Flawed” ([u];0]) = 0. Thus,
the result holds. Otherwise, we have that v € X and so [u]; = v € dom(c) which
means that the result trivially holds.

Inductive step |u| > 1, i.e. u="f(u1,...,u,). We do a case analysis on f.

Case f € X;: In this case, [u]; = f([u1i, ..., [un]i) and [u];ol = f([uiliod, ...,
[un)io))]. By definition, we know that for all ¢ € Flawed” ([u];0l), root(t) & X.,.
Thus, thanks to Lemma 2, for all ¢ € Flawed” ([u];0]), there exists k € {1,...,n}
such that ¢ € st([ux];0l). By hypothesis, o F test;([u];) and so o F test;([ux];)-
Thus, by inductive hypothesis, we know that there exists « € fv([ug];) such that
t € st(xo). Since fu([ug]i) C fu([u];), we can conclude.
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Case f € {senc,aenc,sign}: In such a case, [u]; = f(tag;([u1]:), [uz];) and
[u]io) = f(tag;([u1]iol), [ue]iol). Moreover, o F test;([u];) implies that o E
test; ([ux];), with k € {1, 2}. Since tagroot([u];cl) = i, then we deduce that :

Flawed” ([u];0]) = Flawed” ([u1];0]) U Flawed” ([uz];0)

Thanks to our inductive hypothesis on u; and us, the result holds.

Case f = h: This case is analogous to the previous one and can be handled
in a similar way.

Case f = ( ): In this case, we have that [u]; = f([u1]s, [u2]i), and [u];o) =
f([u1]iol, [ue)iol). Moreover, o F test;([u];) implies that o F test;([ux]);) with
k € {1,2}. By definition, since root([u];0]) = (), we have that Flawed” ([u];,cl) =
Flawed” ([u1];04) U Flawed” ([uz];0l). Applying our inductive hypothesis on uy
and usg, we conclude.

Case f = {vk,pk}: In this case, we have v = f(v) with v € N U X. Thus
[u]; = u and so by definition, Flawed” (ua|) = 0. Thus, the result trivially holds.

Case f € {sdec, adec, check}: In this case, we have that [u]; = untag, (f([u1];, [uz]:))
and

testi([u]i) = testi([ul]i) A\ testi([ug]i)/\
tag;([u]s) = f([u1li; [ua)i).

By hypothesis, we know that o F test;([u];) and more specifically tag, ([u];)o] =
f([u1]i, [ue)i)ol. It implies that there exist vy, va such that [u1];0) = g(tag;(v1), v2)
and [u];o0] = vy, with g € {senc, aenc,sign}. Thus, for all ¢ € Flawed” ([u};0l),
t € Flawed” ([u1];0l). Since o F test;([u1];), the result holds by inductive hypoth-
esis.

Case f = proj;, j € {1,2}: We have that [u]; = f([u1];) and test;([u];) =
test; ([u1]i) A (proj; ([u1]:), projs ([u1]i)) = [u1]i- Hence, o F test;([u];) implies that
there exist vy, vy such that [u1];0] = (vi,v2) and [u];o) = v;. Thus, for all
t € Flawed™([u];0l), t € Flawed”([u1];0l). Since o F test;([u1];), our inductive
hypothesis allows us to conclude.

Corollary 2. Letu € T(X;UX, NUX) for somei € {1,...,p}. Lety € {a, B}
such that i € . Let o be a ground substitution in normal form such that fv(u) C
dom(o).

If o E test;([u];) then for all t € Flawed([u];0l), there exists x € fo([u];) such
that t € Flawed(zo).

Corollary 3. Letu € T(X;UX, NUX) for somei € {1,...,p}. Lety € {a, B}
such that i € ~. Assume that fo(u) C dom(og). Moreover, assume that u
does not use names in E, U Ez. If 6,(00l) F test;(d4([u];)), then for all t €
Flawed™ (6 ([u]i )0, (00l)l), there exists x € fu(d~([u];)) such thatt € Flawed” (6 (00l)).
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Proof. By Lemma 6, we deduce that d,(ool) is a substitution in normal form.
Moreover, since u € T(X; U X5, N U X) and by definition of ., and [ ];, we
deduce that there exists v € T(X; U X, N'U X) such that [v]; = d,([u];). By
application of Lemma 9, we deduce that for all ¢ € Flawed” ([v];,(00l)]), there
exists © € fv([v];) such that t € st(xzd,(o0l)). Hence, we conclude that for
all t € Flawed” (0, ([u];)d5(c0l))), there exists z € fv(d,([u];)) such that ¢t €
st(xdy(o0d))-

Definition 18. Let u € T(X, N UX). The a-factors (resp. B-factors) of u, de-
noted Fcto(u), are the mazimal syntactic subterms of u that are also in Flawed™ (u)
(resp. Flawed” (u)).

Lemma 10. Letu € T(X;UXy, NUX) for somei € {1,...,p}. Let v € {a, 5}
such that i € v. Let o be a ground substitution in normal form such that fu(u) C
dom(o).
If o E test;([u];) then
— either [u];ol € Fety([u]io),
— otherwise Fct([ul;0l) C Fety([u)io)

Proof. We prove the result by induction on |u].

—

Base case |u| = 1: In this case, we have that v € X UN and so [u]; = u. I
u € N, then uo and [u];ol are both in N, which means that Fet,([u];0) =
and Fet.,([u];0l) = 0. Thus, the result holds. Otherwise, we have that u € X’ an
s0 [u]; = u. But o is in normal form hence [u];0| = [u];0. Thus, Fcty([u];0])
Feto([u];0]) and so the result holds.

0=

Inductive step |u] > 1, i.e. u=f(uy,...,u,). We do a case analysis on f.
Case f € X;: In this case, [u]; = f([u1]s, - . ., [un)i) and [u);od = f([u1]iod, ...,
[Un]za’if)\lf

By definition, we know that for all ¢ € Fct,[u];ol, root(t) & X,. Thus,
thanks to Lemma 2, for all ¢ € Fct.[u];0], there exists k € {1,...,n} such that
t € Fcty([ugliol). By hypothesis, o F test;([u];) and so o F test;([ug];). Thus,
by inductive hypothesis, we know that

— either [ug];0l € Fet([u]io),

— otherwise Fct([urliol) C Fety([ug)io)
Thus, if [ugl;o) € Fcty([ugl;o) then it means that ¢ = [ug);o) and so t €
Fet(Jug)io) (otherwise it contradicts the notion of maximal subterm). Thus in
both cases, we obtain that ¢ € Fet,(Juk]io). Since Fety([ur]io) C Fety([uliy)
then we deduce that t € Fety([u];y) hence the result holds.

Case f € {senc,aenc,sign}: In such a case, [u]; = f(tag;([u1]:), [uz];) and
[u]io) = f(tag;([u1]iol), [uz]iol). Moreover, o F test;([u];) implies that o F
test; ([ux]:), with k& € {1,2}. Since tagroot([u];cl) = ¢, then we deduce that :

Fet([u)iol) = Fety([ur]iol) U Fety ([uz]iol)
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Thanks to our inductive hypothesis on u; and us, the result holds.

Case f = h: This case is analogous to the previous one and can be handled
in a similar way.

Case f = ( ): In this case, we have that [u]; = f([u1]s, [u2]i), and [u];o) =
f([u1]iol, [ue)iod). Moreover, o F test;([u];) implies that o F test;([ux]);) with
k € {1,2}. By definition, since root([u];ol)) = ( ), we have that Fct,([ul;0l) =
Fety(Jui]iol) U Fety([uz]iol). Applying our inductive hypothesis on u; and us,
we conclude.

Case f = {vk,pk}: In this case, we have v = f(v) with v € N U X. Thus
[u]; = uw and so by definition, Fct,(ucl) = 0. Thus, the result trivially holds.

Case f € {sdec, adec, check}: In this case, we have that [u]; = untag, (f([u1]s, [u2]i))
and

testi([u]i) = testi([ul]i) A\ teSti([Ug]i)/\
tag; ([uli) = f([u1ls, [uz]:).

By hypothesis, we know that o F test;([u];) and more specifically tag, ([u];)o] =
f([u1]i, [ue]i)ol. It implies that there exists vq, ve such that [u;];0) = g(tag;(v1),v2)
and [u]jol = vi, with g € {senc,aenc,sign}. Thus, for all ¢t € Fct,([u];ol),
t € Fcty([ur)iol). Since o F test;([u1];), the result holds by inductive hypothe-
sis.

Case f = proj;, j € {1,2}: We have that [u]; = f([u1];) and test;([u];) =
test; ([u1]i) A {proj; ([u1]:), projs ([u1]i)) = [u1];. Hence, o F test;([u];) implies that
there exist vy, v such that [u1];0) = (v1,v2) and [u];0) = v;. Thus, for all ¢ €
Fety([u)iol), t € Fety([ur]iol). Since o F test;([u1];), our inductive hypothesis
allows us to conclude.

E.5 Frame of a tagged process

In this subsection, we will state and prove the lemmas regarding frames and
static equivalence. Let v€.9 be a frame such that:

& ={w > ug,...,wy > up}.

Let M be a recipe, i.e. a term such that fu(M) C dom(®) and fn(M)NE = 0,
we define the measure u as follows:

p(M) = (imax, |M])

where imax € {1,...,n} is the maximal indice ¢ such that w; € fo(M), and |M|

denotes the size of the term M, i.e. the number of symbols that occur in M.

We have that u(My) of (i1,81) < u(Ma) of (i2, $2) when either i1 < ig; or

i1 = ip and s1 < Ss.
Once again, we denote by z{, ...,z and zf, ceey zf the assignment variables
of the extended processes that we are considering.
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Definition 19. Let (€;P;®;0) be an extended process, < be a total order on
dom(®) U dom(o) and col be a mapping from dom(®) U dom(c) to {1,...,p}.
We say that (€;P;®;0) is a derived well-tagged extended process w.r.t. < and
col if for every x € dom(P) (resp. x € dom(o)), there exists {v,v'} = {«, B}
such that one of the following condition is satisfied:

1. there exist v and i = col(x) € v such that u = [v];0, o F test;([v];), and for

all z € fu(v), z < x and either col(z) € 7 or there exists j such that z = z; ;

or
2. there exists M such that fu(M) C dom(®)N{z | z <z}, n(M)NE =0 and
MP = u.

where u = x® (resp. u = xo ).

In the case of variables instantiated through an output, and or an internal
communication, it will be the first item that needs to hold; while in the case
of variables intantiated through inputs on public channels it is the second item
that needs to hold. Intuitively, the order < on dom(®) U dom(o) corresponds to
the order in which the variables in dom(®)Udom(c) have been introduced along
the execution. In particular, we have that w; < ws < ... < w, where dom(®) =
{w1,...,wy}. In the following, we sometimes simply say that (£;P;P;0) is a
derived well-tagged extended process.

Lemma 11. Let (;P;®P;0) be a derived well-tagged extended process w.r.t <
and col. Let v € dom(®P) (resp. x € dom(c)) and ¢t € Flawed(zP|) (resp. t €
Flawed(xzal)). We have that there exists M such that fo(M) C dom(®)N{z | z <
z}, n(M)NE =10 and t € Flawed(M®]).

Proof. We prove this result by induction on dom(®)Udom(c) with the order <.

Base case u = xo or u = zP with x < z for any z € dom(P) Udom(o). Assume
t € Flawed(ul). By definition of a derived well-tagged extended process w.r.t <
and col, one of the following condition is satisfied:

1. There exist v and ¢ = col(x) such that u = [v];0, o F test;([v];), and z < x
for any z € fu(v). Since u = [v];0 and o F test;([v];), we can apply Lemma 9
to v and o). Thus, we have that there exists z € fo([v];) such that ¢ €
Flawed(zol). However, since « is mimimal w.r.t. <, we know that fv(v) = 0.
Hence, we obtain a contradiction. This case is impossible.

2. There exists M such that fuo(M) C dom(®)N{z | z < z}, fn(M)NE = ), and
M® = u. Thus, we have that M P = ul, and we have that t € Flawed(M®)).

Inductive case uw = xo or u = z®. Assume t € Flawed(ul). By definition of
a derived well-tagged extended process w.r.t < and col, one of the following
condition is satisfied:

1. There exist v and ¢ = col(z) such that u = [v];0, o F test;([v];), and z < x
for any z € fv(v). Since u = [v];0 and o F test;([v];), we can apply Lemma 9
to v and ol. Thus, we have that there exists z € fv([v];) such that ¢t €
Flawed(zol), and we have that z < z. Hence, we conclude by applying our
induction hypothesis.
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2. There exists M such that fo(M) C dom(®)N{z | z < z}, fn(M)NE = 0, and
M® = u. Thus, we have that M @] = ul, and we have that ¢t € Flawed(M®)).

This allows us to conclude.

Lemma 12. Let (;P;®P;0) be a derived well-tagged extended process w.r.t <
and col. Let {v,7'} = {a,B}. Let x € dom(P) (resp. x € dom(c)) such that
col(z) € v. Let uw = x® (resp. w=x0). Let t € Fct(ul). We have that

— either there exists M such that fu(M) C dom(®)N{z | z < z}, fn(M)NE =0
and t € Fet(M®]);

— otherwise there exists j such that z}l < x and z}bi =1.

Proof. We prove this result by induction on dom(®)Udom(o) with the order <.

Base case u = zo or v = x® with x < z for any z € dom(P) U dom(o).
Let t € Fety(ul) and col(x) € v with v € {a, 8}. By definition of a derived
well-tagged extended process w.r.t < and col, one of the following condition is
satisfied:

1. There exist v and ¢ = col(z) such that u = [v];0, o F test;([v];), and z < x
for any z € fu(v). Since z is minimal by < then fv(v) = (). Hence u = [v];.
Thus we deduce that Fet,(ul) = 0. Hence there is a contradiction with
t € Fct,(ul) and so this condition cannot be satisfied.

2. There exists M such that fu(M) C dom(®) N{z | z < x}, (M)NE =0,
and M® = u. Thus, we have that M®| = ul and so the result holds.

Inductive case uw = xo or u = x®. Assume t € Fcty(ul) and col(z) € . By
definition of a derived well-tagged extended process w.r.t < and col, one of the
following condition is satisfied:

1. There exist v and i = col(z) € v such that v = [v];0, 0 F test;([v];), and
for all z € fu(v), z < x and either col(z) € 7 or there exists j such that
z = z],. Since u = [v];0 and o F test;([v];), we can apply Lemma 10 to v
and 0. Thus we have that ¢t € Fet,([v];(0l). In such a case, it means that
there exists z € fv(v) with z <  such that t € Fct,(z0]) and one of the
two conditions is satisfied:

— col(z) € v: In such a case, we can apply our inductive hypothesis on ¢
and z and so the result holds.

— there exists j such that z = z] : Otherwise, we know by hypothesis that
2ol € Nor Fety (27 0l) = {27 0l}. Since t € Fet.,(z0]), we deduce
that 270} ¢ N and so Fet (27 o)) = {27 o|}. But this implies that
t = zol. Hence the result holds.

2. There exists M such that fo(M) C dom(®)N{z | z < z}, fn(M)NE =0, and
M® = w. Thus, we have that M®P| = ul, and we have that t € Fet,(M®]).

This allows us to conclude.
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Lemma 13. Let (€;P;®;0) be a derived well-tagged extended process. Let M
be a term such that fn(M)NE = 0 and fo(M) C dom(®P). Let f(t1,...,tm) €
Flawed(M®]). There exists My, ..., My, such that fo(My) C dom(P), fn(My)N
E=0, Mp®| = tx, and u(My) < p(M), for all k € {1,...,m}.

Proof. We prove this result by induction on pu(M).

Base case (M) = (j,1): In this case, either we have that M € N or M = w,. If
M € N, then we have M®| = M € N and Flawed(M®]) = (). Thus the result
holds. If M = wj; then, by Lemma 11, f(t1,. .., t,) € Flawed(w;®]) implies that
there exists M’ such that:

- f'U(M/) - {wl, R ,u)j_l}7
—mM)NE =0, and
— f(t1,...,tm) € Flawed(M'®]).

Since u(M') < u(M), thanks to our inductive hypothesis, we deduce that there
exist My, ..., M,, such that for each k € {1,...,m}, we have that: fo(My) C
dom(®), fn(Mg)NE =0, My®P| = ty, and pu(My) < p(M') < p(M).

Inductive step u(M) > (j,1): In such a case, we have that M = f(My,..., M,).
Let t = g(t1,...,tm) € Flawed(M®]). We do a case analysis on f.

Case f € ;U Yig, for some i € {1,...,p}: In such a case, MP| =
f(M1®d,...,M,®))|. By definition, we know that for all ¢ € Flawed(M®]),
we have that root(t) & X U Xi,g . Thus, thanks to Lemma 2, we deduce that

Flawed(M®]) C Flawed(M;P|) U ... U Flawed (M, P]).

Since u(My) < (M) for any k € {1,...,n}, thanks to our inductive hypothesis,
we know that there exists M7, ..., M;, such that fu(M}) C dom(®), fn(M;)NE =
0, Mi®| = t; and u(M;) < p(My) < p(M), for j € {1,...,m}. Hence the result
holds.

Case f = ( ): In such a case, M®| = f(M;P], MaP|). Moreover, we have
that Flawed(M®|) = Flawed(M;®]) U Flawed(Ms®]). Since pu(My) < pu(M),
w(Ms) < u(M) and t € Flawed(M;P|) UFlawed(M2®]), we conclude by applying
our inductive hypothesis on My (or My).

Case f € {pk, vk}: In this case, M®] = f(M,P]) and we have that Flawed(MP]) =
(). Hence the result trivially holds.

Case f € {senc, aenc, sign}: In such a case, we have that M®| = f(M; D], Madl).
We need to distinguish whether root(M;P|) = tag, for some i € {1,...,p} or
not.

If root(M1P|) = tag; for some i € {1,...,p}, then there exists u; such that
M, ®] = tag,(u1). Hence, we have that Flawed(M;®]) = Flawed(u1). We have
also that:

Flawed(M®]) = Flawed(uy) U Flawed(M2®)).

We deduce that ¢t € Flawed(M;P|) or ¢t € Flawed(M2®P|). Since p(M;) < pu(M)
and p(Ms) < p(M), we conclude by applying our inductive hypothesis on M;
or MQ.

52



Otherwise root(M19}) ¢ {tag;,...,tag,}. In such a case, Flawed(M®|) =
Flawed(M;9)) U Flawed(My®|) U {MP}. If t = M P|, we have that t; = M1P],
to = Ma®| and p(Mq) < p(M), p(Mz) < w(M). Thus the result holds. If
t € Flawed(M;®]) U Flawed(M2®] ), we conclude by applying our inductive hy-
pothesis on My or Ms.

Case f = h: This case is analogous to the previous one and can be handled
similarly.
Case f € {sdec, adec, check}: In such a case, we have to distinguish two cases

depending on whether f is reduced in M@/, or not.
If f is not reduced, i.e. MP| = f(M D], MaP|), then we have that

Flawed(M®]) = {M®|} U Flawed(M;P]) U Flawed(M2P]).

Thus if ¢ = M®], we have that t; = M1P|, to = MaP| and u(My) < p(M),
w(Mz) < p(M). Thus the result holds. Otherwise, we have that ¢ € Flawed(M;P])
or t € Flawed(M2®]). Since u(My) < u(M), p(Mz) < u(M), we can conclude
by applying our inductive hypothesis on My or Mo.

If f is reduced, then we have that M1®] = f'(u1,u2) with M®| = uy and
f' € {senc,aenc,sign}. If root(u;) = tag; for some i € {1,...,p}, then we have
that there exists u} such that u; = tag;(u}), Flawed(M®]) = Flawed(u}) and
Flawed(M;9]) = Flawed(u}) U Flawed(usz). Thus, we have that Flawed(M®]) C
Flawed(M;®]). Otherwise, if root(u1) ¢ {tagy,...,tag,}, then we have that

Flawed(M;®)) = {M1P]} U Flawed(uy ) U Flawed(uz)

and Flawed(M®]) = Flawed(u1). Thus, Flawed(M®]) C Flawed(M;P)). In both
cases, we have that Flawed(M®]) C Flawed(M;P)) and since u(M;) < p(M),
we can conclude by applying our inductive hypothesis on M;.

In the following lemma, we will use the factors of the signature only composed
of (), denoted Fct . Typically, for all terms u, for all context built only on ( ), for
all terms w1, ..., Uy, if u = Cluq,...,u,]) and for all k € {1,...,n}, root(u;) # ()
then Fet(y(u) = {u1,...,un}.

Lemma 14. Let (£;P;®P;0) be a derived well-tagged extended process w.r.t <
and col. Assume that for all assignment variables z, newE.® t/ zo|. Let M
such that fu(M) C dom(®), fn(M)NE = 0. For all {v,7'} = {«, B}, for all
t € Fet (M®|), if t € Fet y(M®|) and for all assignment variable z, for all
w € dom(P), z < w and p(w) < p(M) implies zol # t then there exists M’
such that p(M") < u(M), fn(M)NE =0 and t € Fety y(M'®]|).

Proof. We do a proof by induction on u(M):

Base case u(M) = (0,1): In this case, we have that M € N which means that
M®| =M € N and Fcty(M®]) = (). Thus the result holds.

Base case (M) = (j,1): In this case, we have M = w;. Let {v,7'} = {«, 8}. Let
t € Fety(M®|) such that t & Fct, y(M®|). We do a case analysis on col(w;):
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Case col(w;) € ~: In this case, since for all assignment variable z, for all
w € dom(P), z < w and p(w) < p(M) implies zo # ¢, than we can deduce that
for all assignment variables z < wj;, zo| # t. Thus by Lemma 12, we obtain that
there exists M’ such that fo(M') C dom(®) N{z | 2z < x}, fa(M’')NE = () and
t € Fet,(M'®]). fu(M’) C dom(®) N{z | z < =} implies that pu(M’') = (k, k)
with & < j and so pu(M’) < u(M). If t € Fet;y(M'®]) then the result holds.
Otherwise, we can apply our inductive hypothesis on ¢ and M’ and so the result
holds.

Case col(w;) € 4" : Since t € Fct( y(M®|), we deduce that there exists u €
Fety(M®|) s.t. tagroot(u) = v and t € Fct,(u). Note that tagroot(u) & v'U{0}
otherwise it would contradict the fact that ¢t € Fet.,(M®]). But u € Fet (MP)).
Moreover, u € Fct(y(M®|) implies that u is deducible in new £.¢. Thus we
deduce that for all assignment variables z, zo # u. By applying the same proof
as case col(w;) € v, we deduce that there exists M’ such that fn(M')NE = 0,
w(M'") < u(M) and u € Fetyy(M'®]). But t € Fct,(u), tagroot(u) = v and
u € Fety(M'®]) implies that ¢t € Fct., (M'®]) and t ¢ Fct,(M'®]). Hence we
can apply our inductive hypothesis on M’ and ¢ which allows us to conclude.

Inductive step p(M) > (j,1): In such a case, we have that M = f(My,..., M,).
Let t € Fct,(M®]) such that t & Fet y(M®]). We do a case analysis on f.

Case f € X;UX\ g, for somei € v:Insuch a case, M®| = f(M1D],..., M, D|)|.
By definition, we know that for all ¢ € Fct,(M®]), we have that root(t) ¢
Y; U Yiag,. Thus, thanks to Lemma 10, we deduce that there exists

Fety(M®)) C Feto(My®)) U... U Fety (M, ).

Thus there exists & € {1,...,n} such that t € Fct. (M®]). If t € Fet(y(M®])
then the result holds, else we apply our inductive hypothesis on ¢ and My and
so the result also holds.

Case f € X;UX\ g, for somei ¢ ~:Insuch a case, M®| = f(M1D],..., M, D).
We assumed that ¢ ¢ Fct(y(M®]) hence there exists u € Fct(y(M®|) s.t.
tagroot(u) = v and ¢t € Fct(u). But it also implies that tagroot(M®)) € vU{0}.
Hence, by applying Lemma 2, we deduce that there exists k € {1,...,n} such
that M®| € st(MP|). Moreover, it also implies that u € Fet! (M®).

If w € Fet(y(Mp®]) then we deduce that root(My®]) ¢ +' and so, by
Lemma 2, My®| = M®|. Since we had t ¢ Fct(\(M®]), then we also have
t & Fet(y(Mp®]) and so we conclude by applying our inductive hypothesis on ¢
and Mk.

if u & Fet(y(My®]) then we can apply our inductive hypothesis on u,~" and
M. Indeed, since u € Fet( (M®]), then u is deducible in new £.9 and so we
deduce that for all assignment variable z, zo| # u. Hence we obtain that there
exists M’ such that pu(M') < pu(My), fn(M)NE =0 and u € Fet( y(M'®]). But
t € Fety(u) and u € Fct(y(M'®]). Hence we deduce that t € Fet.,(M'®]) and
t € Fety(M'®]). We conclude by applying once again our inductive hypothesis
but on ¢, and M’.

Case f = (): In such a case, M®| = f(M1P], M2P]). Moreover, we have that
Fety(M®)) = Fet,(My®))UFect. (Ma®l). Since u(My) < (M), u(Ms) < (M)
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and t € Fety(M1®l]) U Fet,(Ma®|), we conclude by applying our inductive
hypothesis on ¢t and M; (or Ma).

Case f € {pk, vk}: In this case, MP| = f(M71P]) and we have that Fct, MP| =
(). Hence the result trivially holds.

Case f € {senc, aenc, sign}: In such a case, we have that M®| = f(M; D], Madl).
We need to distinguish whether root(M;®]) = tag; for some i € {1,...,p} or
not.

If root(M,®]) = tag; for some i € {1,...,p}, then there exists u; such
that M1®| = tag;(u1). Assume first that ¢ € 4/. In such a case Fct,(M®P]) =
{Fcty(M®])} and Fct y(M®|) = {Fect y(M®])}. Hence it contradicts the fact
that t ¢ Fcty(M®]). We can thus deduce that i € . But in such a case, we
have that Fet., (M1®|) = Fet,(u1) and:

Fet,(M®]) = Fcty(u1) U Fet (Ma®)).

We deduce that t € Fet, (M1Pl) or t € Fet (Ma®l). Since p(M;) < p(M) and
w(Ms) < u(M), we conclude by applying our inductive hypothesis on My or Ma.

Otherwise root(M®]) ¢ {tag;,...,tag,}. In such a case, Fct,(M®|) =
{M®|} and Fet (M®]) = {M®]}. But we assume that t ¢ Fct(\(M®|)
hence this case is impossible.

Case f = h: This case is analogous to the previous one and can be handled
similarly.
Case f € {sdec, adec, check}: In such a case, we have to distinguish two cases

depending on whether f is reduced in M@/, or not.
If f is not reduced, i.e. M®| = f(M;P|, Ma®|), then we have that

Fet (M®]) = {M&]}.

Once again this is in contradiction with our hypothesis that ¢ & Fet, \(M®]).

We now focus on the case where f is reduced: we have that M1®] = f'(uy, uz)
with M®| = uy and f' € {senc,aenc,sign}. We have to do a case analysis on
root(uy):

— if root(u1) = tag; for some ¢ € v. In such a case, there exists v such that u; =
tag;(u}), Fet(M®]) = Fet(uy) and Fet, (M1P)) = Fety(u)) U Fety(uz).
Thus we deduce that Fct,(M®]) C Fct,(M1P])). We can conclude thanks
to our inductive hypothesis on t and Mj.

— if root(u;) = tag, for some ¢ ¢ 7. In such a case, Fet(M®]) = {MP]) which
contradicts the hypothesis ¢ ¢ Fet( y(M®]).

— otherwise, root(u1) ¢ {tagy,...,tag,}, then we have that f'(u1, u2) € Flawed(M;®]).
By Lemma 13, we deduce that there exists M’ such that p(M') < p(My),
fm(M'YNE =0 and M'P| = uy. Since ug = M®| and pu(M’) < u(M) then
we can apply our inductive hypothesis on ¢, & and M’ and so the result holds.

Lemma 15. Let A = (&;P;®;0) be a derived well-tagged process, and let (pq, pg)
be compatible with A. Let u be a ground term in normal form that do mot use
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names in Eo W Eg. We have that there exists a context C (possibly a hole) built
only using (), and terms uy,...,uy, such that u = Cluy,...,un], and for all
ie{l,...,m},

— either u; € Flawed(u);

— oru; € Fetx,(u) and 0q(u;) = 65(u;i),

— oru; =f(n) for some f € {pk,vk} and n € N,
— oru; € dom(p})U dom(ng).

Proof. Let u a ground term in normal form and let {vy,...,v,} = Fetx,(u).
Thus there exists a context D (possibly a hole) built on Xy such that u =
Dilv1,...,v,]). We now prove the result by induction on |D].

Base case |D| = 0: We show that the result holds and in such a case the context
C' is reduced to a hole. Since |D| = 0, we know that Fctx,(u) = u and so
either tagroot(u) = ¢ with ¢ € {1,...,p} or tagroot(u) = L. If u € dom(pZF) U
dom(ng), then the result trivially holds. Otherwise, we have that d(u) = dg(u)
by definition of d, and éz. Hence the result holds.

Inductive step |D| > 0: There exists f € Xy, and v1,...,v; such that u =
f(u,...,ur). We do a case analysis on f.

Case f = (): In such a case, there exist two contexts D1, Da (possibly holes)
built on Yy such that:

- D= <D1,D2> with |D1|, |D2| < |D|7
— uy = Dyfv1,...,v, Jand {vi,..., v} } = Fets, (u),

) 711 s Unq
— up = Di[vf,...,v2 | and {v,...,v2 } = Fets,(u2)

" Yng

By applying our inductive hypothesis on u; and us, we know that there exist
two contexts C7 and Csy. Since

— Flawed(u) = Flawed(u;) U Flawed(uz), and
— Fety,(u) = Fets,(u1) W Fet s, (u2),
we conclude that C' = (C1, Cs) satisfies all the conditions stated in the lemma.

Case f € {pk,vk} and u="f(n) for some n € N: The result trivially hold by
choosing the context C' to be a hole.

Otherwise, we have that
Flawed(u) = {u} U Flawed(u1) U ... U Flawed(ug).

Since u € Flawed(u), we can choose C' to be the context reduced to a hole. The
result trivially holds.

Lemma 16. Let A = (&;P;P;0) be a derived well-tagged extended process, and
let (pa, pp) be compatible with A. Let M be a term such that fo(M) C dom(P)
and fn(M)NE = 0. We assume that € = EgWEL W Eg, fn(P) N (E,WEB) =0,
and one of the two following conditions is satisfied:
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1. new EPH k for any k € Kg; or
2. new E.0(PL) W k for any k € §o(Ks) Udg(Kg).

with Kg = {t,pk(t),vk(t) | t ground,t € dom(pF) U dom(pg)}. We have that
5, (ML) = M5(@1)), with 7 € {a, 5).

Proof. Let &) = {wy > uq,...,w, > u,}. We prove this result by induction on
pu(M):

Base case u(M) = (0,0): There exists no term M such that |M| = 0, thus the
result holds.

Inductive step u(M) > (0,0): We first prove there exists v € {a, 5} such that
04 (MP|) = M(P])| and then we show that 0, (M®P|) = d5(MP|).

Assume first that |M| = 1, i.e. either M € A or there exists j € {1,...,n}
such that M = wj.
Case M € N. In such a case, we have that M®| = M, and M ¢ £. Hence, we
have that new £.¢ F M and also that new £.0(®|) F M. In case condition 1 is
satisfied, we easily deduce that M ¢ Kg. Otherwise, we know that the condition
2 is satisfied, and thus M & 0,(Kgs) Udg(Kg). Again, we want to conclude that
M ¢ Kg. Assume that this is not the case, i.e. M € Kg. This means that M
is a name in dom(pl) (or dom(ng)). Hence, we have that dg(M) € dz(Ks),
and 63(M) = M. Hence, we deduce that M € 3(Kg), and this leads to a
contradiction, since in such a case, by hypothesis M can not be deducible from
new £.6(®}). Thus, in any case, we have that M ¢ Kg, and thus M ¢ dom(p})U
dom(pg). Hence, we have that 0,(M®|) = 6,(M) = M = M(P])| for any
v € {a,B}.
Case M = w; for some j € {1,...,n}. We know that w, is colored with ~ €
{a, 8}. Hence, we have that w;d(P])) = &, (w;P|). Since u; is in normal form,
then by Lemma 6, we know that d,(w;®) is also in normal form. Thus, we have
that 6, (M®]) = M§(P])].

Otherwise, if |M| > 1, then there exists a symbol f and M;,..., M, such
that M = (M, ..., M,). We do a case analysis on f.

Case f € X; U Xy, withi € {1,...,p}. Consider v € {«, B} such that i € 7.
In such a case, let t = f(M®|,..., M, P|). Since f € ; (resp. Liag, ), then there
exists a context C built upon X; (resp. Yiag,) such that ¢ = Cluy, ..., u,] and
U1, . .., Uy, are factor of ¢ in normal form. By Lemma 2, we know that there exists
a context D (possibly a hole) over X (resp. Yiag, ) such that t| = Dlu,, ..., u;,]
with i1,...,ix € {0,...,m} and wg = npin. But thanks to Lemma 3, 4 and 6,
we also that C[0, (u1), ..., 0y (um)[d = D[0y (s, ), . .., 6 (us,)]. But C and D are
both built on X; (resp. Y, ), thus by definition of 6., we have that 0,(t)] =
Cloy(u1), .., 0y(um)]d and 6, (t)) = D[ (i), - - -, Iy (u;, )]. Hence, the equality,
0, (t)) = 6,(t)}, holds. But t| = MP] which means that d,(MP]) = 6, (t)]. We

have that:
0, (t) = 0, (F(M1 D], ..., M, D))
=f(65(M1D)),...,0,(M,P)))]
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Since u(My) < p(M), ..., u(M,) < u(M), we can apply our inductive hy-
pothesis on Mj, ..., M,. This gives us d,(t)d = f(M16(PL)L, ..., Mpo(PL)L)) =
f(My, ..., My,)6(2]))]. Thus we can conclude that 6, (MP|) = §,(t)] = MI(P))].

Case f € Xy~ {sdec, adec, check}: In this case, we have that M®| = f(M1P],
..., M,®]). By applying our inductive hypothesis on My, ..., M, we have that

Sa(Myp®)) = 65(My®)), for all k € {1,...,n}.

Thus we have that 6, (M®|) = (64 (M1D)),. .., 0, (M,P])) with v, € {«, B}.
Applying our inductive hypothesis on M, ..., M,, we deduce that

5, (M®L) = f(MS(L)L, ..., Mod(BL))) = MS(L)1.

Case f € {sdec, adec, check}: If we first assume that the root occurence f is
not reduced in M@ then the proof is similar to the previous case. Thus, we focus
on the case where the root occurence of f is reduced, and we consider the case
where f = sdec. The other cases can be done in a similar way. In such a situation,
we know that there exist vq1,vy such that M;P| = senc(vi,vs), Ma®P| = v9
and M®] = v;. According to the definition of 6, we know that there exists
v € {a, B} such that 6. (senc(v1,v2)) = senc(d(v1), 6, (v2)). For such ~y, we have
that sdec(d(M1D)), 6, (M2Pl))] = 6,(MP]). But by applying our inductive
hypothesis on M; and Ma, we obtain 6, (M®]) = sdec(M16(P])], M26(P)))] =
M(@1)].

It remains to prove that d,(MP)) = d3(MP]). We have shown that there
exists v € {«, 8} such that 6,,(M®]) = Mo(P|)]. Thanks to Lemma 15, we
know that there exists a context C' built over {()}, and v1,..., v, terms such
that M®| = Clvy,...,vp] and for all ¢ € {1,...,m}:

— either v; € Flawed(M®))

— or v; € Fetxy(M®]) and 6 (v;) = 03(v;).

— or v; = f(n) for some f € {pk,vk} and n € NV,
— or v; € dom(pl) U dom(pg).

Note that C' being built upon {()} means that v; is deducible in new £.9 for
alli € {1,...,m}. Furthermore, since C[vy, ..., vy] is in normal form,

070 (MDL) = C[05, (1), - .-, 650 (vim)]-

But we have shown that 6., (M®]) = M6(P])|, thus 0., (v;) is deducible from
0(2)), for all i € {1,...,m}. Now, we distinguish several cases depending on
which condition is fullfilled by v;.

Case v; € Flawed(M®]): There exists wy, .. ., wy terms and a function symbol
f such that v; = f(ws,...,wy). By Lemma 13, there exists Ny, ..., Ny such that
for all k € {1,...,¢}, w(Nr) < p(M) and Np®] = wyi. Hence, by applying
inductive hypothesis on Ny, ..., Ny, we obtain that 6, (Np®|) = d5(NP]), for
all k € {1,...,¢}. Thus, thanks to v; being in normal form, we can conclude that
6a(vi) = 6B(Uz’)-
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Case v; € Fctx(M®]): In such a case, we have that d,(v;) = dg(v;). Hence,
we easily conclude.

Case v; = f(n) for some f € {pk,vk} and n € N: By hypothesis, we know
that either new £.@ I/ k, for all k € Kg; or new £.6(P]) t/ k, for all k € §,(Kg)U
0s(Ks). Since we have shown that v; is deducible from new £.9 and 9., (v;) is
deducible from new £.6(®)), both hypotheses imply that n ¢ dom(p:)udom(pg),
and so dq(v;) = d5(v;).

Case v; € dom(pz)udom(pg): By hypothesis, we know that either new £.@ I/
k, for all k € Kg; or new £.0(P)) I/ k, for all k € §o(Ks) Udg(Ks). Since we
have shown that v; is deducible from new £.¢ and d.,(v;) is deducible from
new £.6(®) ), both hypotheses imply that v; ¢ dom(pl) U dom(pg) and lead us
to a contradiction.

Corollary 4. Let A = (&;P;®;0) be a derived well-tagged extended process and
let (pa,pp) be compatible with A, such that £ = EyWELWEg, and fn(P) N (Eq W
Ez) = 0. The two following conditions are equivalent:

1. new EPH k for any k € Kg; or
2. new E.0(PL) W k for any k € 6o (Ks) Udg(Kg).

with Kg = {t, pk(t),vk(t) | t € dom(pF) U dom(pg), t ground}.

Proof. We prove the two implications separately.

(2) = (1): Let k¥ € Kg such that new £.¢ F k. In such a case, there exists
M such that fu(M) C dom(®), fn(M)NE = 0, and MP| = k|. We assume
w.l.o.g. that k € {¢, pk(t),vk(t) | t € dom(p}) and t ground}. Let v € {a, 3}. By
Lemma 4, we have that d,(M®|) = §,(k]). Thanks to Lemma 16, we have that
dy(M®]) = M§(2])), and by Definition of ., we have that d,(kl) € d,(Ks).
Thus, we deduce that there exists k' € (Kg) such that new £.0(P|) - £’

(1) = (2):Let k € 6y(Kg) with v € {a, 5}, and M be a term such that fo(M) C
dom(®), fn(M)NE =0, and Mo(P))] = kl. k € 6,(Kg) implies the existence of
k' € Kg such that k = ¢,(k’), and thus such that Md(®])| = §,(k')]. Thanks
to Lemma 16, we have that §,(M®|)] = 6,(k’)|. Now, if ¥’ € Kg there must
exist k" € dom(p,+) such that either k' = k", or k' = pk(k"), or k' = vk(k").
In any case, because p, is in normal form, we know that k"] = k” and thus
that k') = k’. Hence M§(2))| = §,(k'|)]. But, then according to Lemma 6,
0(MP|) = 6,(MP)] = 6,(K'}) = 0,(k')). Finally, thanks to Lemma 4 we
can derive that M®| = k’| = k’. This implies that M®| € Kg, and thus there
is a term in Kg that is deducible from new £.9.

Corollary 5. Let A= (&;P;P;0) be a derived extended process and let (pu, pg)
be compatible with A such that &€ = E W E, W Eg, m(P) N (Eq W EZ) = 0, and
new E.P W k for any k € Kg. We have that new E.P ~ newE.0(P)).

Proof. The proof directly follows from Lemmas 4 and 16. Indeed, M®| = N®|
is equivalent to 0, (M®]) = 6, (N®)) (thanks to Lemma 4), which is equivalent
to Mé(P))) = N§(®J)! (thanks to Lemma 16).
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E.6 Proof of Theorem 5

The goal of this section is to prove Theorem 5. We first state and prove two
propositions.

Let S = (£s;Ps; Ps;0s) and D = (Ep; Pp; Pp;op). We say that D = 6(5)
if E&¢ = Ep, Pp = 6(Ps), Ppl = 0(Psd), and opl = §(osl).

Proposition 1. Let Py be a plain coloured process without replication and such
that bn(Py) = fu(Py) = 0. Let By be an extended coloured biprocess such that:

— 8o = (Ea W Esw E; [Po]: 0;0) < fst(Bo),
— Do = (Ea W EsW Eg; Pl 0:0) X snd(By), and
— Do = 6’33%3(50) for some (pa,pg), and

— Dq does not reveal the value of its assignments w.r.t. (pa,pg).

For any extended process S = (Eg; Ps; Ps;05) such that So=S with (Pas pB)
compatible with S, there exists a biprocess B and an extended process D =
(Ep;Pp:Pp;op) such that By=uB, fst(B) = S, snd(B) = D, D = §(S) and
with (pa, pg) compatible with D.

Proof. Let £ = & W E, W Eg. We show the result by induction on the length
of the derivation. The base case when S = Sy is trivial. We simply conclude

by considering B = By, and D = Dy. Now, we assume that Sot:r;S’ such that
(pa, pg) is compatible with S’. This means that there exists S’, tr and ¢ such
that:

So=9 £ 8" with tr' =tr- ¢

Moreover, we have that (pa, pg) is compatible with S.
By induction hypothesis, we have that there exists an extended biprocess

B and an extended process D such that fst(B) = S, snd(B) = D, By=iB,

and D = 0(S). We will show by case analysis on the rule involved in S L
that exists a biprocess B and an extended process D' = (€]; Pp; P'p; o) such
that By=y;B’, fst(B’) =5’, snd(B’) = D', D' = 6(5’). Then it will remain
to prove that (pa, pg) compatible with D’. To do so, we rely on the fact that
0(os)) = oprl. In particular, by Lemma 4, we have that for all assignment
variables z, 2’ zog/| = z'og/| is equivalent to §(zos:)) = §(z'0g/]) which is
also equivalent to zd(os/)) = 2'6(0s:]). Moreover, since (pa, pg) is compatible
with S, then for all assignment variable z € dom(p), either tagroot(zog ) =
1 or tagroot(zog)) ¢ v U {0}. Thus, by Lemma 6, we deduce that either
tagroot(d,(z0s/])) = L or tagroot(d) (z0s/)) & v U {0}. This allows us to con-
clude that either tagroot(zop/) = L or tagroot(zop-l) ¢ v U {0}, and so that
(P, pg) is compatible with D’

Let’s now prove the core part of the result. Let S = (£s;Ps; Ps;0s) and
§' = (&5; Py; Ps; 0)-

Case of the rule OUT-T. In such a case, we have that £ = Es = €, 0 = 05,
Ps = {out(c, [u];)".Q} W Qg, P = {Q} W Qg, and ¥y = s U {w, > [u]0s}.
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Furthermore, we have that ¢ = new wy.out(c,wy,), ¢ € £, and n = |Pg| + 1.
Lastly, since S is issued from (&; [Py]; #; @), we have that og E test;([u];)-
By hypothesis, we have that D = §(S). Hence, we have that:

D = (&;{out(c, d([ul:)).0(Q)} W(Qs); Pp;op)
with @pl = 0(Psl), opl = d(osl), and v € {«, 5} such that i € 7.
Hence, we have that D new W out(c,wn)

= (£0(Q) Wd(Qs); Pp U {wn > 6,([uli)op}; op).

new wy, .out(c,wy )

D’ where

Hence, we have that B
It remains to show that D’ = §(5’), i.e.

(0y([ui)op)d = 05 ([uliosl).
Since opl = d(ogl), we have that:
(05 ([uli)op )} = (65([u]i)d(as))))

Let v/ be equal to « if ¥ = 3, and equal to 3 if v = a. Each variable that occurs
in [u]; also occurs in dom(og) and such a variable is either colored with a color

B’ with fst(B’) = 5" and snd(B’) = D’.

in 7y, or an assignation variable z;/. Thus, we have that - ([u];) only contains
variables that are colored with a color in v. Hence, we have that

(05 ([u]i)d(asd))d = (05 ([u)i)d, (05 )4
Relying on Lemma 7 (note that gl F test;([u];)), we have that:
(05 ([uls)ap)d = (35 ([u]i)d, (s 4))d
b, ([ul:(r51)}
Sy ([uli(os)d)
Oy ([uliosd)

ul;08

Y

Case of the rule IN. In such a case, we have that £ = &g, Py = g, Ps =
{in(c,2)".Q} W Qg, Ps = {Q} W Qg, 0 = 05 U{z — M®Ps}, and £ = in(c, M)
with ¢ € Eg, fo(M) C dom(Ps) and fn(M)NEs = 0.

By hypothesis, we have that D = §(S). Hence, we have that:

D = (& {in(c,).0(Q)} ¥ 8(Qs); i op)

with @pl = 0(Psl), opd = d(osl). Let v € {a, B} such that i € ~.

Hence, we have that D M D’ where

= (£6(Q)Wi(Qs);Ppsop U{z — MPp}).

Hence, we have that B Mb, B’ with fst(B’) = S’ and snd(B’) = D'. It
remains to show that D" = §(5’), i.

(M®p)| =6, (Mdsl).

61



By hypothesis, we know that Dy does not reveal the values of its assignment
variables w.r.t. (pq, pg). Hence, for all assignment variable x of color av (resp. ()
in dom(op), for all k € {k,pk(k),vk(k) | k = xop V k = xps (resp. zpg)}, k is
not deducible in new £.9p. We denote K this set.

Let Kg = {t,pk(t),vk(t) | t € dom(p}) U dom(pg), t ground} We know that
opd = 6(osl), and by definition of pT and pg, we have that K = §,(Kg) U
03(Kg). We have also that &pl = d(Psl). Hence, we deduce that new £.6(Ps) I/
k for any k € 6o (Ks) U ds(Kg) This allow us to apply Lemma 16 and thus to
obtain that:

(M)} = (M(@p)} = (M6(@s1))) = 5, (M),

Cuase of the rule THEN. In such a case, we have that £ = Eg, Py = Pg, 0 = 05,
Ps = {Ps} ¥ Qg, and Py = {P¢} W Qg where Pg and Pg are as follows:

— Case a: a test before an output.

Ps = if test;([v];) thenout(c, [v];)*.Qs
Pl = out(u, [v];)".Qs
os E testi([v]i

for some ¢ € {1,...,p}.
— Case b: a test before an assignation.

Ps = if test;([v];) then[z := [v];].Qs
Pg = {[z:= [v]:]" Qs

gs = testi([v]i)

for some ¢ € {1,...,p}.
Case c: a test before a conditional.

Pg = if test;([];) then (if [¢]; thenQ} else Q%)
Pl = if [p]; thenQ} else Q%
ags E testi([cp]i)

for some i € {1,...,p}.
— Case d: a test of a conditional.

Pg = if [p]; thenQ} else Q%

Pg = Qs

os F @] and og F test;([¢];)
for some i € {1,...,p}.

Each case can be handled in a similar way. Note that we rely on Corollary 1
instead of Lemma 8 to establish the result in Case d. We assume that we are
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in the first case. Let v € {a, 8} such that ¢ € v. By hypothesis, we have that
D = §(S). Hence, we have that D is equal to

(€: {if testi(6([v];)) then
out(c,d,([v]:)).0(Qs)} W Qs; Pp;op)

with @pl = 6(Psl), and opl = §(osl).

Since og F test;([v];), we have also that (ogl]) F test;([v];). Thanks to
Lemma 8, we deduce that §,(osl) F test;(d,([v];)). Actually, each variable that
occurs in test; (4, ([v];)) is a variable that occurs in dom(og) and such a variable
is necessarily colored with a color in . Hence, we have also that:

(S(Usi,) = testi(&y([v]i)).
Hence, we have that D = D’ where
D" = (& {out(u,0,([v]:))-0(Qs)} ¥ (Qs); Pp3op).

Hence, we have that B —»p,; B’ with fst(B’) = S’ and snd(B’) = D’. We also
have that D" = 6(5").
Case of the rule ELSE. This case is similar to the previous one.

Case of the rule AsSGN. In such a case, we have that £ = &g, Py = Pg,
Py ={lz:=[v];].Q} W Qs, Ps ={Q}WQg, 05 =05U{x — [v];05}, and £ = T.
Lastly, since S is issued from (&; [Po]; 0; @), we have that og F test;([v];).

By hypothesis, we have that D = §(S). Hence, we have that:

D= (& [z :=6([v]:)]-0(Q)Wd(Qs); Pp;op)

with &pl = 6(Psl), opd = d(osl), and v € {a, §} such that i € ~.
Hence, we have that D = D’ where

D' = (5,5(@) (] (S(Qs);é[);O'D @] {$ — 67([U]i)0'D})-

Hence, we have that B > B’ with fst(B’) = S’ and snd(B’) = D’. It remains to
show that D' = §(95"), i.e.

(6,([])op)) = 6, ([t]iors).
This can be done as in the case of the rule OuT-T.

Case of the rule COMM. In such a case, we have that £ = &g, &y = Pg,
Ps = {out(c, [u];)".Q1; in(c, 2)" .Q2} W Qsg, o =o0sU{x— [uljog}, and £ = 7.
Lastly, since S is issued from (&; [Py]; #; ?), we have that og E test;([u];)-

By hypothesis, we have that D = §(S). Hence, we have that D is equal to

(€; {out(c, 6([ul:))-6(Q1); in(c, 2).6(Q2)} W (Qs); Pp; op)

with @pl = 6(Psl), opd = d(osl).
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Let 7,7 € {a, 8} such that i € ~, and i’ € 4. Hence, we have that D = D’
where D’ is equal to:

(€:{0(Q1);6(Q2)} W 8(Qs);Ppiop U{(w = 8, ([ul:)op) " })-

Hence, we have that B =+ B’ for some biprocess B’ such that fst(B’) = S’
and snd(B’) = D’. It remains to show that D’ = §(5"), i.e.

(0y([uli)op)} = 0y (([ulios))

If v = +/, then this can be done as in the previous cases.
Otherwise, since names can only be shared through assignments, and assign-

ments only concern variables/terms of base type, we necessarily have that ¢ ¢ £.

vwy, .out(c,wy)
_—

Hence, we have that S Sout Where:

Sout = (£;{Q1;1n(c, x).Q2} W Qg; Ps U {wy, > [u]ios};os)

Note that (pa, pg) is still compatible with Ssy. We would like to apply Lemma 16
with M = w, on the frame of Sy,; which requires an hypothesis of non deductibil-
ity of the shared key. For these, we will rely on our hypothesis that Dy does not
reveal the values of its assignments w.r.t. (pq, pg):

Let &y = s U{w, > [u];05}. We already proved our induction result for the

rule OuT-T. Hence, we deduce that there exists Doyt such that D
Dqyt where Doyy = (€5 Pout; Pp;0p), P = Pp U{wy, > 6,([ul;)op}. Moreover,
it implies that &, = §(P5)}) and opl = 6(0s)). As mentioned, by hypothesis,
we know that Dy does not reveal the values of its assignments w.r.t. (pa, pg)-
Hence, for all assignment variable x of color a (resp. ) in dom(op), for all
k € {k,pk(k),vk(k) | k = zop V k = zps (resp. zpg)}, k is not deducible in
new £.9,. We denote by K such a set.

Let Ks = {t,pk(t),vk(t) | t € dom(pl) U dom(pg), t ground}. Since opl =
5(0s]), and by definition of pf and pg, we deduce that K = 6,(Kgs) U dg(Ks).
Moreover, we have that @, | = §(P]). Hence, we deduce that new £.0(P5]) I/ k
for any k € §,(Kg) U dg(Kg). This allow us to apply Lemma 16 with M = w,
and so we deduce that - ([u];05]) = 0,/ ([u];05)). Hence, we can conclude as in
the previsous case.

vwy,.out(c,wy,)
_—

Case of the rule PAR. Tt is easy to see that the result holds for this case.
Note that the rules NEW and REPL can not be triggered since the processes

under study do not contain bounded names and replication.

Proposition 2. Let Py be a plain colored process without replication and such
that bn(Py) = fu(Py) = 0. Let By be an extended colored biprocess such that:

— So = (Ea W Eg W &; [Po]; 0;0) = = fst(Bo),
— Do = (Ea8 €5 W E0; G0 0:0) % snd(By), and
— Do = §PaPh (So) for some (pa,pg)-
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— Dyg does not reveal the value of its assignments w.r.t. (pa,pg)-

For any extended process D = (Ep; Pp; Pp;op) such that DO%D with (pa, pa)
compatible with D, there exists a biprocess B and an extended process S =

(Es: Ps; Pg: o) such that By=yiB, fst(B) = S, snd(B) = D, and D = §(S).

Proof. We show the result by induction on the length of the derivation. The base
case when Dy = D is trivial. We simply conclude by considering B = By, and

S = Sy. Now, we assume that Dy==D’ such that (pas pp) is compatible with D’.
This means that there exist D, tr, and ¢ such that:

Do=D L D' with tr' = tr - ¢

Note that we necessarily have that (pq, pg) is compatible with D.

By induction hypothesis, we have that there exists an extended biprocess B
and an extended process S such that fst(B) = S, snd(B) = D, Bo=.;B, and
D = §(S). We show the result by case analysis on the rule involved in D 45D
Let D = (€p; Pp; Pp;op) and D' = (Ep; Ph; $p; 0)p). First, note that since D
is issued from Dy = 6(Sy) and Sy = (&; [P]; 0;0), we know that terms invovled
in D are tagged and obtained through the § transformation.

Case of the rule OuT-T. In such a case, we have that &, = &p, o), = op,
Pp = {out(c,d([v):)).6(Qs)} Wd(Qs), Pp = {6(@p)} W d(Qp), and &, =
Pp U{wy > dy([v]i)op} with v € {e, B} such that ¢ € v. Furthermore, we have
that ¢ = neww,.out(c,wy), ¢ € Ep, and n = |$p| + 1. We have also

S = (&;{out(c, [v];).Qs} W Qg); Ps;05)

new wy, .out(c,wy)

with &pl = §(Psl), and opl = d(osl). Hence, we have that S
S’ where
S = (£;Qs W Qs; D5 U{wy > [v]i05};05).

new wy, .out(c,wy)
%

Hence, we have that B i B’ with fst(B’) = 5" and snd(B’) =
D’. Tt remains to show that D’ = §(5), i.e.

(0y([v]i)op)l = 65([vliosi)

Since D is issued from (&; 6([Po]); 0; ) and Bo=i B, we have that op E test; (3, ([v]:))
and og F test;([v];).
Since opl = d(ogl), we have that:

(05 ([eli)op)d = (65([v]i)d(os )L

Let 4" be equal to « if ¥ = 3, and equal to 8 if v = a. Each variable that occurs
in [v]; also occurs in dom(og) and such a variable is either colored with a color

in 7, or an assignation variable z; . Thus, we have that d,([v];) only contains
variables that are colored with a color in . Hence, we have that

(05 ([]:)d(as )L = (65 ([v]:)d(as4))d
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Relying on Lemma 7 (note that ogl F test;([v];)), we have that:
(65 ([v]i)on)d = (85([v]i)d, (a5

Sy ([v]i(as))d

5y ([v]i(os)))

&y ([v]

v|ios

~(

si

54

y )

Case of the rule IN. In such a case, we have that &, = Ep, &, = Pp, Pp = {€
(c,)".8(Qs} W d(Qs), Pp = {0(Qs)} ¥ (Qs), 0, = op U{x — MPp}, and
¢ =1in(c, M) with ¢ & Ep, fu(M) C dom(®Pp), and fn(M) N Ep = . Moreover,
we have that:

S = (& {in(c,x).Qs} W Qgs; Ps;05)

with @pl = 6(Psl), and opl = §(osl). Let v € {«, 5} such that i € 7.

M)
Hence, we have that S L S’ where

S = (£;{Qs} W Qs;Pg;05 U {x — MDg).
Hence, we have that B Mb. B' with fst(B’) = §’, and snd(B’) = D'. It
remains to show that D" = §(5’), i.

(M®p)l = 6,(Mdsl).

By hypothesis, we know that Dy does not reveal the value of its assignments
w.r.t. (pa,ps). Since Ppl = §(Psl) and opl = 6(osl). Hence, by following
the definition of pt and ng, we deduce that the hypothesis of Lemma 16 are
satisfied. Hence, by relying on it, we have that:

(MBp)L = (M(@pL)L = (M5(@s))L = 5, (MPsl).

Case of the rule THEN. In such a case, we have that &, = Ep, &, = Pp,
o =0p, Pp ={Pp}WQp, and P, = {Pp} W Qp Where Pp and Py, are as
follows:

— Case a: a test before an output.

+([v]):) then out(c, &, ([v]:))".0(Qs)
[(][v)z )"-0(Qs)

for some i € {1,...,p} and v € {a, B} such that i € ~.
— Case b: a test before an assignation.

Pp = if test;(, ([v],)) then [ := &, ([v],)]"-6(Qs)
pPp=A{lz:=9¢ ([v]z)] 5(Qs)
o F test: (5, ([o]:))

Pp = if test;(
P}, = out(u, d
op F test; (0, (

)
y

for some i € {1,...,p} and v € {a, B} such that i € ~.
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— Case c: a test before a conditional.

Pp =if testi(év([go]i)) then

(if [¢]i thend(Qy) else 5(QF))
P, = if [¢]; thend§(QY) else 6(Q%)
op E testi(&y([gp])i)

for some i € {1,...,p} and v € {a, B} such that i € ~.
— Case d: a test of a conditional.

Pp = if 0,([¢];) thend(Q%) else §(Q%)
Py =4(Qy)
op F 05([¢li) and op F test; (6 ([#]i))

for some ¢ € {1,...,p} and v € {«, 8} such that i € ~.

Each case can be handled in a similar way. Note that we rely in addition on
Corollary 1 instead of Lemma 8 to establish the result in case d. We assume
that we are in the first case. Let v € {«, 8} such that i € . We have that S is
equal to
(&; {if test;([v];) thenout(c, [v];)".Qs} W Qg; Ps; 05)

with &pl = §(Psl), and opl = §(os).

Since op F test;(d,([v];)), we have (opl) F test;(d,([v];)), and thus d(csl) F
test; (0 ([v];)). As in the previous cases, we deduce that 6., (cg]) F test;(d-([v]:)).
Thanks to Lemma 8, we deduce that og] F test;([v];). Hence, we have that

S 5 S’ where
S" = (&; {out(u, [v];).Qs} W Qs;Ps;05).

Hence, we have that B D B’ with fst(B’) = S’, and snd(B’) = D’. We also
have that D' = 6(5").

Case of the rule ELSE. This case is similar to the previous one.

Case of the rule AssaN. In such a case, we have that &, = Ep, ¢, = Pp,
Pp = {[z := 6,([]:)].6(Q)} w(Qs), Pp, = {0(Q)} wi(Qs), o = op Uz —
0y([v]i)op}, and £ = T where v € {e, 8} with ¢ € 7. We have also that op F
test;(6([v];)) and og F test;([v];). Hence, we have that:

S = (& {[x:=[v]:]-Q} W Qgs; Ps;05)

with &pl = §(Psl), and opl = d(os).
Hence, we have that S = S’ where:

S = (£{Q} ¥ Qs;Ps;05 U {z — [v]ios}).

Hence, we have that B D, B’ with fst(B’) = S’ and snd(B’) = D’. It remains
to show that D’ = 4(5’), i.e.

(67(['0]1')0'D)i’ = 5y([’l)]¢0‘5i,).
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This can be done as in the case of the rule OuT-T.

Case of the rule CoMmM. In such a case, Pp = {out(c, &, ([u):)).0(Q1); in(c, )" .
3(Q2)}Wd(Qs), & =Ep, P = Pp, 0 =op U{x — 6y([ul;)op}, and £ = 7.
Moreover, we have that op F d,(test;([u];)) and og F test; ([U]Z ) where v € {a, 5}
such that ¢ € . Hence, we have that S is equal to

(&; {out(c, [u];).Q1; in(c,2).Q2} W Qg; Ps; 05)

with @pl = 6(Psl), and opl = §(0osl).
Let 7/ € {a, 8} such that i € 4. Hence, we have that S = S’ where S’ is
equal to:

(5; {Ql; QQ} W Qg;Pg;05 U {(:C — [u]iUS)i/}).

Hence, we have that B = B’ for some biprocess B’ such that fst(B’) = S’ and
snd(B’) = D’. It remains to show that D’ = §(5’), i.e.

(05 ([uli)op)d = 0y ([ulios])

If v = 4/, then this can be done as in the previous cases. Otherwise, since
names can only be shared through assignations, and assignations only concern
variables/terms of base type, we necessarily have that ¢ ¢ £. Hence, we have

that D M) Dyt where Dy is equal to:

(Ep;{6(Q1);in(c,2).6(Q2)} W Qs; Pp U {wy, > 65 ([uli)op};op)

Note that (pa, pg) is still compatible with Dy We would like to apply Lemma 16
with M = w, on the frame of D.,; which requires an hypothesis of non de-
ductibility of the shared key. For these, we will rely on our hypothesis that Dy
does not reveal the values of his assignment variables w.r.t. (pa, pg):

Let ¢, = &p U{w, > 0,([ul;)op}. We already proved our induction re-
sult for the rule OuT-T. Hence, we deduce that there exists Syt such that

S vwn out(e,wn) Sout Where Sour = (£;Pg; Py;05), Py = Ps U {w, > [u];)os}.
Moreover, it implies that ¢,] = §(P5)}) and opl = 6(osl). As mentioned, by
hypothesis, we know that Dy does not reveal the values of its assignments w.r.t.
(pa, p3). Hence, for all assignment variable z of color « (resp. ) in dom(op), for
all key € {k, pk(k),vk(k) | k = xop Vk = zpa (resp. xpg)}, key is not deducible
from new £.9,. We denote K this set.

Let Ks = {t,pk(t),vk(t) | t € dom(p}) U dom(p}), t ground}. Since opl =
d(osl), and by definition of p} and pg, we deduce that K = d,(Kg) U dg(Ks).
We have also that &,] = §(P]). Hence, we can now apply Lemma 16 with
M = wy, and so we deduce that 6, ([u]icsl) = d, ([u]iosl). Hence, we can
conclude as in the previous case.

Case of the rule PAR. Tt is easy to see that the result holds for this case.

Note that the rules NEwW and REPL can not be triggered since the processes
under study do not contain bounded names and replication.
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Theorem 5. Let P be a plain colored process as described above, and By be an
extended colored biprocess such that:

— So = (Ea & E5 W E [P]:0;0) X fst(By),

— Do = (Ea &5 W &; Pp; 0;0) & snd(By), and

— Pp =0,,,p5([P]) for some (pa,ps) compatible with Dy, and
— Dyg does not reveal its assignments w.r.t. (pa,pg)-

We have that:

1. For any extended process S = (Es; Ps; Ps; 05) such that Sy =L S with (pas PB)
compatible with S, there exists a biprocess B and an extended process D =
(Ep;Pp; Pp;op) such that By = B, fst(B) = S, snd(B) = D, and newEs.Pg ~
newéEp.Pp.

2. For any extended process D = (Ep;Pp;Pp;op) such that DOéD with
(P, pg) compatible with D, there exists a biprocess B and an extended process
S = (Eg;Ps; Ps;05) such that By ==y B, fst(B) = S, snd(B) = D, and
newls.®s ~ newEp.Pp.

Proof. We prove the two items separately.

1. The first item is actually a direct consequence of Proposition 1. We rely on
Corollary 5 and the fact that D = §(S) to establish that:

newls.®g ~newlp.Pp.

2. The second item is actually a direct consequence of Proposition 2. We rely
on Corollary 5, Corollary 4 and the fact that D = §(S) to establish that:

new&ls.®g ~newlp.Pp.

This concludes the proof of the theorem.

F Parallel composition

The goal of this section is to prove the results that relate to the parallel com-
position, that are Theorem 1 and 3. We prove a slightly improved version of
Theorem 3 assuming that composition contexts may contain several holes. To
prove these composition results, we will rely on Theorem 5, and for this we have
to explain how to get rid of the replications, and the new instructions (see Sec-
tion F.1). We have also to rewrite the process to ensure that names are shared
via assignment variables only (see Section F.2).
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F.1 Unfolding a biprocess

Given an extended process A = (£;P; P) where P may contain name restrictions
and replications, the idea is to unfold the replications and to gather together all
the restricted names in the set £. Of course, it is not possible to apply such
a transformation and to preserve the set of possible traces. However, given a
specific trace issued from A, it is possible to compute an unfolding of A that
will exhibit this specific trace. The converse is also true, any trace issued from
an unfolding of A will correspond to a trace of A. Thus, the process A and all
its possible unfoldings will exhibit exactly the same set of traces. We define this
notion directly on biprocesses.

Definition 20. Let A = (£;P;®) be an extended biprocess. We define the n*
unfolding of A, denote by Unf,(A), the biprocess (EWEy; Pp; P) obtained from A
by replacing in P each instance of |Q with n instances of Q (applying a-renaming
to ensure name and variable distinctness), and then removing the new operations
from the resulting process. These names are then put in the set £, and added in
the first component of the extended process.

The link between an extended biprocess and its unfoldings is stated in Lemma 17.

Lemma 17. Let A = (£;P;®) be an extended biprocess. The biprocess A is in
diff-equivalence if, and only if, Unf,,(A4) is in diff-equivalence for any n € N.

F.2 Sharing names via assignments

In Theorem 5, one can note that processes may only share data through assign-
ment variables. This is not a real limitation since a name that is shared via the
composition context can be assigned to an assignment variable by one process
and used by the other through the assignment variables. Below, we describe this
transformation that actually preserves diff-equivalence of a biprocess.

Let A = (&;P;®) be an extended colored (with colors in {1,...,p} = a W p)
biprocess that does not contain any name restriction nor replication in P. Let
K = ki,...,ke be a sequence of names (of base type) in £ that contains at
least all the names occurring in both type of actions — in actions colored «
as well as in actions colored g (intuitively ki,...,k; are the names shared by
the two processes we want to compose). Since we work with a biprocess, we
do this transformation simulatenously on both sides. We do this each time the
transformation is required by one side of the biprocess. Actually, when we will
apply this transformation, the right-hand side will correspond to the disjoint
case, whereas the left-hand side will correspond to the shared case, and all the
transformations will arise because of the left-hand side.

Let Z = 2¢,..., 2y be a sequence of fresh variables, and i € o. We denote by
Ass’y._i(A) the extended biprocess (€; Pass; @) where P is defined as follows:

Pass = [2§ = k1]’ ... .[zf" == ke]".(|Ipep Ppg)
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where pg replaces each occurrence of the name k; (1 < j <{) that occurs in an
action (-colored by its associated assignment variable z§ (1 < j < /). Note that
the replacement pg will not affect the process corresponding to the disjoint case.

Note that in the definition above, the a-colored process will assign the shared
names into assignment variables whereas the [-colored process will simply use
those variables instead of the corresponding names. This choice is arbitrary and
the roles played by « and 8 can be swapped. Again, this transformation preserves
equivalence. This result is stated below in Lemma 18.

Lemma 18. Let A = (§;P;®) and Ass'y._,(A) be two extended biprocesses as
described above. We have that A is in diff-equivalence if, and only if, Ass%._i(A)
is in diff-equivalence.

F.3 Composing trace equivalence

The theorem we want to prove is stated below. Note that, this theorem differs
from the one stated in the main body of the paper since we work in a slightly
more general setting.

We denote by X§ = {senc, aenc,sign, pk, vk, { }}, i.e. the constructors of the
common signature Yy. We consider composition contexts that may contain sev-
eral holes. They are formally defined as follows:

Definition 21. A composition context C' is defined by the following grammar
where n is a name of base type.

C,Cl,CQ = _ | newn. C |'C | OllCQ

We only allow names of base type (typically keys) to be shared between
processes through the composition context. In particular, they are not allowed
to share a private channel even if each process can used its own private channels
to communicate internally. We also suppose w.l.o.g. that names occurring in C
are distinct. A composition context may contain several holes. We can index
them to avoid confusion. We write C[Py,..., P (or shortly C[P]) the process
obtained by filling the i*" hole with the process P; (or the i*" process of the
sequence P).

We use the notation P | Q to represent the sequence of processes obtained
by putting in parallel the processes of the sequences P and Q componentwise.

Parallel composition between tagged processes can only be achieved assuming
that the shared keys are not revealed. Indeed, if the security of P is ensure
through the secrecy of the shared key k, there is no way to guarantee that P is
still secure in an environment where another process @ running in parallel will
reveal this key.

Since, we consider a common signature Xy and composition contexts with
several holes, we have to generalize a bit the notion of revealing a shared key
stated in the body of the paper. We have to take into account public keys and
verification keys.
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Definition 22. Let C be a composition context, A be an extended process of the
form (&;C[Py,...,Pi;®;0), and key € {n,pk(n),vk(n) | n occurs in C}. We
say that the extended process A reveals the key key when:

— (EW{shC[Pf, ..., P ®;0)=(E P &'y 07) with Py of P, | in(c,x). if x =

key thenout(c,s) and P;" p, if i # io; and
— M® =g s for some M such that fo(M) C dom(®') and fn(M)NE =0

where ¢ is a fresh public channel name, s is a fresh name of base type, and the
io™ hole of C is in the scope of “new fn(key)”.

Definition 23. Let C' be a composition context and & be a finite set of names
of base type. Let P and Q be two sequences of plain processes together with their
frames @ and ¥. We say that P/® and Q/¥ are composable under & and C
when:

1. P (resp. Q) are built over X, U Xy (resp. X5U Xy ), whereas @ (resp. W) are
built over X, U {pk,vk} (resp. X5 U {pk,vk}), X0 N X5 =0, and P (resp.
Q) is tagged;

2. fu(P) = fo(Q) =0, and dom(®) N dom(¥) = ().

3. &0 (f(C[P]) U fn(®)) N (fn(CQ]) U fn(¥)) = 0;

4. (£0; C[P]; ®) (resp. (E0;C[Q];¥)) does not reveal any key in:

{n, pk(n),vk(n) | n occurs in fn(P)Nfn(Q)Nbn(C)}.

This notion is extended as expected to biprocesses requiring that fst(P)/fst(®) and
fst(Q)/fst(¥), as well as snd(P)/snd(®) and snd(Q)/snd(¥), are composable.

Theorem 6. Let C' be a composition context, and & be a finite set of names
of base type. Let P (resp. Q) be a sequence of plain biprocesses together with
its frame @ (resp. V), and assume that P/® and Q/¥ are composable under &
and C'.
If (£0; C[P]; @) and (Ey; C[Q); W) satisfy diff-equivalence (resp. trace equiva-
|

lence), then (£0;C[P | Q];® W W) satisfies diff-equivalence (resp. trace equiva-
lence).

Proof. According to our hypothesis, P and Q are both tagged hence there exists
two sequences of colored plain processes P, and @y such that [[Ft]] = P and
[Q:] = Q. Moreover, we can split the set of names &, into two disjoint sets £p
and &g depending on whether the name occurs in P/® or Q/¥.

Let S = (€; C[P | Q]; ®). Our goal is to show that S satisfies diff-equivalence
(resp trace equivalence). By hypothesis, we actually have that (£p; C[P]; ®), and
(Eq; C[Q]; ¥) satisfy diff-equivalence (resp trace equivalence). Let D = (p &
£0;C[P] | C[Q];® ¥ ¥) (modulo some a-renaming to ensure name and variable
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distinctness of the resulting process). Since the two processes that are composed
in parallel do not share any data, we have that D satisfies diff-equivalence (resp
trace equivalence). In order to conclude that S satisfies diff-equivalence (resp
trace equivalence), we will show that fst(S) =g fst(D) and snd(S) ~qie snd(D)
relying on Theorem 5.

Let B; be the biprocess obtained by forming a biprocess with fst(S) and
fst(D). Even if the two processes do not have exactly the same structure, this
can be achieved by introducing some new instructions that will not be used
in fst(S). Relying on Lemma 17, we have that B is in diff-equivalence if and
only if Unf, (B;) is in diff-equivalence for any n € N. Let ng € N. We trans-
form the biprocess Unf,,(B1) to introduce assignment variables (and we may
assume w.l.o.g. that the processes under study do not rely on any assignment
variables, thus the resulting process will only contain the assignment variables
introduced by our transformation), namely z¢, ..., zf*. This leads us to another
biprocess and this transformation still preserves diff-equivalence as stated in
Lemma 18. Note that, on the right-hand side of the biprocess (the disjoint case),
the assignments variables are assigned to names that do not occur in any action
colored . In order to apply our Theorem 5, we perform a last transformation
on this biprocess that consists in replacing the elements that occur inside the
frame by output actions (colored with o or § depending on its origin) in front
of the biprocess. This last transformation preserves also diff-equivalence. We fi-
nally consider &, = 0, and g = {k¢,...,k'} a set of fresh names, and we add
these two sets of names to the set of & (first argument of the biprocess). Now, it
remains to show that this resulting biprocess B} is in diff-equivalence. For this,
we rely on Theorem 5. Let p, be such that dom(p,) = 0, and pg be such that
dom(pg) = {27,..., 27}, and z§pg = k§ for j € {1,...,£}. Actually, we have
that D] = §(S]) where S{ = fst(B]) and D] = snd(Bj), and for all possible
executions of S} or D}, compatibility will be satisfied. Indeed, by construction,
we know that all the assignment variables (remember that all the assignments
occurring in the process have been introduced by our transformation) will be
assigned to distinct names. Now, to satisfy all the requirements needed to apply
Theorem 5, it remains to establish the non-deducibility of the keys.

By hypothesis, (£o; C[P];
for any k € fn(P) N fn(Q) N bn(C). Hence, we deduce that fst(D) (parallel
composition - disjoint case) does not reveal k, pk(k:), or vk(k) for any k € fn(P)N
/(@) N 6n(C).

Note that we want to apply Theorem 5 on S7 and D} and not on Sy and D;.
However, we built D] by unfolding D; and introducing assignment variables.
First, note that these transformations preserve deducibility. Moreover, secrecy
of k, pk(k), or vk(k) for any k € fn(P)N fn(Q) Nbn(C) actually implies that D/
does not reveal its assignments w.r.t. (pq, pg). This allows us to apply Theorem 5
and so to conclude.

@) and (&y; C[Q]; ¥) do not reveal k, pk(k), or vk(k)
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F.4 Composing reachability

We now prove a variant of Theorem 1 considering our slightly more general
setting.

Theorem 7. Under the same hypotheses as Theorem 6 with processes instead

of bioprocesses, and considering a name s that occurs in C. If (Eo; C[P]; ®) and
(€o0; C[Q; W) do not reveal s, then (E9; C[P | Q];  NW¥) does not reveal s.

Proof. The proof follows the same lines as the one for dealing with diff-equivalence
and trace equivalence. In order to show that the process S = (y; C[P | Q; Pw¥)
does not reveal s, we rely on the fact that the secrecy is preserved by parallel
composition of “disjoint” processes. Thanks to our hypotheses, we have that
D = (&;C[P] | C[Q];® wW¥) does not reveal s. Then, by applying Theorem 5
and more specifically the first bullet point of this theorem, we can deduce that
for all (tr,new E5.Pg) € trace(S), there exists a trace (tr,new Ep.Pp) € trace(D)
such that new £5.9g ~ new £p.Pp. Since D does not reveal s, we conclude that
S does not reveal s too.

G Sequential composition

In this section we prove Theorems 4 and 2. As for establishing parallel composi-
tion results, we will rely on Theorem 5. This will require to unfold the processes
under study, and to use assignment variables to share data. However, as already
discussed in Section 5, we also have to tackle some additional difficulties. In par-
ticular, to ensure the compatibility of the executions as required by Theorem 5.

G.1 Unfolding biprocesses and sharing names via assignments

Unfolding the biprocesses for sequential composition follows the same principles
as unfolding the biprocesses for parallel composition. However, we need to be
more specific. In particular, we need to be able to easily talk about the replicated
instances of a nonce after unfolding. We explain in this section how the unfolded
biprocesses are built, and we introduce some notation that we will use throughout
the entire section.

Ezample 16. Let P =!new k.lnew n.out(c,senc(n, k)). The plain process

2],
2],

out(c,senc(n[1,1],

1], k[1])) | out(c,senc(n][1,
| out(c,senc(n[2,1],

k 1,2], k
k[2])) | out(c,senc(n[2,2], k
together with the set

K = {k[1], k[2],n[1,1],n[1,2],n[2,1],n[2,2]}

will correspond to the 2-unfolding of P, denoted Unfy(P). In this example,
k[1], k[2],n[1,1],...,n[2,2] are considered as distinct names.
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More generally, in such formalism, two names n1[i1, ..., i, and na[j1, ..., jq]
are equal if, and only if, they are syntactically equal, i.e. ny = ns, p = ¢ and
ir = ji for each k € {1...p}. We will use the same convention to represent
the variables occurring in the processes. We will also extend this notation to
processes. Thus Pli1, ..., 4,] will represent the instance of P that correspond to

th, t . th, d .
the i, instance of the 1’ replication, i, instance of the 2" replication, etc.

Ezample 17. Going back to our previous example, we have that Unfy(P) =

QL 1] Q[1,2] | Q[2,1] | Q[2,2], K) where Q[i, j] = out(c, senc(nli, j], k[i])).

With such notation, we can now be much more precise on how our disjoint
and shared processes are unfolded.

Following notation given in Theorem 2, we will consider the biprocesses:

1. S = (&; C[P[Q1] | P2[Q2]]; @ W W), the so-called shared case;

2. DP" = (&; C[P] | C[Q]; & W), the so-called parallel disjoint case;

3. D9 = (&; C[P1 Q1] | P2[Q2]]; @ W W) where C' is as C but each name n is
duplicated n/ n® in order to ensure disjointness. The processes Q1 and Q-
are obtained from @; and @5 by replacing each name n occurring in C' by
its copy n@. This represents the so-called sequential disjoint case.

Then, given a biprocess B (typically one given above), we denote by B, its
n*™ unfolding relying on the naming convention introduced in Example 16 and
Example 17.

Using the notation introduced above, it should be clear that for each unfold-
ing n (with n € N), the biprocess that represents the parallel disjoint case, i.e.
DPa" exhibits more behaviours than the biprocess that represents the sequential
disjoint case, i.e. D39,

Lemma 19. If DP?" satisfies diff-equivalence then D39 satisfies diff-equivalence

As for parallel composition, once unfolding has been done, we get rid of names
that are shared through the composition context using assignment variables. We
denote these names ry, ... 7, and their associated assignment variables z1, ..., 2.
We also get rid of the content of the frame by adding some outputs in front of the
resulting process. Note that, we can assume w.l.o.g. that the only assignment
instructions are those that occur in P; and P, to give a value to x; and xs.
Indeed, an assignment of the form [z := ¢] that is “local” to P1/Ps (or Q1/Q2)
has the same effect as applying the substitution z +— ¢ directly on the process.
This additional hypothesis will help us ensure compatibility of all executions
when applying Theorem 5.

Given a biprocess B, we will denote BY the biprocess resulting from the
transformation described above. In particular, we will consider S}, the biprocess
obtained by applying the transformation above on S,, (the n'* unfolding of the
shared case), and also D)**9 the biprocess obtained by applying the transforma-
tion on D39,

Again, it should be clear that these transformations preserve diff-equivalence.
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Lemma 20. We have that:

1. DP9 satisfies diff-equivalence if, and only if, D339 satisfies diff-equivalence
2. S satisfies diff-equivalence if, and only if, Sy satisfies diff-equivalence

Relying on this transformation, by colouring actions of P with «, and actions
of @ with S, given an integer n corresponding to the unfolding under study, and
assuming that the hole of C' is under m replications, we consider p, such that
dom(py) = 0, and pg with

dom(pg) = {#1,.--,2p} U{x1[ir,. -, im], x2[i1, - im] | 1 <id1,...,0m < n}
— zipg =1 for 1 <i < p;

— pg(xl[zl,,zm]) :k[ll,,lm]

— pg(SCQ[’Ll,,’Lm]) :k[ll,,lm]

In other words, we abstract each name shared via the composition context
by a fresh one, i.e. r;, and each term shared through the variables x; and xo are
abstracted by a fresh name, a new one for each instance.

G.2 Secrecy of the shared keys

We now focus on the fourth condition of Theorem 5, i.e. we ensure that D}**9 does
not reveal the values of its assignments w.r.t. (pa, pg) as defined in Section G.1.

Lemma 21. Assume that P1/Py/® is a good key-exchange protocol under &
and C. Assume also that (£o; C[Q); ¥;0) does not reveal any k, pk(k) and vk(k).

In such a case, we have that DY**9 does not reveal the value of its assignment
variables w.r.t. (pa,pp)-

Proof. By Definition 7, P;/P2/® being a good key-exchange protocol under &
and C implies that (50, wood; @) does not reveal bad where Pyooq is defined as
follows:

Pyood = new bad.new d.(Cnewid.(Py[out(d, (x1,id))] | Palout(d, (x2,id))])]

| in(d, z).in(d, y).if proj;(x) = proj; (y) A projy(z) # proj,(y) then out(c, bad)

| in(d, z).in(d, y).if proj;(x) # proj; (y) A projy(z) = proj,(y) then out(c, bad)

| in(d, z).in(c, 2).if z € {proj, (z), pk(proj, (z)), vk(proj, (x))} then out(c, bad))

In the case were C' is of the form C’[l_], Pyood is defined as follows:

new bad, d, r1,72.(C'[newid.\(Py[out(d, (z1,id,r1))] | P2[out(d, (x2,id,2))])]

| in(d, 2).in(d, y). At projy(z) = projy (y) A projs(z) # projy(y) vhen owt(c, bad)
| in(d, 2).1n(d,y)-if projs () = projy (y) A projy(x) = projs(y) then out(c, bad)
| in(d, z).in(c, 2).if z € {proj; (z), pk(proj, (z)), vk(proj; (z))} then out(c, bad))

In both cases, it indicates that the secrecy of z, pk(x) and vk(z) is preserved,
where z is the value of any assignment variable. Then, the result is actually a
direct consequence of the fact that secrecy is preserved through disjoint composi-
tion, and the transformations that are performed on the process (e.g. unfolding,
adding of some assignments operations) also preserve secrecy.

76



G.3 Compatibility

To use Theorem 5, a compatibility condition is required. As in the case of parallel
composition, this property will be trivially satisfied for assignments that have
been added by our transformation. However, more work is needed to deal with
assignments present in the original processes, that is in our situation, assignments
of the form [z1[...] = ] and [z2[...] = ] that come from the unfolding of the
process Pi/P,. The idea is that the abstractability property and the fact that
Py /P, /® is a good key-exchange protocol will give us the required conditions to
apply Theorem 5.

The following lemma focuses on P; / P» /® being a good key-exchange protocol
under & and C. However, the definition of a good key-exchange protocol depends
on the shape of the composition context, and the properties satisfied by our
processes will depends on the distinction. Hence, to avoid any confusion, unless
the composition context is explicitely mentioned being of the form C'[!], the
definition of good key-exchange protocol always follows Definition 7.

Lemma 22. Let (Ey; C[P1[0] | P2[0]]; @;0) be a process such that Py/P2/® is a
good key-exchange protocol under & and C' . Let n be an integer, and (E;P; ;o)
a process such that fst(D;eq)%(E; P;®';0). Letit, 1, - im,Jjm €N, and q1,q2 €
{1,2} such that xg, [i1,...,im] and Tg,[j1,- - -, jm] are in dom(c). We have that:

Tgi [11, -y im|ol = Zg, [J1,- - -, Jm]od
if, and only if,
ip =Jp for all1 <p <m.

A similar property holds for snd(Dse9).

Proof. By definition of P;/Ps/® being a good key-exchange protocol under &
and C and since secrecy is preserved when considering disjoint composition, we
have that (£y; P; @ W W; () preserves the secrecy of bad where:

P = new bad.newd.( )
Clnew k.newid.(P;[out(d, (x1, id}).Ql{k/zl}]
| P2fout(d, (x2,id)).Q2{"/z,}])]

| in(d, z).in(d, y).
if proj; (z) = proj; (y) A projs () # projs(y)
then out(c, bad)
elseif proj; (x) # proj; (y) A projs(x) = projs(y)
then out(c, bad)

)

Here, the notation C, Q1, and Qs refer to the same renaming as the one used
to define D**9.

Let n be an integer. Consider the n'" unfolding of D9 as well as the n'®
unfolding of the process P defined above. First, note that an output on channel
d is always of the form
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out(d, (x;[i1, .. .im],id[i1, .. .in])) with j € {1,2}.

Let (£;P;®; ) be a process such that fst(D5) 2 (&; P; &'; o) with g, [i1, . . . ,im]
and xg,[j1,- - -, Jm] both in dom(o). Moreover, assume that x4, [i1,...,im]o) =
Tg,[j1,- .., jmlol. In such a case, it is easy to build a trace of (E; Pp; @ W ;)
such that the pairs

— (@q it rim] idlit, ..., im]), and
— @y [1s s ) idli1, - s Gim])

are outputted on channel d. Since the hole in P,, (resp. P,,) is not in the scope
of a replication, we deduce that these pairs can only be outputted once. We have
seen that such a process preserves the secrecy of bad, and thus we deduce that
(21, yip) = (J1,- -5 Jp)-

Now, relying on the fact that (£o; P,;® W W¥;0) preserves the secrecy of bad,
and more precisely on the fact that the following instructions are part of the
process:

| in(d, z).in(d, y).

elseif proj; () # proj; (y) A projy(z) = proj;(y)
then out(c, bad)

we deduce that (i1,...,4p) = (j1,...,Jp) implies that id[i1, . .., im] = id[j1, ..., m]
and so we deduce that x4, [i1,...,9m]0d = g, [J1,- -, Jm]od-

Note that the property above we established for D% also holds on D}**9. We
have also a similar result in case the composition context is of the form C[!]
that is stated below and can be proved in a similar way.

Lemma 23. Let (Ey; C[P1[0] | P2[0]]; @;0) be a process such that C = C'[\] for
some C' and Py /Py/® is a good key-exchange protocol under & and C. Let n be
an integer and (E;P;®';0) be a process such that fst(D)L(&;P; d'; 7).

Let i1,71,- - im, Jjm € N. We have that:

— z1[i1, ., im]od = X2lJ1, - . -, Jm]od implies that (i1, ..., im—1) = (J1,- -, Jm—1);
and

— for ¢ € {1,2}, x4fir,...,tmlod = zqlj1, ..., im]ol implies (i1,...,im) =
(jla"'vjm)-

A similar property holds for snd(D5e9).

Now, regarding assingment variables, and in particular the different instances
of 1 and x, it remains to show that the values assigned to these variables will
be rooted in the right signature. We proceed in two steps. First, we discard terms

rooted with a symbol in {pk, vk, ()} (Lemma 24), and then we show that it is
actually rooted in the right signature (Lemma 25).
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Definition 24. We say that a process P satisfies the abstractability property
if for all P%(E;P;@;O’), for all assignment variable x € dom(o), root(xzol) &

{pk, vk, () }.

This property is important for our composition to hold.

Example 18. Let Py = [x; := (k1,k2)], and Q; = if x; = (proj, (x;), projy(z;))
thenout(c, id;). Let C = newk;.newks... We can see that in the shared case,
the branch THEN of the process @); will be executed whereas when considering
in isolation the process Clnew k.(Q1{zx1 — k} | Q2{x2 — k})] will not exhibit a
similar behaviour.

Intuitively, we say that a value of an assignment variable can be abstracted
if it is not a pair, a public key or verification key. This is due to the fact that
those three primitives are not tagged and so can be used by processes of any
colour.

Lemma 24. Let (Ey; C[P1[0] | P2[0]]; B;0) be a process satisfying the abstractabil-
ity property. We have that D% satisfies the abstractability property.

Proof. First of all, unfolding the process (€y; C[P1[0] | P2[0]]; P; @) preserves the
abstractability property. Moreover, the transformation that transforms a process
B into a process BY preserves the abstractability property. Thus, to show that
DY**9 gatisfies the abstractability property, it only remains to show that this
property is preserved by disjoint composition assuming that the process we want
to compose does not introduce new assignments (note that this is the case of

Q1/Q2).
In fact, part of the process brought by Q1/Q2 can be viewed as a process

executed by the attacker. Thus, for all D*9=5(£7;P';@; 0"), there exists a corre-

spondig execution (Ey; C[P1[0] | P2[0]]; ®; @)%(5”;7)”;@”; 0'") such that ¢ and
o’ coincide on dom(c”), and in particular on the values assigned to x1[...] and
x2]...]. This allows us to deduce that root(xzc”) & {pk,vk, ()}, and thus DV
satisfies the abstractability property.

The next lemma will allow us to conclude that we obtain traces compatible
with (pa, ps)-

Lemma 25. Assume that D)*% does not reveal the value of its assignment vari-
ables w.r.t. (pa,pg) and satisfies the abstractability property. We have that for
all D2 (E,P;d;0), for all v € {o, B}, for all z € dom(p,), we have that
either tagroot(zol) = L or tagroot(zol) & v U {0}.

Proof. Since D;’feq%(E;P;é; o), we know that (£;P;®P;0) is a derived well-
tagged extended process w.r.t. < and col, for some < and col. Moreover, by
construction of DY we also know that dom(p,) = ). We prove the result by
induction of the dom(pg) with the order <.
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Base case z < 2’ for all assignment variables 2’ different from z: Assume that
tagroot(zol) # L and tagroot(zol) € B U {0}. We now show that zol] €
Feto(z0). Since tagroot(zol) € 8U {0}, we have that if root(zol) & {vk, pk, { )}
then zo € Fcto(zo). Thus it remains to show that root(zol) & {vk, pk, { )}. But
D)s*9 satisfies the abstractability property hence we deduce that root(zol) ¢

{vk, pk, ()}

Since zo| € Fctq(z0), we can apply Lemma 12 and so we deduce that:

1. either there exists M such that fu(M) C dom(®)N{z’ | 2’ < z}, fn(M)NE =
and zol € Fct, (M®))

2. otherwise there exists j such that zjﬁ

< z and zfo¢ = zol
The second case is trivially impossible since dom(p,) = ) and so zf does not
exists. We focus on the first case: We know that zo| € Fct,(M®]). Since zol is
not deducible in new £.9, then zo| ¢ Fct y(M®]). Moreover, we know that for
all assignment variables 2z’ different from z, z < z’. Thus we can apply Lemma 14
and obtain that there exists M” such that fu(M) C dom(®), fn(M)NE = () and
zo| € Fct(y(M'®]). But this contradicts the fact that zo| is not deducible in
new £.9.

Since we always reach a contradiction, we can conclude that tagroot(zol) = L

or tagroot(zol) & 5 U {0}.

Inductive case: Assume once again that tagroot(zol) # L and tagroot(zol) €
B U{0}. As in the previous case, we can show that zo| € Fet,(z0) and so we
can apply Lemma 12 to obtain:

1. either there exists M such that fu(M) C dom(®)N{z' | 2’ < z}, fn(M)NE =
and zol| € Fct,(M®))
2. otherwise there exists j such that zjﬁ < z and zjﬁJ\L = zol

Once again the first case is trivially impossible since dom(p,) = 0. Thus it
remain to focus on the second case. As in the previous, we can deduce that
zo| & Fety(M®]). Moreover, by our inductive hypothesis, we know that for
all assignment variable z’ < z, tagroot(z'c]) = L or tagroot(z'cl) & 8 U {0}.
Thus, we can deduce that z'o| # zo]. Thanks to this, we can apply Lemma 14
and obtain that there exists M such that fu(M) C dom(®), fn(M)NE = and
zo| € Fct(y(M'®]). But this contradicts the fact that zo| is not deducible in
new £.9.

Since we always reach a contradiction, we can conclude that tagroot(zol) = L

or tagroot(zol) & 5 U {0}.

We now establish that when the processes are a good key exchanged protocol,
all possible executions are actually compatible w.r.t. (pa, pg)-

Lemma 26. Let (pq,ps) be the two abstraction functions as defined in Sec-
tion G.1. If (Eo; C[PL[0] | P2[0]]; ;D) satisfies the abstractability property and
Py /Py/® is a good key-exchanged protocol under & and C' then for any P such
that:
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— fst(D=)E P (resp. snd(D**)ZLP), we have that P is compatible w.r.t.
(Pas pg)-
— fst(SY)Z P (resp. snd(SY)=P), we have that P is compatible w.r.t. (Pa, PB)-

Proof. Let P be a process such that fst(D¥*)Z(£; P; ®; 5). Let 2,y € dom(o)N
dom(pg) and assume that xo =g yo. Let us denote x = w;[i1,...,im] and
Yy =x;[j1,...,Jm] where jr,ix € {1,...,n}, k€ {1,...,m} and ¢,j € {1,2}.
By hypothesis, Pi/P>/® is a good key-exchanged protocol under &, and
C . Hence thanks to Lemma 22, xo =g yo implies that i, = ji for all & €

{1...m}. On the other hand, Lemma 22 also indicates that z1[i1,...,im]o =
ZEQ[il, ceey im]U, for all il, e ,im.
Since by definition of pg, x1[i1,...,im]ps = T2li1, -, imlps = Eli1, ..., im],

we can deduce that zo = yo if and only if zpg = ypg. At last, relying on
Lemma 25, we can conclude that (€;P; ®; o) is compatible with (pa, pg).

We now prove the property for S¥: Let fst(S¥)=(&; P; ®;0). We prove the
result by induction on the size of tr. Consider a transition (&;P;®; o) 5 A By
inductive hypothesis, we know that (£;P; ®;0) is compatible with (pq, pg). But,
the only transition that could render A not compatible is the internal transition
(AssGN). Hence assume that P = {[z := t]*.P} ¥ Q where i € y and £ = 7.

Since (&;P; P; o) is compatible, then by Theorem 5 and in particular Propo-
sition 1, we deduce that fst(DYs9)Z (£, P'; &'; o) where 6(c) = ¢’} and §(P) =
P’. It implies that P’ = {[z := &, (t)]".0(P)}wWd(Q). Thus, by Lemma 7, we have
that 6, (tol) = d(t)o’].

On the other hand, if A is not compatible, it means that there exists y €
dom(o) such that to| = yol is not equivalent to xpg = ypg. But d(cl) = 0’|
and d4(to]) = d4(t)o’|. Hence to] = yol is equivalent to 6, (¢t)o’ = yo’, and
so we can deduce that ()0’ = yo’ is not equivalent to zpg = yps. However,
(&';P';@';0") can also apply the internal transition (ASSGN) on [z := §(¢)]* and
so we obtain (£';P';@';0') > A’ with A’ not compatible with (pq, pg). This is
in contradiction with our result on D)9,

When the composition context is of the form C’[l], the previous lemma
does not hold. However, we will show that we can modify any trace to be-
come a compatible trace by applying some permutation on the indices of the
names. Intuitively, when considering a trace of SY, if x1[i1,...,4mn] is equal to
Xali1, ... im—1,1,] after instantiation with 4,, # i,,, we want to permute all
names of the form ¢[i1,...,0m—1,%,] by t[i1,...,%m—1,%m]. Such permutation is
possible since we only consider composition context of the form C’[!]. We will
call this an index permutation. To ensure that such a permutation is always pos-
sible when needed, we simply ensure that we have enough processes that have
not started their execution by requiring that 2n’ < n (i.e. the length n’ of the
derivation under study is two times smaller than the number of the unfolding
we consider).
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Lemma 27. Let (pa, pg) be the two abstraction functions of Sy,. For all S, 4,
0, . .
Ay Z—2> ... —= A, with 2n’ < n, there exists an inder permutation such that

e ’
Sy b, Al NN Al with A}, being the application of the index permutation
on Ay forallk=1...n/, and Al, is compatible with (pa,pg).

Proof. We prove the result by induction on n/. The initial step n’ = 0 being
trivial, we focus on the inductive step n’ > 0. By hypothesis, we know that there
e ’
exists an index permutation such that S}, 4, Al Ly 2 Al where A},
being the application of the index permutation on Ak for allk =1...n'—1, and
Ly .
A, is compatible with (pa, pg). However, we know that A, 1 — A,. Since
Lo

Al,_, is obtained from A, _; by an index permutation, then A/, ;| —» A/,
where A/, is the application of the index permutation on A, .

Lo
Assume first that the transition A4,,_1 — A, is different from the internal
transition (ASSGN), then the compatibility of A), _; implies the compatibility of

A’ ,. Hence the result holds.

. Ly . . .
Assume now that the transition A,,_; — A, is the internal transition

(AssaN). Consider that 4!, | = (&;P;®;0) with P = {[z :=t]"*.P} & Q. Since
A, is compatible with (pa, pg), we can apply Proposition 1. Using similar rea-
soning as in proof of Lemma 26, we obtain that to = yo for some assignment vari-
able y implies w.l.o.g. that © = x1[i1, ..., im—1,0m] and y = za[i1, ..., im—1, ).
Thus, by applying the index permutation between 4., and i/, on each A}, we

£
obtain that SY 4, AY Ly 2 A", with A, compatible with (pu, pg), and
AY being the application of the index permutation on A}, for all k € {1,...,m}.

G.4 Composing diff-equivalence

We are now able to prove our composition results.
*

Proof. Let S = (E9; C[P1[Q1] | P2[Q2]]; ®W¥; D). Thanks to Lemma 17, we know
that S is in diff-equivalence if, and only if, S, is in diff-equivalence for all n € N.
By hypothesis, we know that:

= (&0; C[P1[0] | P[0]]; #;0), and
= (€05 Clnew k.(Q1{"/a,} | @2{*/2.})]: :0)

are both in diff-equivalence and P;, P»,Q1,Q2 are tagged. Hence, since diff-
equivalence is preserved by disjoint parallel composition, we deduce that DP3"
is in diff-equivalence, and thus, thanks to Lemma 17, we obtain that DP is
in diff-equivalence for all n € N. Applying Lemma 19, we deduce that D3 is
also in diff-equivalence. Note that diff-equivalence still holds on the biprocess
DY obtained from D39 by adding some assignment variables to “explicit the
sharing”.
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Given n € N, in order to conclude, we have to show that .S}, obtained from
S, by adding some assignments variables to explicit the sharing satisfies diff-
equivalence. We form two new biprocesses SDj, and SDpg as follows:

— fst(SDy) = fst(S)) and snd(SDy) = fst(D)s9);
— fst(SDg) = snd(S),) and snd(SDpg) = snd(D}9);

We will apply Theorem 5 on biprocesses SDy, and SDpg to establish the strong
relationship between the two components of each biprocess, and together with
the fact D)**9 satisfies diff-equivalence, this will allow us to conclude that S}
satisfies diff-equivalence too.

Considering the two abstraction functions (pa, pg) as defined in Section G.1,
in order to apply Theorem 5 on SDj, (resp. SDg), it remains to show that
fst(Dy9) and snd(D}*%) do not reveal the value of their assignment variables
w.r.t. (pa,pp). This is actually achieved by application of Lemma 21 with the
facts that

~ (03 Clnew K(Qu{*an} | Qo{*/as ) :0) and (€05 CIPI[0] | P3[0]]; @;0) do
not reveal key in {n, pk(n),vk(n) | n € fn(P1, P2)Nfn(Q1,Q2)Ndn(C)}, and

— (£0;Cnew k.(Q1{¥/2,} | Q2{F /2, ))];¥; 1) do not reveal k, pk(k),vk(k), and

— P1/Py/® is a good key-exchange protocol under & and C, that implies in
particular that (£o; Peood; ) does not reveal bad where Pyooq is defined as
follows:

Pyood = new bad, d.(
Clnewid.(Pi[out(d, (z1,id))] | P2[out(d, (x2,1d))])]
| in(d, z).in(c, 2).

if z € {proj; (x), pk(proj; (x)), vk(proj, (z))}
then out(c, bad))

Now, let Bg be a biprocess such that

v tr

def
Sy=1iBs = (53 Ps; Ps; 05)
for some tr. By definition of diff-equivalene, we have to show that:

1. new Eg.fst(Pg) ~ new Eg.snd(Ps);

2. if fst(Bg) LN Ay, then there exists B’ such that Bg £>bi B’ and fst(B') = Ay,
(and similarly for snd).

Let us now focus on the case where the composition context is not of the
form C[!].

We have fst(SY)Zfst(Bg) as well as snd(SY)=snd(Bg). By Lemma 26, we
obtain that fst(Bg) as well as snd(Byg) is compatible with (pa, pg). Hence, relying
on Theorem 5 (first item), we deduce that there exist biprocesses SD; and SD’,
such that:

- SDLgb;SD’L, fst(SD}) = fst(Bg), and static equivalence holds between the
two frames issued from the biprocess SD7 ;
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— SDR%biSDh, fst(SD%;) = snd(Bg), and static equivalence holds between
the two frames issued from the biprocess SD',.

Since, we know that D)**9 satisfies diff-equivalence, we have that DyjeqéEbiD;yseq
with fst(D}**9) = snd(SD7}) and snd(D)**%) = snd(SD%). Then, by transitivity
of static equivalence, we deduce that

new Eg.fst(Pg) ~ new Es.snd(Pg).

Now, assume that fst(Bg) % Ay In such a case, we have that fst(S,, )= fst(Bg) EN
Ar. By Lemma 26, we obtain that Ay, is compatible with (pa, pg), and relying on
Theorem 5 (first item), we deduce that there exists a biprocess SD7 such that:

SDL%bi _ £>b; SDY with fst(SD7) = Ap. Since D}*9 satisfies diff-equivalence,

we have that Dysa<L, L Divsq for some biprocess D% with fst(D]V*e9) =
snd(SD?). Now, applying Theorem 5 (second item) on biprocess SDg, we de-

duce that SDpSyi - Loy, SDY, with snd(SD%) = snd(D;¥**%). This allows us to
ensure the existence of the biprocess B’ required to show diff-equivalence of SY.
We will have fst(B') = fst(SD7) = A, and snd(B’) = fst(SD?%).

In the case where the composition context is of the form C’[!_], all the traces
issued from S}, are not compatible anymore w.r.t. the abstraction functions p,
and pg. Nevertheless, thanks to Lemma 27, we can always find a similar trace
that is compatible, then using Theorem 5, we will ensure that these traces also
exist in the disjoint case, and we also ensure their compatibility (see Proposi-
tion 1).

Then, relying on the diff-equvialence of the biprocess (Ey;newd.C[PT];®),
we deduce that for any trace D95, D', fst(D') is compatible w.r.t. (pa, pg) if
and only if snd(D’) is compatible w.r.t. (pa, pg). This allows us to ensure that
D3e9 is also in diff-equivalence when considering compatible traces only. Thanks
to this, we are able to conclude as in we did in the case where the composition
context were not of the form C’[\].

G.5 Composing reachability

*

Proof. Let S = (&; C|P1[Q1] | P2|Q2]]; ® W W; (). By hypothesis, we know that:

= (&0; C[P1[0] | P[0]]; @; ), and
= (€0; Clnew k.(Qu1{* /a1 } | Q2{"/2 D] 2:0)

does not reveal s. Since, secrecy is preserved by disjoint composition, and the
transformations introduced at the beginning of the section (e.g. unfolding, adding
assignment variables, ...), we easily deduce that D¥**? do not reveal s.

We show the result by contradiction. Assume that S}, reveals the secrecy s.
We consider a trace witnessing this fact, i.e. a process S/ such that

def

SYESYE (Eg; Ps; Py 0s)
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and for which new £5.95 I s.

We form a biprocess SD by grouping together S and D)9 in order to apply
Theorem 5.

In order to apply Theorem 5, we first must prove that D)**% does not reveal
the value of its assignment variables w.r.t. (pa,pg) as defined in Section G.1.
This is achieved by application of Lemma 21 with the facts that

— (&0; Clnew k.(Q{*/u:} | Q2{¥/2,})];¥;0) and (£; C[P1[0] | P[0]]; 45 0) do
not reveal key in {n, pk(n),vk(n) | n € fn(Py, P2)Nfn(Q1,Q2)Ndn(C)}, and

— (£0;Cnew k.(Q1{¥/2,} | Q2{F /2, ))]; ¥; () do not reveal k, pk(k),vk(k), and

— P1/Py/® is a good key-exchange protocol under & and C, that implies in
particular that (£y; Peood; ) does not reveal bad where Pyooq is defined as
follows:

FPyood = new bad, d.(
Clnewid.(Py[out(d, (x1,id))] | P2[out(d, (x2,1d))])]
| in(d, z).in(c, 2).
if z € {proj, (z), pk(proj, (z)), vk(proj, (z))}
then out(c, bad))

As done previously, relying on Lemma 26 (or Lemma 27 in case C' is of the
form C’[!]), we may assume that the trace under study is compatible. Applying

Theorem 5, we deduce that there exists a biprocess SD’ such that SD=%,;SD’
with fst(SD’) = S)¥, and static equivalence holds between the two frames issued
from the biprocess SD’. Moreover, if we denote by @5 and ®p the respective
frame of fst(SD’) and snd(SD’), we ensure that 6(Psl) = Ppl (see Proposi-
tion 1).

Therefore, since D}**9 does not reveal the secret s, and we already proved
that D)**% does not reveal his assignment variables, then by Lemma 16, we can
deduce that S does not reveal s, and so S does not reveal s either.

85



